ParaGgon

6 PARAGON Technologie GmbH, Systemprogrammierung
S EERTTYITII  Heinrich-von-Stephan-Str. 5¢ ® 79100 Freiburg, Germany

Tel. +49 (0) 761 59018201 ® Fax +49 (0) 761 59018130

Internet www.paragon-software.com ® Email sales@paragon-software.com

Paragon® Exchange Granular Recovery 2010

Evaluator’s Guide



Contents

(4 oY [V Tot 00 3 Tl « 1 0P 3
What's NEW? ....uuiiiiiiiiiii s bbb s b s s s s s sssssssssnss 3
Product Key Differentialors .....cciccieieeiereeniereeerieeiereenieteneeeeseerensereassersnsssssnsesssssessssesssssessnssessnsesssssesens 3
Primary AUdIENCE .....ccuuiiiieiiiiiiiiiiiiieniiieieieeeiiseereneietenssstssssiesssssnssersssssssnssssssssssnsssssnssssnsssssnssssanssssns 3
WOTrKFIOW PrOCEAUIE ....uuueiiiiiiiii e 3
U o] e o =T I o F T 0T 4 N 4
(CT=Y A1 T4 - T o =T RNt 5
Target ENVIFONMENT ... ... iiiiiiiiiiiiiiiiiiiieiieeiieeieiaicisieiassiessiestensssnssssesssssssssssssssssessssrasssasssssssesssansssnsssnes 5
INSEAIALION e e e s s s 5
LT 0 - o U 6
[0 7T 0 Lo Y T L 6
LOSt EMQil RECOVETY ...cuuiieiiiieiieeiireniiriniiteeetennerenerenesnssernseesnsessnsessnsessssssassssnssssnsessnsesanes 8
Connecting MS Exchange Mail Database .......ccccciiiieiiiiiniiiiiiiiiiiiiicieiereisieeessnsisssssesenssesensssssnssssnnns 8
Searching for Lost EMail HEMS ........ciireeeiiiiiiciiiticcnrrrec s rennee s sesnnesesssnnssesssenssssssennssssssnnnssnnns 12
EXporting LOSt EMail IE@MIS.....cuuiieiiiieiiiicirecrircrtccreeesrneserees s snesesene e seasessnasesensssssnsesensssnensasenanans 13
00 1o 111 T o TN 18
TroubleShOOter .......cciiiiiiiiiiicr 18

Copyright© 1994-2010 Paragon Software Group. All rights reserved.



Product Concept

Paragon Exchange Granular Recovery (PEGR) 2010 is a plug-in to Microsoft Outlook 2003/2007 that enables to get
transparent access to backup mail databases of MS Exchange Server 2003/2007/2010 through the standard
facilities of MS Outlook for easy and fast data recovery at a granular level.

What's New?
This version is already second in a row that includes a number of new features:

e Support for Windows 2003/R2 Server x86 Standard or Enterprise;

e Support for Windows XP SP2/SP3 x86 Professional;

e Support for mail databases (EDB files) of MS Exchange 2003 (32-bit) and MS Exchange 2010 (64-bit);
e Direct access to Exchange databases inside backup archives of Paragon Drive Backup 10;

e Direct access to Exchange databases inside backup archives of Paragon Exchange Protection (PEP).

Product Key Differentiators
The key differentiators of the product are:

e Fullintegration with MS Outlook 2003/2007;

e Support for mail databases (EDB files) of MS Exchange 2003/2007/2010;

e Direct access to Exchange databases inside backup archives of Paragon Drive Backup 10;

e Direct access to Exchange databases inside backup archives of Paragon Exchange Protection;

e Support for the Exchange log files replay to restore databases with the latest changes reflected;
e Simultaneous work with multiple Exchange databases;

e Granular data export from EDB files;

e Selection of mailboxes to work with.

Primary Audience
The product has been specially designed for MS Exchange 2003/2007/2010 administrators to help them:

e Do away with slow and unreliable “brick-level” mailbox backups;

e Recover user mailboxes or individual mail items directly from MS Outlook.

Workflow Procedure
The main advantage of the product is that it minimizes time and effort in finding and restoring lost email items.
The workflow procedure involves the following steps:

e Connect a mail database (an EDB file and transaction logs, if necessary) to MS Outlook;

e Find the required email items with the built-in facilities of MS Outlook;
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e Export them to any location, including a local PST file, or an MS Exchange mailbox, again with the built-in
facilities of MS Outlook.

As you see there are only three simple steps, the first is accomplished with an easy to use intuitive wizard from
Paragon, and the last two — familiar functionality of MS Outlook. If compared to the first version of the product,
the workflow procedure has become one step shorter thanks to embedding tools that allow direct work not only
with plain EDB files and their logs (stored openly), but those inside backup archives of Paragon Drive Backup 10 or
Paragon Exchange Protection.

Supported Platforms
MS Exchange Databases MS Outlook Operating System Edition

Windows 2003 / R2 Standard or Enterprise, x86

Exchange 2003 Outlook 2003, 2007
Windows XP SP2/SP3 Professional, x86
Windows 2008 / R2 Standard or Enterprise, x64
Windows 2003 / R2 Standard or Enterprise, x64

Exchange 2007, 2010 Outlook 2003, 2007 Windows 7 Ultimate or Business, x64
Windows Vista Ultimate or Business, x64
Windows XP SP2/SP3 Professional, x64
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Getting Started

Target Environment
Before installing the product, please make sure the listed below conditions are met:

e OSis supported and matches the version of Exchange databases you’re going to work with;

e MS Exchange ESE libraries are available* (ESE.dIl, ExchMem.dll, Exosal.dll, and JCB.dIl for Exchange 2003;
ESE.dIl, ExchMem.dlIl, and JCB.dll for Exchange 2007; ESE.dII, Store.exe for Exchange 2010);

e MS Outlook 2003/2007 is installed;
e At least one outlook profile is configured**.

* The product can either be installed on a computer with Exchange Server or without it. In the last case you will
have to additionally provide ESE libraries during the installation, which you can find in a binary folder of an
installed MS Exchange Server (by default, C:\Program Files\Microsoft\Exchange Server\Bin) or in its backup
archive made with Paragon Drive Backup 10. It’s not a limitation of the product, it’s a limitation imposed by
Microsoft.

** You're free to configure an outlook profile after the installation is over.

If any of the above conditions cannot be met, you won’t be able to complete the
installation of the product.

Installation
The setup utility has the standard user interface and set of installation steps. There are only several minor points
we’d like you to focus on:

1. You need to close MS Outlook before installing the product. If you don’t do that, you will anyway need to
restart it after the installation process is over for the changes to take effect.

2. You need to accept Paragon License Agreement. Otherwise you won’t be able to proceed with the
installation.

End User License Agreement -
between

PARAGON Technologie GmbH,
Systemprogrammierung
Heinrich-von-Stephan-5tr. 5 ¢, 79100 Freiburg,
Germany,

-

(@) I accept the terms in the license agreement Print

I do not accept the terms in the license agreement

3. If you'd like to use all functionality of the product without any restriction, you need to provide a product
key and a serial number. To know more on the subject, please consult the Demo Mode section.
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Product Key:

st

Serial Mumber:
|************|

4. If you're going to install the product on a computer without MS Exchange, you will have to additionally
provide ESE libraries of a certain version (2007 and/or 2010 for the x64 installation package; 2003 for the
x86 installation package). To know more on the subject, please consult the Supported Platforms section.

¥ou need to specify one ar both ESE engines.
wou can find ESE libraries in the corresponding Exchange BIM Folder,

@ Copy ESE 2007 libraries, ESE.dll, Exchiem.dll and JCE.dl, From:

Ch\UsersiyMyistatd\Deskbop\ESEZ007 Change. ..

@ Copy ESE 2010 libraries, ESE.dll and Store exe, from:

C\Userstwiyiskagd Deskiopl ESEZ010

First Start
To start using the product, please do the following:

1. Configure MS Outlook (if not done yet):

e Click on the MS Outlook icon to launch the e-mail client. During the installation a special icon of MS
Outlook will also be added to the program group of PEGR 2010. It will allow launching the client with
the administrative privilege, which is obligatory when connecting Exchange databases directly from
backup archives of Paragon Drive Backup 10 or Paragon Exchange Protection;

e Complete the initial configuration wizard.

To know more on the subject, please consult documentation that comes with MS Outlook.

A If you haven’t closed MS Outlook before installing the product, please restart it after the
installation process is over for the changes to take effect.

2. Connect a mail database of the supported version of MS Exchange by clicking on the Add an Exchange
Database Archive icon E found in the MS Outlook toolbar.

Demo Mode

By default, the product comes as a demo version, which is limited in functionality:

e Despite the fact that the full text search works, you’re not allowed to see message bodies and
attachments;

e You’re not allowed to copy or export message bodies or attachments to another mailbox or a local disk
either.

Anyway you can unlock the product during the installation, or any time you like through the configuration wizard.
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If a connected EDB file is less than 100 MBs in size, all restrictions will be automatically
t t 5 lifted.
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Lost Email Recovery

Connecting MS Exchange Mail Database
1. Launch MS Outlook with administrative rights.

2. Click on the Add an Exchange Database Archive icon 3 found in the MS Outlook toolbar.

3. Provide your registration info (if not done yet). To know more on the subject, please consult the Demo
Mode section.

Product Key:
|I:est

Serial Mumber:
|************|

4. Specify where the required Exchange database (EDB file) is located. As already mentioned, besides
working with plain EDB files and their logs (stored openly), the product allows opening databases directly

from backup archives of Paragon Drive Backup 10 or Paragon Exchange Protection. Since each scenario
has its peculiarities, let’s take a closer look at them all:

Processing an EDB file with logs is rather a time-consuming operation, as the program has
A to play back all logs of the corresponding data store to open the mail database correctly.

Anyway everything depends on the number of processed files and the system performance.

For plain EDB

e Select Microsoft Exchange Database File.

* Microsoft Exchange Database File:

" Paragon Drive Backup Archive

" Paragon Exchange Protection Archive

| gsics.. |
|

Browse for an EDB file and logs of the corresponding data store (if necessary) or set full paths to them
manually. Though use of transaction logs is optional, you should understand that a database copied from
an incorrectly stopped or a crashed server does not contain all the latest changes, they are in logs, so if
you need to open that database correctly, you need those logs to let the program play them back to

update the database accordingly. There’s no need in logs only if Exchange Server has been correctly
stopped, i.e. all transactions have been accomplished.
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Exchange EDE file:
F\Mailbox Database edb

Exchange loa file path (optional):

Browse .

Mote: The specified path must contain only the log files related to EDB
file specified above!

Connection of an EDB file leads to its modification. Moreover, after playback all transaction
logs are automatically deleted. That’s why we strongly recommend you to use copies
instead of the originals.

If you’re going to open several EDB files of the same storage group, you need to copy every
EDB file and logs of that group to separate folders, this is the only way you can guarantee
them open correctly, i.e. with the latest changes reflected.

If you don’t have logs, you can still open the required EDB file, but only after fixing it up
with MS Eseutil (http://technet.microsoft.com/en-us/library/aa998249.aspx).

For Drive Backup Archive
e Select Paragon Drive Backup Archive.

" Microsoft Exchange Database File

* Paragon Drive Backup Archivel

| Browse ..

" Paragon Exchange Protection Archive

| == |
|

e Browse for a folder that contains a backup archive of MS Exchange created by Drive Backup 10 (a PBF file)
or set a full path to it manually.

Select Archive Folder

Boot &
-[@} Documents and Settings
MS0Cache
] PDE backups
4 Exchange server backup
arc_290310135000990
PerfLags

Prooram Files

m

Folder: arc_290310135000930

oK l [ Cancel
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" Microsoft Exchange Database File

* Paragon Drive Backup Archive

|C:"-.PDB backups'Exchange Server backupharc_290310135000950 Browse. .

" Paragon Exchange Protection Archive

|

The program does not currently allow selection of archives located on network.

A l The Paragon Backup archive should be located at a drive with fixed or

removable media.

e Select a volume, which contains Exchange databases, and then click Database -> to accept. After that

select a volume, which contains transaction logs, and then click Logs -> to accept. The use of logs is

obligatory in this case, for they are required to take mail databases to a consistent state, which are not
during backup of a running MS Exchange.

Volume Selection
Please select volume(s) containing database and log files r
&

Backed up on

| Label | Size | Used

o 3200GB 17.39GB
&)E: Evhd 100GB 0.10GB

Database -» |C:"-.F‘DB backups‘Ecchange server backuptarc_010710085837044\img_0_0

Logs -» | |C:"-.F‘DB backups'Ecchange server backuptarc_010710085837044\img_1_0

e Browse for the required EDB file and logs of the corresponding data store or set full paths to them

manually.

Exchange EDE file:

|Z:"-.Prog|arn Files Microsoft\Exchange Server\Mailboo'\First Storage Gi Browse...

Exchange log file path {optional):

' \First storage group logs™ Browse... |

Mote: The specified path must contain only the log files related to EDB
file specified abawve!

This type of connection does not modify data stored inside backup archives.

A Transaction logs are played back only once at the first connection, the results of which will
be kept in a special file until you disconnect the database.
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For Exchange Protection Archive
e Select Paragon Exchange Protection Archive.

" Microsoft Exchange Database File

" Paragon Drive Backup Archive

& Paragon Exchange Protection Archive:

[ prowse.|
| Erowse..

e Click on the required mail database, then select a time stamp from the list.

R&1, Version 8.1 (Build 240 &), Enterprise Edition.

Databaze

Iﬂ First Storage GroupMailbox Database
ﬁf' Second Storage Group*Public Folder Database

Backup Time | -

(F)2010-06-29 15:35:10
(172010:06-29 15:45:33
(172010:06-29 16:05:09
(T12010NA-78 1R-11-21 o

m

This type of connection does not modify data stored inside backup archives.

A Transaction logs are played back only once at the first connection, the results of which will
be kept in a special file until you disconnect the database.

If you’ve got to do with a private store, you can select a mailbox you want to work with by marking a
checkbox next to it. You're also free to select several mailboxes. If working with a public store (a “Public
Folders” database) — this option will be unavailable.

t ailboxes:

M ailbos - Alewey Shvitzky &
Mailbox - Boriz Verkhavykh

] Mailbox - Microzoft System Attendant

ailbm: - Mikhail Kurlpandtses

| ¥ ailbox - Pavel Belyavtzey

Mailbox - Raj Panomarenkao

Mailbax - SypstemM ailbox{B77C7EES-4934-4444-816C-E5193FCCOAACY
Mailbox - Wiadimir Schapoy

m

4 (L 2

Tao complete the configuration, click Finizh.

One Exchange data store may contain hundreds of mailboxes. The program enables to
A select mailboxes to be shown in MS Outlook, so you can improve usability and cut the
system resources.

6. Click Finish to complete the wizard.

7. Asaresult you'll get a new mail folder called Paragon Mail Archive.
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= (Ef,-i'l Persanal Falders
= d Paragan Mail Archive (& Users'ViVistas 4D
] Maill%:- Alexey Slivitsky
H 4 Mailbox - Baris Verkhowykh
H 4 Mailbox - Mikhail Kurlyanedtsey
H 4 Mailbox - Raj Ponomarenka
H [ Mailbox - Systemidailboxf577CT5E5-4934
H 4 Mailbox - Viadimir Schapav
L Search Folders

Searching for Lost Email Items
The product enables to use all search and preview capabilities of MS Outlook. Thus you can easily find the

required mail, preview its contents, and finally export it to the active MS Exchange Server, or a standard PST, or
even a file of the desired extension (HTM, MSG, TXT, etc.):

e Advanced Find (Ctrl+Shift+F);

{ File Edit View Toals

Look Far: [Messages vl In: | Paragon Mail Archive (C\Usersi)

Messages | More Choices I Advanced | Fird Moy
Search for the waordis): || E

Stop

In: | subject Field only

[Jwhere T am: the only person on the To line ( »

Time: | none |E| arvykirne

e Instant Search (Ctrl+E).

i@dNew - | @& 23 X | S Reply (58 Reply to Al i3 Foreard W L Send/Receivy
(g6 @Back @ |ChE 4|9 | [F) Messages =
Mail « || [0 Mailbox - Baris Verkh...
Favorite Folders ¥ |_'.-=_-a|'-:l1 Mailbax - Baris Verkhawlkh 2 v| ¥
Qilllfolders £ Arrangec By: Date Mewest an tap |
2] All Mail Items -

There are na items to show in this view,
® B4 persanal Falders
= g Paragon Mail Archive (C0 Users' VMVistas 4.0
H [ Mailbox - Alexey Slivitsky
H [ Mailbox - Baoris Verkhowykh
] r.ﬂailhox[%dikhail Kurlyancltsev
H 4 Mailbox - Raj Ponomarenka
H 4 Mailbox - Systembdailbox577CT5ES-493
H 4 Mailbox - Viadimir Schapav
L Search Folders

A To know more on the subject, please consult documentation that comes with MS Outlook.
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Exporting Lost Email Items

The product enables to export email items from EDB files just the way it’s done with ordinary MS Outlook
mailboxes, so you can export data to the active MS Exchange Server, or a standard PST, or even a file of the
desired extension (HTM, MSG, TXT, etc.):

For a single message

e Export the selected message to a standard PST or Exchange mailbox with the drag-and-drop technique;
e Save the selected message as a file (HTM, MSG, TXT, etc.) through the Save As... dialog (File > Save As...);

For multiple messages/folders

e Export multiple messages/folders to a standard PST or Exchange mailbox with the drag-and-drop
technique;

e Export multiple messages/folders to a new PST file through the Import and Export... wizard (File > Import
and Export... > Export to a file > Personal Folder File).

Exporting a single message
To export a single message from an MS Exchange EDB file, please do the following:

1. Launch MS Outlook.

2. Connect the required EDB file and transaction logs (if necessary).

3. Search for a message you need to export.

4. Either save the selected message as a file (File > Save As...),

| Eile § Edit View Go Tools Actions Help Type a question far help
: Mew P | Sd Reply to All (53 Forward | B5 W | L Send/Receive ~ | [l Search address hoalks - |
QOpen b [#1 | Messages - B H =
H Closg All Tkems
B SsaveAs.. 3 Inbox RTF text message Este texto es ejemplo
H Save Attachments b earch Inbox R v| ¥ espanol
Arranged By: Date Mewest an top
Ealder »
= oa Fri 8/25 Sentt Fri §/28/2009 4:46 PM
Data File Management... RTF text message Est... T
Import and Export... = oa Fri 8/28 b~
Archive... Tecrogoe coosuen... O Este texto es ejermnplo espaficl
Page St , i a Fri /25 El veloz murciélago hindi comia feliz
9% ep HTML text message .. 0 cardillo v kiwi. La cigiiefia tocaba el
. 1 1 i s Z i
P s, i a Fri /25 saxzofén detrés del palenque de paja
i Print.. Ctrl+P Embecded objects .. 0 El pingiiine Wenceslac hizo kilémetros
Work Offline i a Fri /25 bajo exhaustiva lluvia v frio; afioraba a su
L Flain text with attac... @ queride cachorro
Exit
L Uuthox Este texto es ejemplo espafiol
'—3 fssffec's El veloz murciélago hinda comia
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|(~) Save As
{ g ‘v@ « YMVistabd » Documents » - | ¢f| | Search o Se
W Organize = 288 Views ~ [ Mew Folder
Exvoniellinks Name Date modified Type Size » |ES
E| Documents (2 My Music
My Pictures
Bl Decktop E‘ y )
[21 My Videas 1
15| Recent Places
& Computer .
E Pictures lo ¢
B’ Music .h.
More = 191
al:
=la
~ .
Falders i
File name: RTF text message Este texto es gjemplo espaficlrtf -
Save as type: [Ri.ch Text Format (*.rtf) v] '1p:
Text Only (bt} REC
“ Hide Fold M wi
e Folders Outlook Template (*.oft) b d
Outlock Message Fermat (*.msg)
|:p search Folder Qutlook Message Format - Unicode (%.msg) =
nce

or drag-and-drop it to a standard PST folder, Exchange mailbox, or any other folder of the file system (in
this case the message will be saved as an .msg file).

A To know more on the subject, please consult documentation that comes with MS Outlook.

Exporting multiple messages/folders
To export multiple messages from an MS Exchange EDB file, please do the following:

1. Launch MS Outlook.

2. Connect the required EDB file and transaction logs (if necessary).

3. Launch Import and Export wizard (File > Import and Export...).
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{| Eile | Edit View Go Toals Actions
Hess | iRep
f Qpen 3 A
: Close All Items
|
= Save As... In|
B Save Attachments y Esarchl
Falder p prrangec
qa
Data File Management... BTE
Impaort and Export... 1 qa
Archive... Tecr
= qa
Page Setup b ey
|_ll Print Preview S ga
ﬂ Print... Ctrl+P Emb
i =i qa
Work Offline Bt
Exit
I outhax

4. Select Export to a file.

Choose an action to perform:

Export R55 Feads bo an OPML File
m{/ Import 3 YCARD File (.v%
Import an iCalendar {ics) or wCalendar file | ves)
Impaort Fram another program or File
Import Internet Mail Account Settings
Import Internet Mail and Addresses
Import B33 Feeds From an OPML file
Impork B33 Feeds From the Common Feed List

Description

Export Cutlook information to a file For use in okher
prograns,

5. Then select Personal Folder File (.pst).

Create a file of type;

Zomma Separated Walues (Di03)
Carmma Separated Yalues (Windows)
Microsoft Access 97-2003

Microsaft Excel 97-2003

Personal Folder File (. pst)
Tab Separated Yalues (DOS)
Tab Separated Yalues (Windows)

6. Select a mailbox or a folder to export from.
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Select the folder ko expart From:

= [ Mailbox - Raj Panamarenko -

ﬁ Calendar

8] Contacts

[ Deleted Ttems
[ Drafts

[ Inbax

cﬁ Jaurnal

3 Junk E-mail

L1 Matae i
4 (3

7. Set a filter if necessary by clicking the Filter button.

Messages |Mu:|re Choices I .C\dvanced|
Search for the word(s): || lzn
In: |subject field Dnl\z |ZH

23

[ Fom. || |
[ Sent Ta... ] | |
where I am: |the only person on the To line |ZH
Tirne: |nnne |E|| | arvykirne E|

8. Choose how to treat duplicates.

Save exported file as;

|Jata'l,Lu:u:aIIMicrosoft'l,Outlook'l,backup.pst| [Browse...

Options
@) Replace duplicati%with iterns exported
() Allow duplicate ikefs bo be created

() Do ok export duplicate items

9. On the last page you’ve got the option to set a password to the newly created PST file.

File: C:iUsers\YMYistac 4l AppDatalLocaliMicrosoft O

Mame: |Persnnal Folders |

Format:  Personal Folders File

Password

Password:

Verify Password:

Save this password in your password lisk

or drag-and-drop the selected messages to a standard PST folder, Exchange mailbox, or any other folder
of the file system (in this case the message will be saved as an .msg file).
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A To know more on the subject, please consult documentation that comes with MS Outlook.
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Conclusion

Introducing the option to directly access Exchange databases inside backup archives of Paragon Drive Backup 10
or Paragon Exchange Protection as well as support for all versions of MS Exchange Server, the second generation
of Paragon Exchange Granular Recovery has become more powerful, yet simpler than its predecessor or any other
3" party solution of similar functionality presented on the market today.

Despite the fact that most of its potential can be exposed when using Paragon Exchange Protection or/and
Paragon Drive Backup 10 for protecting MS Exchange Server (recommended scenario from Paragon), it’s still a
good choice without them, for this little plug-in saves a system administrator from the headache of maintaining
slow and unreliable “brick-level” mailbox backups while still providing the option to recover not only the whole
mail server, but also a single mailbox, folder, message, contacts item, note, etc. And it can do that with the latest
changes reflected, by playing back transaction logs from incremental and differential backups of MS Exchange.

Troubleshooter

If you’ve faced a problem while using the product, please send an operation log file (you can find it in
"C:\ProgramData\Paragon Software\Exchange Granular Recovery\mxtrpr32.log" or "C:\Documents and
Settings\All Users\Application Data\Paragon Software\ Exchange Granular Recovery\mxtrpr32.log")) to
support@ paragon-software.com, describing your actions just before the glitch in every single detail. If possible,

please make a screenshot of a program error (if any). Paragon’s support team will do their best to help you out as
soon as possible.
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