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Introduction
ParagorBackup& Recovery 2010 Free Advanceada complex disaster recoveand system migration solution.

By implementing in this product all cutting edge technolodieduding support for the system virtualization (P2V),
the latest trend in the system migration, protection, and evaluation, the company has offered all the necessary
facilities to build a bulleproof shield against any disaster.

In this manual you wilirid the answers to many of the technical questions, which might arise while using the
program.

JAN

Our companyis constantly releasing new versions and updates to its software, thattsyw
images shown in this manual may be different from what you see on your screen.

7EAOBH6 O Badkup &Recovery 2010 Free Advanced

P2V Copyo migrate a live Win2K+ physical system to a virtual environment.

P2V Adjusto recover the startup ability after unsuccessful virtualization witf’aarty tool; to make
Windows Vista/7 backups bootable on virtual hardware.

Support forpopular virtualization software vendaes including Microsoft Virtual P&Mware Workstation
and Sun VirtualBox

Support forthe latestWindows?7.

Backup to an FTP server provide a new level of system and data protection.

The latest Linux kerndab enjoysupport of a wider range of hardware configurations, including the brand
new Intel ICH9 chipset.

More flexibility for online data processing techniquee provide for easier configuration for both, Paragon
Hot Pra@essing and Microsoft Volume Shadow Copy Service (VSS).

Better support for64-bit platforms to rebootyour computer to one of the threspecial mode (Windows
native, Linux, or DOS) to automatically compleperatiors, whichcannot be accomplished unde#d-®it
Windows.

Automatic data exclusiomwith an advanced system of filters will help you automate the process of building
up contents of the future backup image, by excluding irrelevant data such as mousis, etc.

Better supportfor GUID Partition Table (GP19 back up and restore not only singBPT volumes but entire
disks including the option of resize during the restore operation.

Better support for Linux ExtF8arting from Ext2FS up to the brandw Ext4FS.

More usabilitywhen managing backup tasks with the new Task List and Archive View.

Product Components
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_ In order to cope with different tasks, the product contains several components:
(09)
e Windows based set of dlities is the crucial part of the product. With the help of an easy to use launcher
you may find and run tasks of any complexity in the field of data and system protection, hard disk

partitioning and cloning, etc.

o Linux/DOS basedecovery environmenis a multiplatform bootable media that enables to run utilities
under Linux or PTS DOS, and that way to get access to your hard disk for maintenance or recovery purpo
Both platforms have their strong sides, for iaste Linux can boast support of FireWire (i.e. IEEE1394) or
USB devices. It enables to burn CD/DVD disks. However there can be some difficulties with detecting new
hardware. DOS in its turn has no problems of that kind but isdéhin features. The LiniROS recovery
environmentrequires no installation and can be of great help when the system fails to boot. Besides it offel
a Windows XP like environment.

Features Overview
This chapter dwells upon key benefits and technical highlights of the product.

Key Features
Let us list some of the key features:

User Friendly Fault Minimizing Interface
e Graphical representation of the datto gain a better understanding.

¢ A handy launcheto easily find and run the required tasks.

o Comprehensive wizardw simplify even the most complex operations.

e A context sensitive hint systerfor all functions of the program.

e Previewing the resulting layout fohard disks before actually executing operatiofso-called virtual
operations).

Backup Facilities
e Archive Databasé¢o help the user easily manage backup images (get properties, add, delete, mount, etc.).

A This feature is only available for the Winaes installation of the program.

e Support of all present day techniques to store backup images

- Backup to locemounted/unmounted (without drive letter assigned) partitipns

- Backup to an external mounted storatgeprovide for a higher level of data protecti@md system
independence

- Backup to a special secured place on the hard disk called the Backup @widuds an independent

system layout (e.g. a separate partition) and will stay operable should the active file system be damaged.
avoid an accidental removing or unauthorized access of the backup data, this partition is hidden and thus
cannot be moungd in the operating system;
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- Backup to external media (CD/DMDpuarantee a high level of data protection as long as the backup
media is kept secure;

- Backup to a network drivi® stand a better chance of succésscase of a hard disk failure;
- Backy to an FTPesverto provide a new level of system and data protection.

e Sector backupo save not only all owlisk information but also the system service structures. It is ideal for
making a backup imageof &y G ANBS KIF NR RA&] 2N 42adGSY LI NIAGA?Z
working capability.

o Differential backupto a sector image to only archive changes since the last full sbaged image, thus
consideraby saving the backup storage space. To restore this kind of backup you will require a full image
and one of its differentials.

e Cyclic backupo automate the backup of separate partitions. It is an ideal option ifwant to establish a
selfacting data protection system.

A Cyclic Backup is only available for the Windows installation of the program.

Restore Facilities
e Restore an entire diskseparate partitionsor only files you needrom the previously created backup
image.

e Restore with Shrinko restore a backup imag®ta free block of smaller size taking into account only the
amount of actual data of the image.

Partition/Hard Disk Management Facilities
e Basic functions for initializing, partitioning and formatting hardisks(create, format, delete). Instead of
the standard Windows disk tools, the program supports all popular file systems.

e Mount a partition (assign a drive letter) of any file system type to make it available fargerating
system.

e Modify file system parametergmake active/inactive, hide/unhide, change serial number, partition ID,
volume label, etc.).

Automatization Facilities
e Task schedulintp automate routine operations. It can be particularly effective when you have to repeat a
sequence of actions on a regular basis.

A Scheduling is only available fahe Windows installation of the program.

Auxiliary Facilities
o File Transfer Wizartb make such operations as transferring of files/directories or burning of them to
CD/DVD as easy and convenient as possibbiding access to Paragon backups as regular folders, it may
also help to replace corrupted data from a previously created image in case of an operating system failure
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Recovery Media Buildeto create abootable recoverymediabasedon Linux/DOS oaCD,DVDdisg or

flash memorywhich can later be used to boot and recover your computer in case of an operating system
failure. Moreover, with its help you can save data from partitions of your hard disk ditect@mpact discs

or burn IS@mages. The utility supports various formats of laser discsREW, DVER/RW, DVD+R/RW,
DVDR, DVD+R double layer, B&y and can handle mulession burning.

Network Configuration Wizardo establish a network connectiaimder Linux either to save a backup of a
partition/hard disk or just several files on a network computer or retrieve a previously made backup from a
network computer for recovery purposes.

Supported Technologies
Along with using innovative technologiesrimutside, Paragon has developed a humber of its own original
technologies that make its products unigue and attractive for customers:

t I NF 32y | gZdthnologyQd bazklup locked partitions and hard disks under Windows NT+ family
operating systems providing both high operating efficiency as well as low hardware requirements.

t I NF 32y t 2 ednlody khBvidRdata consistenin case of a hardware malfunction, power
outages or an operating system failure.

Paragon UFSDtechnology to browse partitions of any file system including hidden and unmounted, modify
and copy files and folders, etc.

t N> 32y wSa i 2tbBnokgytd réstofe K bikkyid image to a free block of smaller size taking
into account only the amount of actual data of the image.

t N> 32y { YI tedhnolbdy ddISekuiely pefform hard disk partitioning operations of any
complexity.

Paragon BTIE technobgy to set tasks for execution in the Windows blue screen mode, thus saving from the
need to use a bootable media when modifying system partitions.

Microsoft Volume Shadow Copy Servif¢SS) to provide the copy/backup infrastructure for the Microsoft
Windows XP/Vista/bperating systems. It offers a reliable mechanism to create consistent-siithe
copies of data known as shadow copies. Developed by Microsoft in close cooperation with the leading
copy/backup solution vendors on the market, it is basacasnapshot technology concept.

Microsoft Dynamic Disksimple, spanned, striped, mirrored, RAPto offer more management flexibility
without the partition limitation of basic disks. Dynamic storage can be particularly beneficial foistzatpe
businesses when dealing with many physical hard disks involving complex setup.

GUID Partition Tabl¢GPT). It is the next generation of a hard disk partitioning scheme developed to lift
restrictions of the old MBR. GPT disks are now supported by Windows Vit DS X and Linux.

Supported Virtual Machines

Microsoft Virtual PC;
VMware Workstation;

Sun VirtualBox.
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“*“Supported File Systems
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ParagorBackup& Recoven2010 Free Advancegatovides supporfor the major file systems presented on the
market today:

o Full read/write access to FAT16/FAT32 partitions.

e Full read/write access to NTFS (Basic and all five types of Dynamic Disks) under Windows 95/98/ME, Lint

and PTS DOS. Compressed NTFS files are also supported.

o Full read/write access to Ext2FS/ExtE®&FJartitions under all versions of Windows, DOS 5.0 and later.

o Limited read/write access to Apple HFS+ partitions.

Unfortunately, support of nonRoman characters for the HFS+ file systerrigvailable at
the moment. The company is about to implement it in the nearest future.

Supported Media
e Support of both MBR and GPT hard disks (up to 1,5 TB tested)

IDE, SCSI and SATA hard disks

CDR, CERW, DVER, DVD+R, DMRW, DVD+RW, DMR) DVD+R doldblayer and also Blray discs

FireWire (i.e. IEEE1304JSB 1.0, USB 2.0 hard disks

PC card storage devices (MBR and GPT flash memory, etc.)

Getting Started

In this chapter you will find all the information necessary to get the product ready to use.

Distribution
ParagorBackup& Recoven2010 Free Advancad distributed in two ways:

¢ Boxed package from Paragon Technology GmbH and resellers
e 52gyf2FRF0fS LI O1I3IS 20SNI6itKS LyGSNySad a4 GKS

Distributive CD

The boxed package includes a digitibe CD that is in fa@ bootable Linux/DOS recovery environmaiith auto-
run of the Windows installation, thus it can be used as a readge solution (se@ooting from the Linux/DOS
Recovery Media @ . dzi golnd to Rir2thiz@MBows components, you need to install them first (see
Installation.

If you want to download an update/upgrade of the product, it will be in form of the downloadable installation
package as described ©nline Distributio.

Online Distribution
Backup& Recovern010 Free Advancealrchased over the Internet will be in form of an MSI packadger
installing the product you can launch the Recovery Media Buitdbuild the Linux/DO&covery media
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_; Registration
[— Paragon Technology GmbH provides a wide range of online services through-piestagh www.paragon

N
~ software.com/support!

e Registration of new users;
e Registration of purchased products for registered users;

e Available aroundhe-clock downloading center, where registered users can get product updates/upgrades
as well as all the necessary documentation;

o Downloadable free demo versions and open documentation for all users.

A It is recommended to use Internet Explorer 5+ or any compatible browser.

To register as a new user
To registeras a new user, pleasio the following:

1. Run an Internet browser and visit the pagevw.paragonsoftware.com/myaccount

2. ClickCreateof the Create a Paragon Accousgction;
3. Fill outa registration form;
4. Clickregister

The most important field in the form is annBail address, as it serves as a login to enter the system. Besides your
access password will be sent to this address as well.

To register a new product
If you are a registed user and would like to registBackup& Recoven2010 Free Advancegleasedo the

following:

1. Run an Internet browser and visit the pagevw.paragonsoftware.com/myaccount

2. In the Emailfield of the Authorization section, enter an #nail used for registration;
3. InthePasswordield enter a password received after registration;

4. ClickSignin

5. If the user name and password are valid, you will get to your account;

6. ClickRegister newproduct of the Productssection;

7. Enter your product serial number in ttgerial Numbeffield. You can find it in the product box or obtain
from your reseller. ClicKext,

8. On the next page you will be asked to provide some additional data. Also you wiltmdecide whether
you want to get confirmation on registering the product byngil or not. Clickext, and then cliclEinish

That is all. The product is now registered.
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"=How to Download Updates/Upgrades
Downloading of updates/upgrades can be fulfilladhe following way:

=
CY)

1.

2.

7.

Run an Internet browser and visit the pagevw.paragonsoftware.com/myaccount/

In the Emailfield of theAuthorization section, enter an #nail used for registrigon;

In the Passwordield enter a password received after registration;

ClickSign in

If the user name and password are valid, you will get to your account;

SelectMy Downloadsof the Productssection to see what updates are available for you;

Select tke desired update and clidkownload

Contacting Paragon Technology GmbH
If you have any questions about the company products, please do not hesitate to contact Paragon Technology

GmbH.

Service Contact

Visit Paragon GmbH web site www.paragonsoftware.com

Registration & updates welservice

WWWw.paragon
software.com/support

Knowledge Base & Technical Support kb.paragorsoftware.com

Pre-sale information sales@paragosoftware.com

System Requirements

Windows based set of utilities
To use the Windows utilities, you should install them first. But befoag, tleasemake sure your computer meets
the following minimum system requirements:

Operating systems: Window&000/XP/Vista7 andVistd 7 64-bit

Internet Explorer 5.0 or higher

Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed
128MB of RAM256+ recommended)

Hard disk drive with 100 MB of available space

SVGA video adapter and monitor

Mouse

Linux/DOS based recovery environment
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Fﬁ installed), please make sure that it meets the following minimum system requirements:

—

o |IBM AT compatible computer with i486 or higher CPU
e 256 MB of RAM

e SVGAcompatible monitor

e Mouse (recommended)

Additional requirements
There may be additional requiremerit/ou want to use advanced features:

e Network card to send/retrieve data to/from a network computer
e Recordable CD/DVD drive to burn data to compact discs

e External USB hard drive to store backup data

Installation
As we have already mentioned only Windowsnponents of the product require installation. So to install Paragon
Backup& Recoven2010 Free Advancadhder Windows, please do the following:

1. Run Setup ApplicatiorClick on the 3MSiI file. This application will guide you through the process of the
program installation. The setup utility is compiled with the InstallShield SDK, hence it contains the standar
user interface and set of installation steps.

In case there is some premils version of the program installed on the computer, the
program will offer the user to uninstall it first.

2. Starting SetupThe Welcome page informs that the application is being installed. Click the Next button to
continue.

3. Confirm License Agreemernthe License Agreement page displays the Paragon License Agreement. Read
the agreement and then select the appropriate option to accept. If you do not agree with any conditions
stated there, the installation process will be interrupted. By clicking the Buttbn, the License Agreement
may also be printed out.

4. Provide Registration InformationOn the Registration page you are to provide your product key and serial
number.

5. Provide Customer InformationOn the Customer Information page you are to provide ttamdard
information, i.e. a user name and an organization. Besides you need to decide whether to make the progr:
available for all users of this computer (if several) or only for the current one.

6. Select an Installation FoldeiThe Destination Folder pag#lows you to choose a folder where the program
will be installed. By default, the installation folder will be created as:

C\)Program FilesParagon SoftwareBackup and Recovery 2010 Free Advanckd select another folder,
Ot AO1 U KoSttord. KI y3SX
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After you have selected the required folder, click the Next button to continue.

m

=

Ch Do not install the program on network drives. Do not use Terminal Server sessions to in
and run the pogram. In both cases, the program functionality will be limited.

7. Confirm Installation On the Ready to Install the Program page click the Install button to start the
installation or the Back button to return to any of the previous pages and modify ttelai®on settings.

8. Copying FilesThe Copying Files page shows the overall progress of the installation. Click the Cancel butto
to abort the setup.

9. Finishing the InstallationThe Final page reports the end of the setup process. Click the Finish boitton t
complete the wizard.

To accomplish online backup/copy of locked partitions/hard disks the program uses a
A kernel mode hotcore driver, thus the system reboot is required to compléte installation
procedure.

First Start

To start ParagoBackup& Recovery2010 Free Advancathder Windows, please click the Windows Start button
and then selecPrograms > ParagoRackup and Recovery2010 Free Advanced ParagorBackup and
Recovery.

The program provides wide opportunities in the field of hard disk structure modification,
A just to be on the safe side, please make a backup of your data before carrying out any
operation.

The first component that will be displayed is called the Launcher. In general it enables to run wizards and utilities,
specify program settings, to visualize the operating environment and the hard disk configuration, to launch the hel
system2 NJ 12 32 G2 GKS LINRBINIYQa K2YS LI 3ISo

A To know more on the subject, please consult tigindows Componentghapter.

Building Recovery Media
Recovery Media Builder can help you accomplish the following operations:

e Preparethe Linux/DOS recovery environment (included in the installation packageXternal media (CD,
DVD or flash memoryto boot and run utilities under Linux or PTS DOS, artdihg to get access to your
hard disk for maintenance or recovery purpogsisongly recommended);

e Prepare a custom Linux/DOS recovery environmerddmng any data you like to the standard imgge
e Prepare a bootable recovery environment from any 1ISO image

e Create from the master CD the Linux/DOS recovery environment on a CD/DVD disc, or flash memory.

Booting from the Linux/DOS Recovery Media
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™™ The Lnux/DOS recovery environmeoan be used to boot your computer into Linux or PTS DOS to get access to yo
hard disk for maintenance or recovery purposkslso haghe PTS DOS safe mode, which may help in a number of
non-standard situations such as interfering hardware settings or serious problems on the hardware level. In this
case, only basic files and drigdisuch as hard disk drivers, a monitor driver, and a keyboard driver) will be loaded.

f\ \"_\] AR
Rl

Startup
To start working with the Linux/DOS recoverywironment please take the following steps:

1. Start up the computer from oucinux/DOSecovery media.

Recovery Media Buildetan help you prepare th&inux/DOSecovery environment either

2 on a CD/DVD disc or a thumb drive.
To automatically boot fromthe recovery media pleaseake sure the orboard BIOS is set
up to boot from CUSBfirst.

2. Launch a boot mode you need (Normal, Safe,-Graphics Safe) in the Boot menu.

A By defaut the Normal Mode will be automatically initiated after a 10 second idle period.

3. Click on the required operation to start. Hints on the selected at the moment iterheljilyou make the
right choice.

4. Consult the help system by pressiigT+F1o know moe on the subject.

Boot menu
The Boot menu contains the following commands:

-+ Mormal Hode Hain recovery
& Safe Mode enuironment

& Lou-Graphics Sale Hode

& Floppy disk

& Hard disk 8 HER

& Find 0Ses on your hard disks

¢ Normal Mode Boot into the Linux normal mode. This mode uses thiesti of drivers (recommended);

e Safe Mbde. Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux ndamal mc

if it fails to work properly;

e LowGraphics Safe Ede. Boot into the PTS DOS safe mode. In this case, only the minimal set of drivers wi

be included, like hal disk, monitor, and keyboard drivers. This mode hampka graphics and a simple
menu;

o Floppy DiskReboot the comuter from a system floppy disk;

e Hard Disk OBoot from the primary hard disk;

/ 2 LJ& NJ& 3 R@16 Paragng Boftware Group. All rights reserved.



e Find OS(s) on your hard diskBhe program will scan hard Kgsof your computer to fith any bootable
Bﬂ operating system.

L:::ii:ﬂ

To move within the menu, please use the arrkgys of the computer keyboard.

While working with the recovery environmenyou might experience some inconvenience

caused by possible video artifacts. It is just a result of changing video modes and in no\
will affect the program functionality. If this is the case, please wait a bit and everything w
be OK.

Normal Mode
Whenthe Normal mode is selected, the Linux launch menu appears:

Yiaui ¢ &n copy an entiie had digk o itg

@a Paragon Backup & Recovery™ pariitions o new lecations. You can also save
g them as image files lor later resaration
I f
-, Simplke Restore Wizard Please select the drive. its pariition | .
&j P necessary, and then activate the ‘Hard Disk

or ‘Partition” pulldown menu and select the
Fibe Transber Wizard pperation nesded

Metwaork Configurator
Log Saver

Eject CD/OVD

Stan the command line
Reboot the computer

Power off

CEAB:SD

Backup and Recoveffgnables to copy and back up separate partitions or entire hard disks, carry out basic
partitioning operations, etc.);

Simple Restore Wizarthllows restoring hard disks and partitions);

e File Transfer Wizar@allows coping files/folders to another disk or a partition as well as recording them to
CD/DVD);

o Network Configurator(enables to estaligh a network connection under Linux);

If you are going to use network resources, first launch the Network Configuration Wizarc
establish a network connection.

e Log Savethelpsto collect and send the necessary log files to the Technical Support)
e Eject CD/DVD
e Command Lindallows experienced users to execute any operation);

e Reboot the computer
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e Power off the computer
To move within the menu, please use the arrow keys of themaer keyboard.

Safe Mode

When the Safe mode is selected, the PTS DOS launch menu appears. It has nearly the same functionality as for
Normal mode except thiletwork ConfiguratorandLog Savecommands. Besides due to certain limitations of the
PTS D6 environment, there is no pos8ity to burn CD/DVD disc

Low Graphics Safe Mode
When the Low Graphics mode is selected, the PTS DOS launch menu appears. It has the same functionality and
similar to the Safe mode but graphically simpler.

4 Backup & Recovery 18 Free I'I!‘uu can create, delete and

 Simple Restore Hizard format hard disk partitions

M File Transfer Hizard using this program, which
will start now.

M Start the cosmand line Upon the start, please

8 Reboot the computer select the drive and one of

its partitions or its free
space. Then activate the
‘Partition’ pull-down menu
amnd select one of the
partitioning operations.

Basic Concepts
This chapter explains terms and ideas that show how the program works. To understand these helps to obtain a
general notion of the operation performance and kes it easier for the user to operate the program.

System and Data Protection

The data protection issue is a growing cause of worrying for more and more people today. Indeed, it is hardly to fi
a person who will be particularly happy when all precigdisrimation on the hard disk is irreversible lost as a result

of its malfunction. So how this tragedy can be prevented?

Backup Types
At the present moment the market is offering various types of backup imagingeet the needs of any user.

Full and Differe ntial Sector Backups

A full sectorbased backup image includes all contents of a partition or a hard disk at the moment of its creation. If
@2dz NBff o0l O] @e2dz2NJ aeadasSy G2 GKS AyAdGAFE a0l uSvan y
to have multiple backup archives of the same partition reflecting certain time stamps, unchanged data will inevitat
be duplicated in all archives and take additional space on backup media. To tackle this issue there has been
developed a supplemeaty technique called Differential Sector Backup.

A differential archive only contains data changed since the time of creating a full archive, which forms a base (or ¢
parental image) in this case, thus considerably saving your system resources. lzésirepline exact bivise
comparison of the previous partition's data (saved in the parental image) with the current data (that is actually the
partition itself). To restore this kind of backup you will require a full image and one of its differentialsiswiery
convenient.
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= Differential Base to a Sector Backup

Sunday Monday Tuesday Saturday

Full Sectar
Backup

l ¥
d‘
2 e

— Monday restone point -

[————— Tuesday restora point _

Saturday restore point

A This function is only available for single primary and laglipartitions.

Backup Storage
hdzNJ LINRINI Y adzLILI2 NI & Fff LINBaSyid REre GSOKyAljdzSa 27
understand what kind of storage is able to provide better security:

e You can place a backup image to a local med or unmounted (without drive letter assigned) partition.
Despite the fact that it is the most convenient way, try not to use it. You can delete your backup just by
accident or lose it as a result of a hardware malfunction, or a virus attack;

e You can fce a lackupimageto an external mounted storage to provide for a higher level of data
protectionand system independencge

e You can place a backup image to a special secured place on the hard disk called the Backup Capsule tha
an independent systemyaut (e.g. a separate partition) and will stay operable should the active file system
be damaged. To avoid an accidental removing or unauthorized access of the backup data, this partition is
hidden and thus cannot be mounted in the operating system. HoNgvek (I & 2 ¥ Qaase Bf&f LI & 2 «
hardware malfunction;

e You can place a backup image to external media (CD/DVD) to guarantee a high level of data protection as
long as the backup media is kept secure;

e You can place a backup image to a network drive to sthétter chance of success in case of a hard disk
failure. Moreover, by storing it on a speefairpose server you may be pretty sure nothimj happen to it;

e Finally you can place a backup image to an FTP server to provide a new level of systera anotefztion.

Known Issues on FTP
1. You need to check out yourself Windows Firewall or programs of this kind let our program work with the
required port (21 by default).

2. File backup and restore to/from FTP, including the selective restore functionalityoties/ailable.

3. SSL login/password encryption is not supported.
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"= 4. You can browse an FTP server in the passive mode only.
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) 5. Parallel access to several FTP servers is limaaty one password for all servers is available.

System Virtualization

With new powerfuEy ¢ O2 YLJzi SNAZ &d8&40GSY OANIdzt t ATFGAR2Y KIF& 0o
that enables to run several virtual machines on one physical machine, providing resources of that single compute!
are shared across several environments. Assalt@ne and the same physical computer can have multiple OSs and
applications operating simultaneously, thus opening up enormous opportunities for both, business and home usel
exactly:

e Avoid underutilization of uppo-date powerful computers;

e Increase #xibility of a physical infrastructure;

e Provide for increased availability of hardware and applications;

e Cut expenses on hardware and energy;

e Guarantee smooth and cost saving system migration;

e Oy22@ g2NJAYy3I ALK 2fR | LILMeht®OC, A2y a &2dz OFyQil ¢

e Take advantage of having multiple operating systems on one Windows PC, including Linux, Mac OS X, et
e C2NHSG |062dzi KdzyiGAy3a F2NJI NBLX I OSYSyid 2F GKS FI A

Known Issues
1. You should install integration servicafyour partcular version of virtualization softwafe.g. VMware
Tools) on the virtual system yourself. We only guarantee its smooth startup.

2. Atfter transferring Microsoft Vista and later versions teidual environment you will need to reactivate
licenseofthe8 a G SY® LGQa y2NXNIf O0SKI@GA2NI a GKSasS aead
activation idegally justified in this case

3. If your system hosts several Windows OSes poogramwill find them all and automatically patch to run in
a virtual envirmment. However we cannot guarantee smooth startup of all found Windows systamthe
guest OSfor its configuration parameters may be incompatible with the others.

Paragon Hot Processing & Volume Shadow Copy Service

Offline versus Online Data Processin g

In the course of time there have been developed various methods of data processing. Despite different work
concept, all of them can be divided into two principal groups: offline (cold) and online (hot) data processing
techniques.

As the name infers, offle data processing can only be accomplished when the data is in consistent state (the
operating system and all the applications are completely shut down). Actually it is the most preferable way of imag
creation or data cloning, since software can obtmexclusive right to process data that guaranties high level of
operating efficiency. However, the offline data processing is absolutely out of question when dealing with 24/7
production environments.
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] _ﬁ In contrast, online data processing enables to creat®nsistent snapshot even as the data is currently modified. It
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transactions are complete. The point is to provide a coherent statd opeh files and databases involved in a
process, taking into account that applications may still keep writing to disks. As a result an online data processing
cannot boast high operating speed.

Our program supports both offline and online methods of datacpssing. As far as online method is concerned it
offers its own hot processing algorithm together with the possibility to use snapshot technologies provided by the
Microsoft VSS framework.

Paragon Hot Processing Technology
Paragon Hot Processing is ardioa copy/backup technology for Windows NT+ family operating systems. Developec
back in 2001, nowadays it is integrated with all copy/backup solutions offered by the company.

Paragon Hot Processing is not exactly a snapshot technology, though it hasymsoatmion with it. During an

online copy/backup, the program uses the kernel mode driver HOTCORE.SYS to intercept and control disk write
activity of applications and the operating system. The hotcore driver as an integral part of the program is installed
duiNAYy3 (GKS aSiddzld LINPOSRdAzNE o0GKIFGQa gKe (KS aeadsSy N
most part the driver is in the idle mode until it is activated with the program. While in this mode it bypasses any ca
having no effect on thewerall system performance, but a few kilobytes of the system memory.

Paragon Hot Processing technology offers copy/backup of locked partitions and hard disks under Windows NT+
family operating systems providing both high operating efficiency as well asdmware requirements.

It is not recommended to use Paragon Hot Processing with active SQL Server, Exchang
Oracle databases since the backup image contents may be corrupted.

Volume Shadow Copy Service

Microsoft Volume Shadow Copy Service (VSS) is designed to provide the copy/backup infrastructure for the
Microsoft Windows XP/Vista/Server 2003/2008 operating systems. It offers a reliable mechanism to create
consistent poirtin-time copies of data known as shadow copies. Developed by Microsoft in close cooperation with
the leading copy/backup solution vendors on the market, it is based on a snapshot technology concept.

Initiated by a VSS aware copy/backup utility, VSS creat@sisois for the selected volumes and represents them as
virtual readonly devices, called volume shadow copies. Once the shadow copies are created, the copy/backup uti
starts processing the data while applications keep writing to original volumes.

Unlike Paragon Hot Processing the VSS technology provides a unique possibility to make a synchronous snapshc
multiple volumes. This very feature can be particularly beneficial when backing up active SQL Server 2003, Exch:
2003 or Oracle databases located multiple volumes the way it is recommended by Microsoft to improve the level
of database performance and reliability, thus providing-p@dcent data consistency.

A To use VSSi$ necessary to have a mounted 300 MB+ NTFS partition.

Dynamic Disks
As you probably know, MBOS, Microsoft Windows 95/98/Me/NT/2000/XP/Vista/Server 2003/2008 support four
primary partitions per physical hard disk, one of which can be extended. Cettsendyis the possibility to create

logical drives within the extended partition. Such types of disks are called basic. Windows XP Professional, Windc
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~™==2000, Windows Vista and Windows Server 2003/2008 follow the same strategy: You can have a maxiraum of fo
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primary partitions, one of which can be an extended partition with logical drives. However, these operating systen
also introduce a new disk configuration typdynamic disk which must be understood to effectively configure and
manage hard disks.

Dynamic disk is a physical disk that doesn't use partitions or logical drives. Instead, it contains only dynamic volun
Regardless of what format you use for the file system, only Win2K computers can access dynamic volumes direc
However, computers thadren't running Win2K can access the dynamic volumes remotely when connected to the
shared folders over the network.

Dynamic disks can exist on a system with basic disks. The only limitation is that you cannot mix Basic and
Dynamic disks on the same dadrive.

There are five types of dynamic volumes: simple (uses free space from a single disk), spanned (created from free
space that is linked together from multiple disks), striped (a volume the data of which is interleaved across two or
more physichdisks), mirrored (a fautblerant volume the data of which is duplicated on two physical disks, and
RAID5 volumes (a faultolerant volume the data of which is striped across an array of three or more disks).

With dynamic storage, you can perform diskd volume management without the need to restart Windows.
Limitations:

¢ Dynamic disks are not supported on portable computers.

e Dynamic disks are not supported on Windows XP Home Edlitiead computers.

e You cannot create mirrored volumes or RAIBolumeson Windows XP Home Edition, Windows XP
Professional, or Windows XP-B# Editiorbased computers.

Thus, the dynamic disk is a new way of looking at hard disk configuration. Dynamic disks offer you more
management flexibility without the partition limitadh of basic disks. Dynamic disks can contain an unlimited
number of volumes, but they cannot contain partitions or logical drives. Dynamic storage can be particularly
beneficial for largescale businesses when dealing with many physical hard disks imvobrimplex setup.

GPT versus MBR

GUID Partition Table (GPT) is the next generation of a hard disk partitioning scheme developed to lift restrictions
the old MBR. Being a part of the Extensible Firmware Interface (EFI) standard proposed by Intel eéaheplac
outdated PC BIOS, it offers a number of crucial benefits:

e Up to 128 primary partitions for the Windows implementation (only 4 in MBR);
¢ The maximum allowed partition size is 18 exabytes (only 2 terabytes in MBR);
e More reliable thanks to replication arcyclic redundancy check (CRC) protection of the partition table;

o A well defined and fully seiflentifying partition format (data critical to the platform operation is located in
partitions, but not in urpartitioned or hidden sectors as this is the cagth MBR).

64-bit Support
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~ ™™=The bulk of software today is written for a-B& processor. It can meet the requirements of almost any end user.
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However that is not the case when dealing with servers processing large amounts of data with complex calculatio
of very large numbers. That is where-b# architecture comes into play.

It can boast improved scalability for business applications that enables to support more customer databases and
more simultaneous users on each server. Besideslztdernel can acess more system resources, such as memory
allocation per user. A 68it processor can handle over 4 billion times more memory addresses thaibia 32
processor. With these resources, even a very large database can be cached in memory.

Although many busiess applications run without problems on-BR systems, others have grown so complex that
they use up the 4 GB memory limitation of aldi2address space. With this large amount of data, fewer memory
resources are available to meet memory needs. On-bibderver, most queries are able to perform in the buffers
available to the database.

Some 32vit applications make the transition to the 4t environment seamlessly others do not. For instance,
systemlevel utilities and programs that provide direcrdware access are likely to fail. Our program offers a full
fledged support of the 64it architecture providing fautolerant work for such system dependent modules as Hot
Processing.

Drive Partitioning

As you probably know a hard drive is to be splib ione or more patrtitions, since it cannot hold data until it is

carved up and space is set aside for an operating system. Until recently most PCs used to have just one patrtition,
which filled the entire hard disk and contained an OS. The situation laaget however, thanks to new cest

effective high capacity hard drives, thus opening up numerous possibilities for PC users, such as editing video,
archiving music, backing up CD images, etc. Huge increase in space is great, but it poses a number sf pragtiem
important of which are effective data organization and speed.

Large drives are always going to take longer to search than smaller volumes, and an operating system is going to
have its work cut out both finding and organizing files. It is for gson that many people decide to invest in

multiple hard drives, but there is an easy solutpdrive partitioning. Partitioning lets you divide a single physical
drive into a number of logical drives, each of which servers as a container with its esnetier and volume label,
thus enabling the operating system to process data more efficiently. Besides patrtitioning makes it possible to
organize data so that it is easy to find and manage. You can set aside, for instance, 40 GB of a 160 GB hard drive
the OS, 70 GB for storing video and another 50 GB for your favorite music collections to provide transparent data
storage.

It is also worth mentioning to that with a hard drive properly partitioned, such routine operations as files de
fragmentation or casistency check will not be that annoying and tisasuming any more.

By detaching the OS from the rest of the data you can tackle one more cruciat issc@se of a system
malfunction, you can get the system back on track in minutes by recovernognitsf backup image located on the
other patrtition of the hard drive.

But that is not all drive partitioning may be used for. If you are willing to play games in Windows while browsing th
Internet in Linux, 10gbercent sure that no virus will attack you€Pdrive partitioning is a necessity. In order to run
several OSs on a single hard drive you are to create a corresponding number of partitions to effectively delineate
boundaries of each OS.

Scheduling
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,\_ﬁ The automation of operations is particularly exdfive when you have to repeat a sequence of actions on a regular
LEL basis. For example, developing a specific project on aatapy basis and having to make a backup every evening
B

" s0 as not to lose the valuable data, you will really appreciate, whenitidsolk routine operations will be carried out
automatically without your participation.
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especially important when operations require a consagtde amount of computer resourcegrocessor time,

memory and more. A number of tasks, which can decrease the performance, can be run during the night or
whenever the computer has the least weldad to perform.

The program has a special tool for schemiylliYou can set out a timetable for any operation and it will start at a
specified time without interrupting your current activity.

Windows Components
In the given section you can find all the information necessary to successfully work with the Windsias eéthe
product.

Interface Overview

This chapter introduces the graphical interface of the program. The design of the interface precludes any mistake
being made on the part of the user. Most operations are performed through the system of wizards)<Bartit

menus are accompanied by easy understandable icons. Nevertheless, any problems that might occur while
managing the program can be tackled by reading this very chapter.

General Layout

When you start the program, the first component that is displaigechlled the Launcher. It enables to run wizards
and dialogs, to specify program settings, to visualize the operating environment and the hard disk configuration.
¢CKS [ dzyOKSNRA gAYR2g OFy 06S O2YRAGA 2 Keir putpdse andizo RA G A
functionality:
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Tools mage you have chosen. You may 850 Do a3kced 10 rostad your computer dunng th coenstion
R oo B B Explorer Bar
V Crack Recovery Dace
07 s ot ooty
€T Trde Fes
" Basc Hord vk O (Vidware, Vhdware Wetual S SCS1 Disk Dev) -

- ] Local Disk () l - .

Basic Hard Disk 1 (VMware, VMware Vtual S SCSI Disk Dev)

W OVFS W FATR2 W FATIE UnxBa2 Do B2 Lrux Bad ResefS

(4) No changes.

1. Main Menu
2.Tool Bar

3. Virtua Operations Bar

4. Common Tasks Bar

5. Explorer Bar
6.Disk Map

7.Legend Bar

8. Status Bar

A number of panels offer similar functionality with a synchronized layout. The program enables to conceal some ¢
them to simplify the interface management.

All panels are separated by vertical and horizontal expandable sliders, allowingeth® customize the screen
layout.

Main Menu
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===The Main Menu provides access to the entire functionality of the program. The available functions are as listed

@\; below:
o MENU ITEM FUNCTIONALITY
Tools
6 EAx 1 co8 View logs on th carried out operations

2 AAT 6A0OU - AAEA

Restore the system even when the current operating system cannot boot
anymore

#EAAE 2AAI OAOU

Verify the recoery media for integrity and ability to boot from

&ET A 40AT OFAO

Transfer data from any media

Settings... Edit the general settings of the program
Exit Exit the pogram

Changes

3AOA O1 3 AEAAQ Schedule pending operations

Undo “the last virtual
operation’

Cancel the last virtual operation on the List of Pending Operations

Redo “the last virtual

Cancel thedst undo virtual operation on the List of Pending Operations

operation®
6 EAx #EAT CAOB8 | Display the List of Pending Operations
Apply Changes Launch the real execution of virtual operations

Discard All Changes

Cancel all virtual operations on the List of Pending @jpams

Reload Disk Info

Refresh the current information about disks

Wizards

"AAE OD SEOE |

Create a sectebased archive of an entire hard disk or separate partitions

$ EAAAOCAT OEAT

Create a differential to a partition backup

2 A0O01 OAS

Restore an entire hard disk, separate partitions, or files from the backup im

Manage BeAAEOD # AP QO

Create and manage the backup capsule

# EAAE | OAEEOA | Perform integrity check for the required backup image
# UAT EA " AAE OB 8 Automate a partition bckup
Hard Disk
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Update MBR

Update MBR (Master Boot Record) of the selected hard disk

001l PAOOEAOS

Get indepth information on the properties of selected hard disk

Partitio n

# OAAOA 0 AOOE OF Create a partition

&1 OI AO 0 AOOE OF Format a partition

$ A1 AGA 0 AOOE OH Delete a partition

| OOECIT $ OEOA | Assign drive letter to the selected partition

2AT 1T OA $OEOA

Remove drive letter for the selected partition

HdA 0AOOEOEI T 8

Make the selected partition unavailable for the operating system

Make the selected partition available for the operating system

Mark Partition as Active

Make the selected partition bootable by default

Mark Partition as Inactive

Make the selected partition nchootable by default

Change VolumA . AAAI

Change volume label of the selected partition

#EAT CA 3AOEAI

Change serial number of the selected partition

Change identifier of t selected partition

4A00 300&FAAASR

Test surface of the selected partition/block of free space

Check File System
)T OACOEOUS

Check the selected partition for possible file systenoesr

001l PAOOEAOS

Get indepth information on the properties of selected partition

Archives

Add an Archive to the

Add anexisting archive to the archive ddiase

Delete archive files from the archive database

N~ Nz s

Restore an image of hard disk or partition

Restore File From Archive

Restore separate files from the archive

$ EAAAOCAT OEAT

Create a differential to a partition backup

S N~ Z =

#EAAE

Perform integrity check for the required backup image
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B

S Mount the Selected Assign a drive letter to a partition backup image
| OAEEOAS
Unmount the Selected Removea drive letter to a partition backup image
| OAEEOAS
View
Toolbar Manage the Tool Bar representation: show / hide standard and navigation
buttons, text labels and large icons
Status Bar Display the Status Bar
Common Tasks Bar Display theCommon Tasks Bar
Disk Map Legend Display the Disk Map legend
Help
Help Open the Help system (you can also do it by pressing F1)
About Open the dialog with information about the program

Q The Main Menu contents available at the moment may vary depending on the selected
object.

Tool Bar
The Toolbar provides fast access to the most frequently used operations:

BUTTON FUNCTIONALITY

@ Restore a image of hardlisk,
partition, or files

'-Ej Virtualize a hard disk or partition
|

“"@ Open the Help system
\&

Virtual Operations Bar

The program supports previewing the resulting layout of hard disks before actually executing operaticaiteso
virtual mode of execution). In fact, when the virtual modeshabled, the program does not accomplish operations
immediately, but places them on the List of Pending Operations for later execution.

The Virtual Operations Bar enables to manage pending operations.

BUTTON FUNCTIONALITY
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_.-".;n_}, Cancel the last virtual operation on the List of Pending Operatior
e Cancel the last undo virtual operation on the List of Pending
\E-—' .

Operatiors

Display the List of Pending Operations

\\:-q?

Launch the real execution of virtual operations

% Cancel all virtual operations on the List of Pending Operations

Virtual mode is an effective way of protection frorany troubles, since no operations will

be executed until clicking

the Apply button for confirmation, thus giving a second chance

weigh all pros and cons of this or that particular operation. The program politely reminds
the user that there are unsavedhanges by showing the following window:

A | There are unsaved changes.

Please use the Apply comenand to comre the changas and the )': Discard
command to permanently undo the changes

‘You can view the changes history via the . View Changes command and
temporanily undo o redo the operation by means of the " Undo and I Redo

commands:

Common Tasks Bar
The Common Tasks Bar is located
wizards.

on the left side of the main window. It is intended for easy access toahesprogr

The bar contains several tabs nantalsic BackufiRestore Tasks Advanced Backup Taskgirtualization Tasks

ToolsandNews and DocumentationEach of these contains a separate button bar which can be folded by clicking

it.

Basic BackuiRestore Tasks

[:%- Restore

Starting the Restore Wizard to restore a hard disk, separate partition, or fi
from the backup image.

Advanced Backup Tasks

L}} Differential Partition Backup

Starting the Differential Backup Wizard to create a differential to a partitio
backup.

Virtualization Tasks

E;i P2V Copy

Starting the P2V Copy Wizard to migrate a Win2K+ physical system to a
environment in the online mode.

‘@ P2V Adjust 05

Startingthe P2V Adjust Wizard to recover the startup ability after unsucces
virtualization with a % party tool.
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— ?3 Manage Backup Capsule

Starting the Manage Backup Capsule Wizardreate, resize or delete the
backup capsule.

5:‘:\ Recovery Media Builder

Starting the Recovery Media Wizard to create a Linux/DOS bootable med
which can be used to get access to ybard disk for maintenance or recovel
purposes.

of
v Check Recovery Discs

Starting the Check Recovery Disk Wizard to verify recovery media for inte
and ability to boot from.

LI}
ﬁ Check Archive Integrity

Starting the Check Archive Integrity Wizard to verify backup archives for
consistency.

(- Transfer Files

Sarting the File Transfer Wizard to transfer data from any media. Besides
provides access to Paragon backups as regular folders to browse through
contents or copy required files.

News and Documentation

\? Backup & Recoveny™ Help

Launching the help system (you can also do it by pressing F1).

{:fl About Backup & Recovery™

Opening the page which contains information aboug firogram. This page
will be displayed in the Explorer Bar.

Disk Map

The Disk Map is displayed in tB&plorer Bawhen the Disk View tab is selected. It is located either at the top or at

the bottom of the window, depedling on the state of the Disk Map Location option (Main Menu: View > Disk Map

Location).

As the name infers, the Disk Map displays the layout of physical and logical disks. Physical disks are represented

rectangle bars that contain smalized bars. fese smaibkized bars represent logical disks. Their color depends on
the file system of the appropriate partition.

-

Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

Local Disk (C:)
4339 GB NTFS

Largesized bars display the following information about physicdisdis

e Manufacturer,

e Model.

Smalisized bars display the following information about logical disks:

e Serial number,
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e Dirive letter,
e Total size,

e File system.

puji

CdZNI KSNY2NB=Z Al Aa LlaarotsS G2 SadAylasS Gk&Thza SR
LINEANI Y 2FFSNE (G2 OK22aS FNRY aSOSNIt GeLlSa 2F GKS
dzal oAfAdled C2NJ AyaidlyOS:E AT &2d2QQ@S 320G | KAIK OF LI
rather small @ss than 10 GB) partitions, you can select the logarithmic type to make all partitions readable,
20KSNBAAS 0aStSOGAya GKS fAYySIN (GeL)S0 e2dz 62y Qi 68
hand, if the proportional disk layout dsitical for you, the linear type is exactly what you need.

bSOSNIKSEt Saa (KS NS Qlinearscalng Withithw® nvidinalSimitt2stmalzipaktifioyis. So if a
partition is too small it will remain readable.

Just click on the arrow icon onehop right side of the Disk Map to select the desired scaling type.

I |

v Linear
Linear 3caling Min Width

i

Lirmex Ext 4 RaiserF5

Disk Map is synchronized with the Explorer Bar. Thus by selecting a disk on the Disk Map, the Expldier Bar w
automatically display detailed information on it.

The dragand-drop functionality is not available when the logarithmic type of the disk
layout is selected.

Explorer Bar
The Epglorer Bar is located in the center of the main window which emphasizes its importance. The bar displays
reference information including:

The help system;

General information on the product including its name, version and a list of helpful links;

Detailedinformation about disks selected on tlidsk Map

List of scheduled operations;

List of archives;
According to these categories the Explorer Bar has several tabs:
e Disk View

e Scheduled Tasksvhich gives the user the possibility of browsing and editing scheduled operations and the
program scripts.
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) ¢ Help, which contains the program help and geneérdbrmation on the product.

e Archives which enables to manage the Archive Database.

You can access the desired information by clicking on the appropriate tab.

The Explorer Bar is a fufiynctional embedded HTML browser, which offers the possibility to address, for example,
the company's website to look througmportant technical notes or download the latest updates without having to
close the program.

The program help is also HT#dtiented. You can read it and follow external links from to get additional
information.

To easily navigate through browsed pagi® program provides the following functionality:

BUTTON FUNCTIONALITY

Return to the previously browsed
page

Open the next browsed page

Stop loading the current page

Rdresh the contents of the current
page
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