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Introduction
Paragon Backup and Recovery™ 10.2 is a complex disaster recovery and system migration solution. In this manual
you will find the answers to many of the technical questions, which might arise while using the program.

Our company is constantly releasing new versions and updates to its software, that's why
images shown in this manual may be different from what you see on your screen.

What's New in Backup and Recovery 10.2
e Support for the latest Windows 7.

e Backup to an FTP server to provide a new level of system and data protection.

e The latest Linux kernel to enjoy support of a wider range of hardware configurations, including the brand
new Intel ICH9 chipset.

o More flexibility for online data processing techniques to provide for easier configuration for both, Paragon
Hot Processing and Microsoft Volume Shadow Copy Service (VSS).

e Better support for 64-bit platforms to reboot your computer to one of the three special modes (Windows
native, Linux, or DOS) to automatically complete operations, which cannot be accomplished under 64-bit
Windows.

e Automatic data exclusion with an advanced system of filters will help you automate the process of building

up contents of the future backup image, by excluding irrelevant data such as movies, music, etc.

e Better support for GUID Partition Table (GPT) to back up and restore not only single GPT volumes but entire
disks, including the option of resize during the restore operation.

e Better support for Linux ExtFS starting from Ext2FS up to the brand new Ext4FS.

e More usability when managing backup tasks with the new Task List and Archive View.

Product Components

In order to cope with different tasks, the product contains several components:

e Windows based set of utilities is the crucial part of the product. With the help of an easy to use launcher

you may find and run tasks of any complexity in the field of data and system protection, hard disk
partitioning and cloning, etc.

e Linux/DOS based recovery environment is a multi-platform bootable media that enables to run utilities

under Linux or PTS DOS, and that way to get access to your hard disk for maintenance or recovery purposes.
Both platforms have their strong sides, for instance Linux can boast support of FireWire (i.e. IEEE1394) or
USB devices. It enables to burn CD/DVD disks. However there can be some difficulties with detecting new
hardware. DOS in its turn has no problems of that kind but is limited in features. The Linux/DOS recovery
environment requires no installation and can be of great help when the system fails to boot. Besides it offers
a Windows XP like environment.

Copyright© 1994-2010 Paragon Software Group. All rights reserved.
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This chapter dwells upon key benefits and technical highlights of the product.

Key Features
Let us list some of the key features:

User Friendly Fault Minimizing Interface
e Graphical representation of the data to gain a better understanding.

e A handy launcher to easily find and run the required tasks.

e Comprehensive wizards to simplify even the most complex operations.

e A context sensitive hint system for all functions of the program.

e Previewing the resulting layout of hard disks before actually executing operations (so-called virtual
operations).

Backup Facilities
e Support of all present day techniques to store backup images:

- Backup to local mounted/unmounted (without drive letter assigned) partitions;

- Backup to an external mounted storage to provide for a higher level of data protection and system
independence;

- Backup to a special secured place on the hard disk called the Backup Capsule that has an independent
system layout (e.g. a separate partition) and will stay operable should the active file system be damaged. To
avoid an accidental removing or unauthorized access of the backup data, this partition is hidden and thus
cannot be mounted in the operating system;

- Backup to external media (CD/DVD) to guarantee a high level of data protection as long as the backup
media is kept secure;

- Backup to a network drive to stand a better chance of success in case of a hard disk failure;
- Backup to an FTP server to provide a new level of system and data protection.

e Sector backup to save not only all on-disk information but also the system service structures. It is ideal for
making a backup image of an entire hard disk or system partitions to guarantee the operating system’s
working capability.

o Differential backup to a sector image to only archive changes since the last full sector-based image, thus

considerably saving the backup storage space. To restore this kind of backup you will require a full image
and one of its differentials.

e Cyclic backup to automate the backup of separate partitions. It is an ideal option if you want to establish a
self-acting data protection system.

A Cyclic Backup is only available for the Windows installation of the program.z
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Restore Facilities
NS e Restore an entire disk, separate partitions or only files you need from the previously created backup

image.

e Restore with Shrink to restore a backup image to a free block of smaller size taking into account only the
amount of actual data of the image.

Partition/Hard Disk Management Facilities
e Basic functions for initializing, partitioning and formatting hard disks (create, format, delete). Instead of

the standard Windows disk tools, the program supports all popular file systems.

e Mount a partition (assign a drive letter) of any file system type to make it available for your operating

system.

e Modify file system parameters (make active/inactive, hide/unhide, change serial number, partition ID,

volume label, etc.).

Automatization Facilities
e Task scheduling to automate routine operations. It can be particularly effective when you have to repeat a
sequence of actions on a regular basis.

A Scheduling is only available for the Windows installation of the program.

Auxiliary Facilities
e File Transfer Wizard to make such operations as transferring of files/directories or burning of them to

CD/DVD as easy and convenient as possible. Providing access to Paragon backups as regular folders, it may
also help to replace corrupted data from a previously created image in case of an operating system failure.

e Recovery Media Builder to create a bootable recovery media based on Linux/DOS on a CD, DVD disc, or

flash memory, which can later be used to boot and recover your computer in case of an operating system
failure. Moreover, with its help you can save data from partitions of your hard disk directly to compact discs
or burn 1SO-images. The utility supports various formats of laser discs: CD-R/RW, DVD-R/RW, DVD+R/RW,
DVD-R, DVD+R double layer, Blu-ray and can handle multi-session burning.

e Network Configuration Wizard to establish a network connection under Linux either to save a backup of a

partition/hard disk or just several files on a network computer or retrieve a previously made backup from a
network computer for recovery purposes.

e Boot Corrector to fix most of the system boot problems that can be a result of a human factor, program
error or a boot virus activity.

A Boot Corrector is only available for the Linux/DOS bootable recovery environment.

Supported Technologies
Along with using innovative technologies from outside, Paragon has developed a number of its own original
technologies that make its products unique and attractive for customers:

Copyright© 1994-2010 Paragon Software Group. All rights reserved.
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Paragon Hot Backup™ technology to back up locked partitions and hard disks under Windows NT+ family
operating systems providing both high operating efficiency as well as low hardware requirements.

Paragon Power Shield™ technology to provide data consistency in case of a hardware malfunction, power
outages or an operating system failure.

Paragon UFSD™ technology to browse partitions of any file system including hidden and unmounted, modify
and copy files and folders, etc.

Paragon Restore with Shrink™ technology to restore a backup image to a free block of smaller size taking
into account only the amount of actual data of the image.

Paragon Smart Partition™ technology to securely perform hard disk partitioning operations of any
complexity.

Paragon BTE™ technology to set tasks for execution in the Windows blue screen mode, thus saving from the
need to use a bootable media when modifying system partitions.

Microsoft Volume Shadow Copy Service (VSS) to provide the copy/backup infrastructure for the Microsoft
Windows XP/Vista/7/Server 2003/2008 operating systems. It offers a reliable mechanism to create
consistent point-in-time copies of data known as shadow copies. Developed by Microsoft in close
cooperation with the leading copy/backup solution vendors on the market, it is based on a snapshot
technology concept.

Microsoft Dynamic Disk (simple, spanned, striped, mirrored, RAID-5) to offer more management flexibility
without the partition limitation of basic disks. Dynamic storage can be particularly beneficial for large-scale
businesses when dealing with many physical hard disks involving complex setup.

GUID Partition Table (GPT). It is the next generation of a hard disk partitioning scheme developed to lift
restrictions of the old MBR. GPT disks are now supported by Windows Vista/7, Server 2008, Mac OS X and
Linux.

Supported File Systems
Paragon Backup and Recovery 10.2 provides support for the major file systems presented on the market today:

Full read/write access to FAT16/FAT32 partitions.

Full read/write access to NTFS (Basic and all five types of Dynamic Disks) under Windows 95/98/ME, Linux
and PTS DOS. Compressed NTFS files are also supported.

Full read/write access to Ext2FS/Ext3FS/Ext4FS partitions under all versions of Windows, DOS 5.0 and later.

Limited read/write access to Apple HFS+ partitions.

JAN

Unfortunately, support of non-Roman characters for the HFS+ file system is unavailable at
the moment. The company is about to implement it in the nearest future.

Supported Media

Support of both MBR and GPT hard disks (up to 1,5 TB tested)

IDE, SCSI and SATA hard disks

Copyright© 1994-2010 Paragon Software Group. All rights reserved.



e CD-R, CD-RW, DVD-R, DVD+R, DVD-RW, DVD+RW, DVD-R, DVD+R double layer and also Blu-ray discs
e FireWire (i.e. IEEE1394), USB 1.0, USB 2.0 hard disks

e PC card storage devices (MBR and GPT flash memory, etc.)

Getting Started

In this chapter you will find all the information necessary to get the product ready to use.

Distribution
Paragon Backup and Recovery 10.2 is distributed in two ways:

e Boxed package from Paragon Technology GmbH and resellers
e Downloadable package over the Internet at the company’s web-site

Distributive CD
The boxed package includes a distributive CD that is in fact a bootable Linux/DOS recovery environment with auto-
run of the Windows installation, thus it can be used as a ready-made solution (see Booting from the Linux/DOS

Recovery Media). But if you're going to run the Windows components, you need to install them first (see

Installation).

If you want to download an update/upgrade of the product, it will be in form of the downloadable installation
package as described in Online Distribution).

Online Distribution
Backup and Recovery 10.2 purchased over the Internet will be in form of an MSI package. After installing the
product you can launch the Recovery Media Builder to build the Linux/DOS recovery media.

Registration
Paragon Technology GmbH provides a wide range of online services through its web-portal - www.paragon-
software.com/support/:

e Registration of new users;
e Registration of purchased products for registered users;

e Available around-the-clock downloading center, where registered users can get product updates/upgrades
as well as all the necessary documentation;

e Downloadable free demo versions and open documentation for all users.

A It is recommended to use Internet Explorer 5+ or any compatible browser.

To register as a new user
To register as a new user, please do the following:

1. Run an Internet browser and visit the page: www.paragon-software.com/my-account/;

2. Click Create of the Create a Paragon Account section;
Copyright© 1994-2010 Paragon Software Group. All rights reserved.
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Fill out a registration form;
4. Click Register.

The most important field in the form is an E-mail address, as it serves as a login to enter the system. Besides your
access password will be sent to this address as well.

To register a new product
If you are a registered user and would like to register Backup and Recovery 10.2, please do the following:

1. Run an Internet browser and visit the page: www.paragon-software.com/my-account/;

2. In the Email field of the Authorization section, enter an E-mail used for registration;
3. Inthe Password field enter a password received after registration;

4. Click Signin;

5. If the user name and password are valid, you will get to your account;

6. Click Register new product of the Products section;

7. Enter your product serial number in the Serial Number field. You can find it in the product box or obtain
from your reseller. Click Next;

8. On the next page you will be asked to provide some additional data. Also you will need to decide whether
you want to get confirmation on registering the product by E-mail or not. Click Next, and then click Finish.

That is all. The product is now registered.

How to Download Updates/Upgrades
Downloading of updates/upgrades can be fulfilled in the following way:

1. Run an Internet browser and visit the page: www.paragon-software.com/my-account/;

2. In the Email field of the Authorization section, enter an E-mail used for registration;

3. Inthe Password field enter a password received after registration;

4. Click Signin;

5. If the user name and password are valid, you will get to your account;

6. Select My Downloads of the Products section to see what updates are available for you;

7. Select the desired update and click Download.

Contacting Paragon Technology GmbH
If you have any questions about the company products, please do not hesitate to contact Paragon Technology
GmbH.

Service

Visit Paragon GmbH web site WWW.paragon-software.com
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Knowledge Base & Technical Support kb.paragon-software.com

Pre-sale information sales@paragon-software.com

System Requirements

Windows based set of utilities
To use the Windows utilities, you should install them first. But before that, please make sure your computer meets
the following minimum system requirements:

e Operating systems: Windows 2000/XP/Vista/7 and XP SP2/Vista/7 64-bit
e Internet Explorer 5.0 or higher

e Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed
e 128 MB of RAM (256+ recommended)

e Hard disk drive with 100 MB of available space

e SVGA video adapter and monitor

e Mouse

Linux/DOS based recovery environment
To use the Linux/DOS recovery environment on your computer (it doesn’t matter what operating system is
installed), please make sure that it meets the following minimum system requirements:

e |BM AT compatible computer with i486 or higher CPU
e 256 MB of RAM

e SVGA-compatible monitor

e Mouse (recommended)

Additional requirements
There may be additional requirements if you want to use advanced features:

e Network card to send/retrieve data to/from a network computer
e Recordable CD/DVD drive to burn data to compact discs

e External USB hard drive to store backup data.

Installation
As we have already mentioned only Windows components of the product require installation. So to install Paragon
Backup and Recovery 10.2 under Windows, please do the following:
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1. Run Setup Application. Click on the *.MSI file. This application will guide you through the process of the
- program installation. The setup utility is compiled with the InstallShield SDK, hence it contains the standard
user interface and set of installation steps.

In case there is some previous version of the program installed on the computer, the
program will offer the user to uninstall it first.

2. Starting Setup. The Welcome page informs that the application is being installed. Click the Next button to
continue.

3. Confirm License Agreement. The License Agreement page displays the Paragon License Agreement. Read
the agreement and then select the appropriate option to accept. If you do not agree with any conditions
stated there, the installation process will be interrupted. By clicking the Print button, the License Agreement
may also be printed out.

4. Provide Registration Information. On the Registration page you are to provide your product key and serial
number.

5. Provide Customer Information. On the Customer Information page you are to provide the standard
information, i.e. a user name and an organization. Besides you need to decide whether to make the program
available for all users of this computer (if several) or only for the current one.

6. Select an Installation Folder. The Destination Folder page allows you to choose a folder where the program
will be installed. By default, the installation folder will be created as:

C:\Program Files\Paragon Software\Paragon Backup and Recovery 10.2. To select another folder, click the
Change... button.

After you have selected the required folder, click the Next button to continue.

Do not install the program on network drives. Do not use Terminal Server sessions to install
and run the program. In both cases, the program functionality will be limited.

7. Confirm Installation. On the Ready to Install the Program page click the Install button to start the
installation or the Back button to return to any of the previous pages and modify the installation settings.

8. Copying Files. The Copying Files page shows the overall progress of the installation. Click the Cancel button
to abort the setup.

9. Finishing the Installation. The Final page reports the end of the setup process. Click the Finish button to
complete the wizard.

To accomplish online backup/copy of locked partitions/hard disks the program uses a
A kernel mode hotcore driver, thus the system reboot is required to complete the installation
procedure.

First Start
To start Paragon Backup and Recovery 10.2 under Windows, please click the Windows Start button and then select
Programs > Paragon Backup and Recovery™ 10.2 > Paragon Backup and Recovery™.
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The program provides wide opportunities in the field of hard disk structure modification, so
A just to be on the safe side, please make a backup of your data before carrying out any

operation.

The first component that will be displayed is called the Launcher. In general it enables to run wizards and utilities, to
specify program settings, to visualize the operating environment and the hard disk configuration, to launch the help
system or to go to the program’s home page.

A To know more on the subject, please consult the Windows Components chapter.

Building Recovery Media

Recovery Media Builder can help you accomplish the following operations:

e Prepare the Linux/DOS recovery environment (included in the installation package) on external media (CD,
DVD, or flash memory) to boot and run utilities under Linux or PTS DOS, and that way to get access to your
hard disk for maintenance or recovery purposes (strongly recommended);

e Prepare a custom Linux/DOS recovery environment by adding any data you like to the standard image;
e Prepare a bootable recovery environment from any ISO image;

e Create from the master CD the Linux/DOS recovery environment on a CD/DVD disc, or flash memory.

Booting from the Linux/DOS Recovery Media

The Linux/DOS recovery environment can be used to boot your computer into Linux or PTS DOS to get access to your
hard disk for maintenance or recovery purposes. It also has the PTS DOS safe mode, which may help in a number of
non-standard situations such as interfering hardware settings or serious problems on the hardware level. In this
case, only basic files and drivers (such as hard disk drivers, a monitor driver, and a keyboard driver) will be loaded.

Startup
To start working with the Linux/DOS recovery environment, please take the following steps:

1. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare the Linux/DOS recovery environment either

2 on a CD/DVD disc or a thumb drive.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Launch a boot mode you need (Normal, Safe, Low-Graphics Safe) in the Boot menu.

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Click on the required operation to start. Hints on the selected at the moment item will help you make the
right choice.

4. Consult the help system by pressing ALT+F1 to know more on the subject.
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Boot menu
—— The Boot menu contains the following commands:

=+ Mormal Hode Hain recouvery
& Safe Mode enironment

& Low-Graphics Safe Mode

& Floppy disk

& Hard disk 8 MBER

& Find 05es on your hard disks

¢ Normal Mode. Boot into the Linux normal mode. This mode uses the full set of drivers (recommended);

e Safe Mode. Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux normal mode
if it fails to work properly;

e Low-Graphics Safe Mode. Boot into the PTS DOS safe mode. In this case, only the minimal set of drivers will
be included, like hard disk, monitor, and keyboard drivers. This mode has simple graphics and a simple
menu;

o Floppy Disk. Reboot the computer from a system floppy disk;
e Hard Disk 0. Boot from the primary hard disk;

e Find OS(s) on your hard disks. The program will scan hard disks of your computer to find any bootable
operating system.

To move within the menu, please use the arrow keys of the computer keyboard.

While working with the recovery environment you might experience some inconvenience
caused by possible video artifacts. It is just a result of changing video modes and in no way
will affect the program functionality. If this is the case, please wait a bit and everything will
be OK.

Normal Mode
When the Normal mode is selected, the Linux launch menu appears:
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Backup and Recovery (enables to copy and back up separate partitions or entire hard disks, carry out basic
partitioning operations, etc.);

Simple Restore Wizard (allows restoring hard disks and partitions);

e One Button Copy Wizard (helps to carry out such a technically complicated operation as cloning of hard
disks just by pressing one button);

e File Transfer Wizard (allows coping files/folders to another disk or a partition as well as recording them to
CD/DVD);

e Boot Corrector (helps to correct the Windows System Registry without Windows being loaded);

e Network Configurator (enables to establish a network connection under Linux);

If you are going to use network resources, first launch the Network Configuration Wizard to
establish a network connection.

e Log Saver (helps to collect and send the necessary log files to the Technical Support);

e View the mounted partitions (the list of all mounted partitions will be displayed);

The Linux/DOS recovery environment assigns drive letters to partitions the way it is done in
DOS, i.e. one after another, primary partitions at first. Thus mounted partitions may have
different drive letters from Windows.

e Eject CD/DVD;

e Command Line (allows experienced users to execute any operation);
e Reboot the computer;

e Power off the computer.

To move within the menu, please use the arrow keys of the computer keyboard.
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When the Safe mode is selected, the PTS DOS launch menu appears. It has nearly the same functionality as for the
Normal mode except the Network Configurator and Log Saver commands. Besides due to certain limitations of the
PTS DOS environment, there is no possibility to burn CD/DVD discs.

Low Graphics Safe Mode
When the Low Graphics mode is selected, the PTS DOS launch menu appears. It has the same functionality and looks

similar to the Safe mode but graphically simpler.

« Backup & Recouvery 18 Free I'l!'nu can create, delete and

# Sinple Restore Hizard format hard disk partitions

M File Transfer Hizard using thiz program, which
will start now.

M Start the command line Upon the start, please

8 Reboot the computer select the drive and one of

itz partitions or its free
space. Then activate the
"Partition’ pull-down menu
and select one of the
partitioning operations.

Basic Concepts
This chapter explains terms and ideas that show how the program works. To understand these helps to obtain a
general notion of the operation performance and makes it easier for the user to operate the program.

System and Data Protection

The data protection issue is a growing cause of worrying for more and more people today. Indeed, it is hardly to find
a person who will be particularly happy when all precious information on the hard disk is irreversible lost as a result
of its malfunction. So how this tragedy can be prevented?

Backup Types
At the present moment the market is offering various types of backup imaging to meet the needs of any user.

Full and Differential Sector Backups

A full sector-based backup image includes all contents of a partition or a hard disk at the moment of its creation. If
you roll back your system to the initial state on a regular basis, that’s exactly what you’re looking for. But if you want
to have multiple backup archives of the same partition reflecting certain time stamps, unchanged data will inevitable
be duplicated in all archives and take additional space on backup media. To tackle this issue there has been
developed a supplementary technique called Differential Sector Backup.

A differential archive only contains data changed since the time of creating a full archive, which forms a base (or a
parental image) in this case, thus considerably saving your system resources. It is realized by the exact bit-wise
comparison of the previous partition's data (saved in the parental image) with the current data (that is actually the
partition itself). To restore this kind of backup you will require a full image and one of its differentials, what is very
convenient.
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A This function is only available for single primary and logical partitions.

Backup Storage
Our program supports all present day techniques of storing backup images. Let’s take a closer look at them all to
understand what kind of storage is able to provide better security:

e You can place a backup image to a local mounted or unmounted (without drive letter assigned) partition.
Despite the fact that it is the most convenient way, try not to use it. You can delete your backup just by
accident or lose it as a result of a hardware malfunction, or a virus attack;

e You can place a backup image to an external mounted storage to provide for a higher level of data
protection and system independence;

e You can place a backup image to a special secured place on the hard disk called the Backup Capsule that has
an independent system layout (e.g. a separate partition) and will stay operable should the active file system
be damaged. To avoid an accidental removing or unauthorized access of the backup data, this partition is
hidden and thus cannot be mounted in the operating system. However it won’t help you in case of a
hardware malfunction;

e You can place a backup image to external media (CD/DVD) to guarantee a high level of data protection as
long as the backup media is kept secure;

e You can place a backup image to a network drive to stand a better chance of success in case of a hard disk
failure. Moreover, by storing it on a special-purpose server you may be pretty sure nothing will happen to it;

e Finally you can place a backup image to an FTP server to provide a new level of system and data protection.

Known Issues on FTP
1. You need to check out yourself Windows Firewall or programs of this kind let our program work with the
required port (21 by default).

2. File backup and restore to/from FTP, including the selective restore functionality are not available.

3. SSL login/password encryption is not supported.
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4. You can browse an FTP server in the passive mode only.

5. Parallel access to several FTP servers is limited - only one password for all servers is available.

Paragon Hot Processing & Volume Shadow Copy Service

Offline versus Online Data Processing

In the course of time there have been developed various methods of data processing. Despite different work
concept, all of them can be divided into two principal groups: offline (cold) and online (hot) data processing
techniques.

As the name infers, offline data processing can only be accomplished when the data is in consistent state (the
operating system and all the applications are completely shut down). Actually it is the most preferable way of image
creation or data cloning, since software can obtain an exclusive right to process data that guaranties high level of
operating efficiency. However, the offline data processing is absolutely out of question when dealing with 24/7
production environments.

In contrast, online data processing enables to create a consistent snapshot even as the data is currently modified. It
is particularly useful for systems with high availability requirements, but it won’t be accomplished until all active
transactions are complete. The point is to provide a coherent state of all open files and databases involved in a
process, taking into account that applications may still keep writing to disks. As a result an online data processing
cannot boast high operating speed.

Our program supports both offline and online methods of data processing. As far as online method is concerned it
offers its own hot processing algorithm together with the possibility to use snapshot technologies provided by the
Microsoft VSS framework.

Paragon Hot Processing Technology
Paragon Hot Processing is an online copy/backup technology for Windows NT+ family operating systems. Developed
back in 2001, nowadays it is integrated with all copy/backup solutions offered by the company.

Paragon Hot Processing is not exactly a snapshot technology, though it has much in common with it. During an
online copy/backup, the program uses the kernel mode driver HOTCORE.SYS to intercept and control disk write
activity of applications and the operating system. The hotcore driver as an integral part of the program is installed
during the setup procedure (that’s why the system reboot is required to complete the setup procedure). For the
most part the driver is in the idle mode until it is activated with the program. While in this mode it bypasses any calls
having no effect on the overall system performance, but a few kilobytes of the system memory.

Paragon Hot Processing technology offers copy/backup of locked partitions and hard disks under Windows NT+
family operating systems providing both high operating efficiency as well as low hardware requirements.

It is not recommended to use Paragon Hot Processing with active SQL Server, Exchange or
Oracle databases since the backup image contents may be corrupted.

Volume Shadow Copy Service

Microsoft Volume Shadow Copy Service (VSS) is designed to provide the copy/backup infrastructure for the
Microsoft Windows XP/Vista/Server 2003/2008 operating systems. It offers a reliable mechanism to create
consistent point-in-time copies of data known as shadow copies. Developed by Microsoft in close cooperation with
the leading copy/backup solution vendors on the market, it is based on a snapshot technology concept.
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Initiated by a VSS aware copy/backup utility, VSS creates snapshots for the selected volumes and represents them as

N virtual read-only devices, called volume shadow copies. Once the shadow copies are created, the copy/backup utility

starts processing the data while applications keep writing to original volumes.

Unlike Paragon Hot Processing the VSS technology provides a unique possibility to make a synchronous snapshot of
multiple volumes. This very feature can be particularly beneficial when backing up active SQL Server 2003, Exchange
2003 or Oracle databases located on multiple volumes the way it is recommended by Microsoft to improve the level
of database performance and reliability, thus providing 100-percent data consistency.

A To use VSS it is necessary to have a mounted 300 MB+ NTFS partition.

Dynamic Disks

As you probably know, MS-DOS, Microsoft Windows 95/98/Me/NT/2000/XP/Vista/Server 2003/2008 support four
primary partitions per physical hard disk, one of which can be extended. Certainly there is the possibility to create
logical drives within the extended partition. Such types of disks are called basic. Windows XP Professional, Windows
2000, Windows Vista and Windows Server 2003/2008 follow the same strategy: You can have a maximum of four
primary partitions, one of which can be an extended partition with logical drives. However, these operating systems
also introduce a new disk configuration type - dynamic disk - which must be understood to effectively configure and
manage hard disks.

Dynamic disk is a physical disk that doesn't use partitions or logical drives. Instead, it contains only dynamic volumes.
Regardless of what format you use for the file system, only Win2K computers can access dynamic volumes directly.
However, computers that aren't running Win2K can access the dynamic volumes remotely when connected to the
shared folders over the network.

Dynamic disks can co-exist on a system with basic disks. The only limitation is that you cannot mix Basic and
Dynamic disks on the same hard drive.

There are five types of dynamic volumes: simple (uses free space from a single disk), spanned (created from free disk
space that is linked together from multiple disks), striped (a volume the data of which is interleaved across two or
more physical disks), mirrored (a fault-tolerant volume the data of which is duplicated on two physical disks, and
RAID-5 volumes (a fault-tolerant volume the data of which is striped across an array of three or more disks).

With dynamic storage, you can perform disk and volume management without the need to restart Windows.
Limitations:

e Dynamic disks are not supported on portable computers.

e Dynamic disks are not supported on Windows XP Home Edition-based computers.

e You cannot create mirrored volumes or RAID-5 volumes on Windows XP Home Edition, Windows XP
Professional, or Windows XP 64-Bit Edition-based computers.

Thus, the dynamic disk is a new way of looking at hard disk configuration. Dynamic disks offer you more
management flexibility without the partition limitation of basic disks. Dynamic disks can contain an unlimited
number of volumes, but they cannot contain partitions or logical drives. Dynamic storage can be particularly
beneficial for large-scale businesses when dealing with many physical hard disks involving complex setup.
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, GUID Partition Table (GPT) is the next generation of a hard disk partitioning scheme developed to lift restrictions of

the old MBR. Being a part of the Extensible Firmware Interface (EFI) standard proposed by Intel to replace the
outdated PC BIOS, it offers a number of crucial benefits:

e Upto 128 primary partitions for the Windows implementation (only 4 in MBR);
e The maximum allowed partition size is 18 exabytes (only 2 terabytes in MBR);
e More reliable thanks to replication and cyclic redundancy check (CRC) protection of the partition table;

o A well defined and fully self-identifying partition format (data critical to the platform operation is located in
partitions, but not in un-partitioned or hidden sectors as this is the case with MBR).

64-bit Support

The bulk of software today is written for a 32-bit processor. It can meet the requirements of almost any end user.
However that is not the case when dealing with servers processing large amounts of data with complex calculations
of very large numbers. That is where 64-bit architecture comes into play.

It can boast improved scalability for business applications that enables to support more customer databases and
more simultaneous users on each server. Besides a 64-bit kernel can access more system resources, such as memory
allocation per user. A 64-bit processor can handle over 4 billion times more memory addresses than a 32-bit
processor. With these resources, even a very large database can be cached in memory.

Although many business applications run without problems on 32-bit systems, others have grown so complex that
they use up the 4 GB memory limitation of a 32-bit address space. With this large amount of data, fewer memory
resources are available to meet memory needs. On a 64-bit server, most queries are able to perform in the buffers
available to the database.

Some 32-bit applications make the transition to the 64-bit environment seamlessly others do not. For instance,
system-level utilities and programs that provide direct hardware access are likely to fail. Our program offers a full-
fledged support of the 64-bit architecture providing fault-tolerant work for such system dependent modules as Hot
Processing.

Drive Partitioning

As you probably know a hard drive is to be split into one or more partitions, since it cannot hold data until it is
carved up and space is set aside for an operating system. Until recently most PCs used to have just one partition,
which filled the entire hard disk and contained an OS. The situation has changed however, thanks to new cost-
effective high capacity hard drives, thus opening up numerous possibilities for PC users, such as editing video,
archiving music, backing up CD images, etc. Huge increase in space is great, but it poses a number of problems, most
important of which are effective data organization and speed.

Large drives are always going to take longer to search than smaller volumes, and an operating system is going to
have its work cut out both finding and organizing files. It is for this reason that many people decide to invest in
multiple hard drives, but there is an easy solution — drive partitioning. Partitioning lets you divide a single physical
drive into a number of logical drives, each of which servers as a container with its own drive letter and volume label,
thus enabling the operating system to process data more efficiently. Besides partitioning makes it possible to
organize data so that it is easy to find and manage. You can set aside, for instance, 40 GB of a 160 GB hard drive for
the OS, 70 GB for storing video and another 50 GB for your favorite music collections to provide transparent data

storage.
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It is also worth mentioning to that with a hard drive properly partitioned, such routine operations as files de-
fragmentation or consistency check will not be that annoying and time-consuming any more.

By detaching the OS from the rest of the data you can tackle one more crucial issue — in case of a system
malfunction, you can get the system back on track in minutes by recovering it from a backup image located on the
other partition of the hard drive.

But that is not all drive partitioning may be used for. If you are willing to play games in Windows while browsing the
Internet in Linux, 100-percent sure that no virus will attack your PC, drive partitioning is a necessity. In order to run
several OSs on a single hard drive you are to create a corresponding number of partitions to effectively delineate the
boundaries of each OS.

Scheduling

The automation of operations is particularly effective when you have to repeat a sequence of actions on a regular
basis. For example, developing a specific project on a day-to-day basis and having to make a backup every evening
so as not to lose the valuable data, you will really appreciate, when this kind of routine operations will be carried out
automatically without your participation.

Another aspect of any automation process is that it allows an optimization of your computer’s work-load. This is
especially important when operations require a considerable amount of computer resources — processor time,
memory and more. A number of tasks, which can decrease the performance, can be run during the night or
whenever the computer has the least work-load to perform.

The program has a special tool for scheduling. You can set out a timetable for any operation and it will start at a
specified time without interrupting your current activity.

Windows Components
In the given section you can find all the information necessary to successfully work with the Windows version of the
product.

Interface Overview

This chapter introduces the graphical interface of the program. The design of the interface precludes any mistake
being made on the part of the user. Most operations are performed through the system of wizards. Buttons and
menus are accompanied by easy understandable icons. Nevertheless, any problems that might occur while
managing the program can be tackled by reading this very chapter.

General Layout
When you start the program, the first component that is displayed is called the Launcher. It enables to run wizards
and dialogs, to specify program settings, to visualize the operating environment and the hard disk configuration.

The Launcher’s window can be conditionally subdivided into several sections that differ in their purpose and
functionality:
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1. Main Menu

2. Tool Bar

w

. Virtual Operations Bar

4. Common Tasks Bar

5. Explorer Bar
6. Disk Map

7. Legend Bar

8. Status Bar

A number of panels offer similar functionality with a synchronized layout. The program enables to conceal some of

them to simplify the interface management.

All panels are separated by vertical and horizontal expandable sliders, allowing the user to customize the screen

layout.

Main Menu
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MENU ITEM FUNCTIONALITY

Tools

View Logs... View logs on the carried out operations

Send Log Files

Compress and send the log to the Paragon Support Team

Recovery Media Builder...

Restore the system even when the current operating system cannot boot
anymore

Check Recovery Disks...

Verify the recovery media for integrity and ability to boot from

File Transfer Wizard...

Transfer data from any media

Settings... Edit the general settings of the program
Exit Exit the program
Changes

Save to Scheduler...

Schedule pending operations

Undo “the last virtual
operation’

Cancel the last virtual operation on the List of Pending Operations

Redo ‘the last virtual
operation’

Cancel the last undo virtual operation on the List of Pending Operations

View Changes...

Display the List of Pending Operations

Apply Changes Launch the real execution of virtual operations

Discard All Changes Cancel all virtual operations on the List of Pending Operations
Reload Disk Info Refresh the current information about disks

Wizards

Back up Disk or Partition...

Create a sector-based archive of an entire hard disk or separate partitions

Schedule Backup... Set a timetable for a disk or partition backup
Differential Backup... Create a differential to a partition backup

Manage Backup Capsule...

Create and manage the backup capsule

Cyclic Backup...

Automate a partition backup

Restore...

Restore an entire hard disk, separate partitions, or files from the backup image
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Check Archive Integrity...

Perform integrity check for the required backup image

Hard Disk

Back Up Hard Disk... Create a backup archive of the selected hard disk

Burn Hard Disk to CD or Back up the selected hard disk and burn the resulted image to CD/DVD
DVD...

Restore Hard Disk... Restore the selected hard disk from a backup image

Update MBR Update MBR (Master Boot Record) of the selected hard disk

Properties...

Get in-depth information on the properties of selected hard disk

Partition

Create Partition...

Create a partition

Format Partition...

Format a partition

Delete Partition...

Delete a partition

Back Up Partition...

Create a backup archive of the selected partition

Burn Partition to CD or
DVD...

Back up the selected partition and burn the resulted image to CD/DVD

Restore Partition...

Restore the selected partition from a backup image

Assign Drive Letter...

Assign drive letter to the selected partition

Remove Drive Letter...

Remove drive letter for the selected partition

Hide Partition...

Make the selected partition unavailable for the operating system

Unhide Partition...

Make the selected partition available for the operating system

Mark Partition as Active

Make the selected partition bootable by default

Mark Partition as Inactive

Make the selected partition non-bootable by default

Change Volume Label...

Change volume label of the selected partition

Change Serial Number...

Change serial number of the selected partition

Change Partition ID...

Change identifier of the selected partition

Test Surface...

Test surface of the selected partition/block of free space

Check File System
Integrity...

Check the selected partition for possible file system errors

Properties...

Get in-depth information on the properties of selected partition
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Layouts Manage the Launcher layout with several predefined profiles

Toolbar Manage the Tool Bar representation: show / hide standard and navigation
buttons, text labels and large icons

Status Bar Display the Status Bar

Common Tasks Bar Display the Common Tasks Bar

Disk Map Legend Display the Disk Map legend

Disk Map Location Select whether the Disk Map will be located on the top of the main window or

at the bottom

Help
Help Open the Help system (you can also do it by pressing F1)
About Open the dialog with information about the program

e The Main Menu contents available at the moment may vary depending on the selected
object.

Tool Bar
The Toolbar provides fast access to the most frequently used operations:

BUTTON FUNCTIONALITY

@ﬁ: Back up a hard disk or partition

@ Restore a disk, partition, or files

“3"!? Open the Help system
\S

Virtual Operations Bar

The program supports previewing the resulting layout of hard disks before actually executing operations (so-called
virtual mode of execution). In fact, when the virtual mode is enabled, the program does not accomplish operations
immediately, but places them on the List of Pending Operations for later execution.

The Virtual Operations Bar enables to manage pending operations.

BUTTON FUNCTIONALITY

f’a_} Cancel the last virtual operation on the List of Pending Operations
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.r.;_rr..'ix Cancel the last undo virtual operation on the List of Pending
B Operations

Display the List of Pending Operations

Launch the real execution of virtual operations

3’,@ Cancel all virtual operations on the List of Pending Operations

Virtual mode is an effective way of protection from any troubles, since no operations will
be executed until clicking the Apply button for confirmation, thus giving a second chance to
weigh all pros and cons of this or that particular operation. The program politely reminds
the user that there are unsaved changes by showing the following window:

A I Thene are unzaved changes.

Pleass use the 4 Apply command to comiret the changes and the ® Discard
command 1o pemanently urdo the changes,

ou can view the changes history via the . View Changes command and

temporanly undo o redo the operation by means of the - Undo andf..'.' Redo
commands

Common Tasks Bar

The Common Tasks Bar is located on the left side of the main window. It is intended for easy access to the program's
wizards.

The bar contains several tabs named Basic Backup/Restore Tasks, Advanced Backup Tasks, Copy Tasks, Tools and
News and Documentation. Each of these contains a separate button bar which can be folded by clicking it.

Basic Backup/Restore Tasks

3 . » Starting the Sector Backup Wizard to create an archive of a hard disk or
Back up Disk or Partition
separate partitions.

G’.‘.} Schedule Backup of Disk or Partition Starting the Sector Backup Wizard with the preset scheduling option.

["}i Restore Starting the Restore Wizard to restore a hard disk, separate partition, or files
r from the backup image.

Advanced Backup Tasks

} ) B Starting the Differential Backup Wizard to create a differential to a partition
Differertial Partition Backup
backup.
Tools
?l]’j Manage Backup Capsule Starting the Manage Backup Capsule Wizard to create, resize or delete the

backup capsule.
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K Recovery Media Builder

Starting the Recovery Media Wizard to create a Linux/DOS bootable media
which can be used to get access to your hard disk for maintenance or recovery

purposes.

o
\“‘;} Check Recovery Discs

Starting the Check Recovery Disk Wizard to verify recovery media for integrity
and ability to boot from.

i

| Check Archive Integrity

Starting the Check Archive Integrity Wizard to verify backup archives for
consistency.

- Transfer Files

Starting the File Transfer Wizard to transfer data from any media. Besides it
provides access to Paragon backups as regular folders to browse through their
contents or copy required files.

News and Documentation

\? Drive Backup™ Help

Launching the help system (you can also do it by pressing F1).

{ﬁ About Drive Backup™

Opening the page which contains information about the program. This page
will be displayed in the Explorer Bar.

Disk Map

The Disk Map is displayed in the Explorer Bar when the Disk View tab is selected. It is located either at the top or at
the bottom of the window, depending on the state of the Disk Map Location option (Main Menu: View > Disk Map

Location).

As the name infers, the Disk Map displays the layout of physical and logical disks. Physical disks are represented with
rectangle bars that contain small-sized bars. These small-sized bars represent logical disks. Their color depends on

the file system of the appropriate partition.

-

Basic Hard Disk O (VMware, VMware Virtual 5 SCS51 Disk Dev)

Local Disk (C:)
433 3 GB NTFS

Large-sized bars display the following information about physical disks:

e Manufacturer,

e Model.

Small-sized bars display the following information about logical disks:

e Serial number,
e Drive letter,
e Totalsize,

e File system.
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Furthermore, it is possible to estimate the used disk space by looking at the size of the bar’s shaded area. The
program offers to choose from several types of the disk layout scaling. It’s done especially to increase the program
usability. For instance, if you've got a high capacity hard drive containing both very large (more than 100 GB) and
rather small (less than 10 GB) partitions, you can select the logarithmic type to make all partitions readable,
otherwise (selecting the linear type) you won’t be able to see small partitions at all, but thing strips. On the other
hand, if the proportional disk layout is critical for you, the linear type is exactly what you need.

Nevertheless there’s a compromise solution — linear scaling with the minimal limit to small partitions. So if a
partition is too small it will remain readable.

Just click on the arrow icon on the top right side of the Disk Map to select the desired scaling type.

v Linear
Limear Scaling Min Width

]

Lirnee Ext4 Reiserf 5

Disk Map is synchronized with the Explorer Bar. Thus by selecting a disk on the Disk Map, the Explorer Bar will
automatically display detailed information on it.

The drag-and-drop functionality is not available when the logarithmic type of the disk
layout is selected.

Explorer Bar
The Explorer Bar is located in the center of the main window which emphasizes its importance. The bar displays
reference information including:

e The help system;
e General information on the product including its name, version and a list of helpful links;
e Detailed information about disks selected on the Disk Map;
e List of scheduled operations;
e List of archives;
According to these categories the Explorer Bar has several tabs:
e Disk View.

e Scheduled Tasks, which gives the user the possibility of browsing and editing scheduled operations and the
program scripts.

e Archives, which enables to manage the Archive Database.
e Help, which contains the program help and general information on the product.

You can access the desired information by clicking on the appropriate tab.
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=The Explorer Bar is a fully-functional embedded HTML browser, which offers the possibility to address, for example,
the company's website to look through important technical notes or download the latest updates without having to
close the program.

The program help is also HTML-oriented. You can read it and follow external links from to get additional
information.

@O x e

ISOFTWARE GROUPRE

Gparaﬁorr Paragon Backup & Recuverv

Version information

Paragon Backup & Recovery™, version 10, build
8878 (17.09.09 ) Free Edition

Components versions:
Paragon Base Services Library. varsion 1.1, buld BETE {17.09.09 §
hdm.dil. version 10.0. relense 10, build 10278

biont.dil verion 10.0, relense 10, bulld 10278
biont.eys, version 10.0, releases 10, Build 10278

Support links

Contact Information

Company Home Page: Wﬂﬂﬂl&m
Sales E-mail:
Sales Phone: +49 (D) 761- 59 018 201

To easily navigate through browsed pages, the program provides the following functionality:

BUTTON FUNCTIONALITY

@ Return to the previously browsed
page
@ Open the next browsed page
% Stop loading the current page
& Refresh the contents of the current
page
Legend Bar

The Legend Bar explains the color scheme used for disk and partition presentation. You can hide (or show) the bar
with the appropriate Main Menu item: View > Disk Map Legend. When it is activated it can be found at the bottom

of the Explorer Bar.
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—WTThe program distinguishes between the following types of known file systems:
Egjj“ - FAT16/32,
- NTFS,
- Linux Ext2/3/4,

- Linux ReiserFsS,

Status Bar
This is the bottom part of the main window. The Status Bar displays menu hints, for each item the cursor points to.

The user can hide (or show) the bar with the appropriate Main Menu item: View > Status Bar.

Settings Overview

The Settings dialog is available from the Main Menu: Tools > Settings. All the settings are grouped into several
sections, which functions are described in the following paragraphs. The list of sections is placed on the left side of
the dialog. By selecting a section from the list, you can open a set of options.

Q To get a detailed description to any setting, control, or field of the program just click the
hint button and then the object you need.

General Options

&, Edit settings ==

| General options ng -
e /& General options

Partitioning optiona

Copy and backup optior:s J| Enable data loss protection
COVDVD recording opticns Choose this option to ensune that no data will be lost F system unepectedy goes down
Hol processing options ibecause of power shortage elc )
Run dunng backup options

E-maid options

Operation dependency options

Vitual mode options

Fla systam comaruon oplions

Copy,/Backup exclude oplions

Fie Backup exclude options

Fie Backup inchude options

Log files options
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; e T'his section contains a set of general options that will be taken into account during any operation carried out with
(8))

N N .

T the program:

o
e Enable data loss protection. Mark the checkbox to make the program work in the fail-safe mode (also
referred to as the data-loss protection mode), which ensures reliability for operations by maintaining a
special journal. In case of a hardware malfunction, power outage or an OS failure happened in the middle of
a data-sensitive operation (resize, move, merge, redistribute, change cluster size, etc.), the program will ask
to insert the bootable recovery media and automatically complete the interrupted operation, thus reviving
the corrupted partition.

A It is strongly recommended to enable this option.

Backup Image Options

@, Edit settings (-5 ]fuse]
Genesal options | |F i i
ESrreram (4 Backup image oplions
Fariitioning options
Copy and backup options | Control archive inbegrity
CO/DVD recerding aptions Chaoose this option 1o allow witing of specific data that wil later be used dusing restore to
Hot processing options check the srchive inlegity. R can slow down the backup eperation
Run during backup options
Enad 2 | Sal image fila names automatically.
Oxaration Sependency opliars Choose this option to automatically name files in complex archive.
Virtual mode options
File systemn comeenion oplions Compression level
Copy./Backup exciude options T
Fie Backup exchude options o =
Fie Backup mclude options Good compression. Prowides average spead with the reasonabls image size
filag options
Leg Image splt

7! Enable imags spliting
Choose this option to enable splitting the archive (o several files

Maoanum spilt size: 2000 ME 2

oK ] [ Comea ]

This section contains a set of options that will be taken into account during backup/restore operations:

e Control archive integrity. Mark the checkbox to guarantee that all backup images created with the program
are 100 percent flawless. If you decided not to control the archive integrity, the backup operation would
take about 3-5% less time.

e Set image file names automatically. Mark the checkbox to make the program automatically set a file name
for every volume of a complex backup image. Otherwise you will need to do it manually during the backup
operation.
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Compression level. From the pull-down list you can select the desired compression level for backup images
that will be used by default.

c

7%
=

~

Enable image splitting. Mark the checkbox to automatically split every backup image to volumes of a
particular size.

Splitting images enables to tackle problems caused by a maximum file size limitation of
some file systems.

JAN

Maximum split size. With the spinner control you can specify a maximum size for backup volumes.

Partitioning Options

&, Edit settings ="
General options = == -
Backup Image opthins I Q P‘Hﬂltlﬂl’lll’lg GPHGI'IS
Partitioning options
Copy and backup options Enabils 64 KB chusters for FAT1E
CO/DVD recording opticns Choose this option to enable B4 KB custers for FAT 16 partisons. With this setting. you wil be
Hid processng opticrs abls to create FAT 16 partitions with capacity up to 4 GB. Plaase note that only Windows NT
Run during backup options family systems will be abls to access such partitions
E-mal options Confrmations
Operation dependency 00008 | 77 Ask for olume label before partition delete
irtual mode optsons
Fla systam convamsan oplions Ask confirmation when comvering FAT1Eto FAT32
Copy./Backup exclude options
Fie Backup exchude options
Fie Backup include options
Log files oplions

This section contains a set of options that will be taken into account during partitioning operations:

VAN

Enable 64 KB cluster size for FAT16. Mark the checkbox to enable 64KB clusters for FAT16 partitions. Thus
you will be able to create FAT16 partitions up to 4GB in size

Due to the maximum cluster size of 32KB for Windows 95/98/ME or MS DOS, FAT16
partitions larger than 2GB are not reliably accessible under these operating systems.

Request confirmation before partition deletion. Mark the checkbox to activate an additional security
mechanism. Thus when going to delete a partition you will be automatically requested to enter its label.
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- e Request confirmation when converting FAT16 to FAT32. Mark the checkbox to automatically request

(:% confirmation before converting FAT16 to FAT32. There are a number of situations when this kind of

= conversion is the only way out to accomplish the operation. For instance, you are going to migrate your
system to a larger hard disk with the proportional resize of existing partitions, what is very convenient. As a
result you can get original FAT16 partitions go beyond the 4GB limit. Thus without conversion to FAT32, this
operation will in no way be possible to accomplish. The same goes for any copy hard disk/partition or

restore hard disk/partition operation involving an extra upsizing.

General Copy and Backup Options

%, Edit settings R
"General options ' I
Bocup mage opthine i?g General copy and backup options
Fariftioning options
Copy and backup options Hidd raw processing
COVDVD recerding aptions Copy/Backup an entire hard disk sector by sacior without taking into account its pastition
Hol processng options sruciume
Run during backup options
Esmad options Pariition raw processing
Operation dependency opbons Copy/Backup each partition sacior by sector. All secion will be procassed one by one jeven
WVirtual moda oplians unused sectors), Requires more time (o compiste the operation
g pone Pardom incremantal copy
Copy./Backup exciude options

The= aptson is inandad for copying only changes on the hard disk snce & previous copy
2Bﬂmudﬂenﬂm speration, The program pedoms comparison between & prewous copy of the hard disk and
Backup include options s cument state. Only sectors that ane dfferent will be wiitten to a new copy
Log filas options
V| Skip 05 supdiary fles
Choose thes option to skip 05 suwdkary files (ke pagefie sys. hiberil sys etc ). This wil reduce
operation time and backup image size
| Skip archive fles stored in archive lbrary
Chooss thes opbon to skap anchive files stored in archive lbeasy. This will reduce operation
time and backup image size

Aadpret esochide from copy/backup colions

oK | cocsl |

This section contains a set of options that will be taken into account during copy and backup operations:

e HDD raw processing. Mark the checkbox to copy/back up a hard disk in the sector-by-sector mode, thus
ignoring its information structure (e.g. unallocated space or unused sectors of existing partitions will be
processed as well). This can help to avoid problems with hidden data created by certain applications or the
system administrator. However, it will take more time to accomplish the operation.

e Partition raw processing. Mark the checkbox to copy a partition in the sector-by-sector mode to successfully
process unknown file systems. However it is not recommended to enable this option when working with
supported file systems as it takes more time to accomplish the operation.

e Perform incremental copy. Mark the checkbox to only copy changes on the hard disk from the moment of
the last copy operation. The program will perform comparison between a previous copy of the hard disk and
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its current state. Only sectors that are different will be updated, thus considerably decreasing the amount of

G
U

data to write.

A ((—
=
=/

o Skip OS auxiliary files. Mark the checkbox to skip OS auxiliary files (like pagefile.sys, hiberfil.sys, etc.), thus
reducing the operation time and the resulted size of the backup image.

e Skip archive files stored in archive library. Mark the checkbox to skip backup images registered in the
archive database, thus reducing the operation time and the resulted size of the backup image.

By clicking the link at the bottom of the window you can jump to the Copy/Backup Exclude
Options.

CD/DVD Recording Options

&, Edit settings R
Genesal options ' . .
B St oo @ CD/DVD recording oplions
Pariitioning cptions
Copy and backup options [7] Bum every COVDVD disk to the and
CD/DVD recording options Cheoose thes option allow the disk to be copied by third pary tocls
Hot processing options Peconing woed
Run during backup options
Emad opbons Select speed automatically E'
Operation dependency opbons | Auto reconding speed. Choose this aption 1o allow the recorder 1o choose the bast spesd
Virtual mods oplions

File system commemsion options Boot opticrs
Copy./Backup exciude oplions | Spacifyy a bootable 150 image to place on CD or DVD along with backup data

Fie Backup sxciude options —r
Fie: Bl include options Y M50Nbaoted iso |  Browss
Log files options Speciy how you would like 1o boot from CD or DVD
Boot from any CO or OVD L]
150 imasge: folder
/ [ Browse

Plaase sslact a folder to place |50 images o whan CD or DVD 150 maker i usad

oK | cocsl |

This section contains a set of options that will be taken into account during CD/DVD burn operations:

e Burn every CD/DVD to the end. By default, the program does not create 1ISO 9660 compliant burning
sessions, as it processes data on-the-fly and can only estimate the resulted session size. That’s why no third
party tool will get access to the recorded data. To tackle the issue, mark the checkbox to make the program
create a standard Disk-at-Once session. It may slow down the burning process, as every CD/DVD will be
recorded up to the end, no matter how much actual information to contain.
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e Recording speed. The user may define how fast a CD/DVD will be recorded (minimum, normal and
maximum). Besides there is an automatic mode when the program will set the most appropriate speed for

every CD/DVD.

e Bootable ISO image. That’s the image to be placed together with the backup data. By default, the program
offers its own bootable ISO image, which contains a Linux/DOS recovery environment. However, the user is
free to use any bootable ISO image.

e CD/DVD boot capability. The program enables to choose whether any recorded CD/DVD will be bootable, or
only the first one for a session, or without that function at all.

e Folder where the ISO image is to be placed. When the user decides not to physically burn a CD/DVD, but
create an ISO image file, this very folder will be used to contain these images.

Hot Processing Options

&, Edit settings % |3
Genesal options ' % - =
Bockins \ bz Hol processing oplions
Pariitioning cptions
Copy and backup options ¥| Enabls hot processing
CO/DVD recordng options
Het processing technalogy
.
Run during backup options Microsoft Volume Shadow Copy Service [=]
Emad options Microsch Volume Shadow Copy Service i a relable technalagy designed to back up
Operation dependency opbians wolumes being locked by rumerous active iransactions of V5SS supporiing applications
Vitual mods optsons Microsclt V55 technology requires over 300 ME of fres space on any mourted NTFS

Fle syslem converson oplions wvolume for temporary data. This technology is provided for Windows XP and newest
Copy/Backup exchide opticns Windows versions, but unavaiable for old versiona of Windows (S8/MEMNT. 2000

Fie Backup exciude options
e Backup include options Addbanal cabans
Log filas oplions Apwrays use hot processing

@ Usa hol procesaing only when parition is locked
Hed processing temporarny drive

¢ &

Murmber of sttempts 1o start V55 3

Timeout between sttempls fn secondsk | 120

J| Swich between Hot Processing technologies

Change nun durindg baclun options:

oK |[ Concal |

In this section you may configure the hot processing mode:

e Enable hot processing. Mark the checkbox to enable the so called hot data processing mode that is specially
designed to process data without restarting your operating system.

e Hot processing technology. From the pull-down list you can select the required hot processing technology.

e Always use hot processing. Select the option to process partitions without making them locked. Thus you
will be able to keep working with them as usual.
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e Use hot processing only when partition is locked. Select the option to use the hot processing only when
()

)
N N

o partitions are locked and cannot be processed without restarting the computer. Please keep in mind, that
\\kfl)‘

once you start any operation on a partition in this mode, it will automatically be locked by the program, thus
you won't be able to keep working with it as usual.

e Hot processing temporary drive. Here you can select a disk drive that will be used to store the temporary
hot backup data (by default — C:).

e Attempts to start VSS. Here you can set how many attempts to start Microsoft VSS the program is to do
before automatically rebooting the system and accomplishing the operation in a special boot-up mode.

¢ Timeout between attempts (in seconds). Here you can set a time period between different attempts to
start Microsoft VSS.

e Switch between hot processing technologies. Mark the checkbox to automatically switch between Paragon
Hot Processing and Microsoft VSS if one of them is unavailable at the moment.

Virtual Mode Options
@, Edit settings [ eEsal]
"Genesl options ' .
sl ami O ) virtual mode options
Paritioning cptions
Copy and backup options Oparations mode
Hat processing options: Sed this optian on Lo camy cut al the operations vinually. You wil be able 1o comm the
FAun during backup options changes o rolback al of them or the Last ane. ¥ you swich this option off, 1he operstions
[Esmai opbions will be: camied cut immediately.
Opﬂamdmu'cym
Close progress disiog automaticaly

Fla syslem comamuon opliong
Copy./Backup exciude options Sel this oplian on to automatically chosa the progress dialeg afler committing the changes

Fie Backup exchude options
Fie Backup include options
Log files oplions

In this section you may configure the virtual mode:

e Allow virtual mode. Mark the checkbox to enable the virtual mode. It is an effective way of protection from
any troubles, since no operation will be executed until confirmation, thus giving you a second chance to
weigh all pros and cons of this or that particular operation.
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(V) A We strongly recommend you to enable this mode.
|
J

e Close progress dialog automatically. Mark the checkbox to automatically close the progress dialog after
accomplishing operations.

File System Conversion Options

) Edit settings T e
General options g - i E
Bacioup image optiine Q}f File system conversion options
Pariitioning cptions
Copy and backup options Salect a time zone
CO/IVI facoxing cpions GMT-08:-00) Pacic Tme (US & Canada); Tiuana =

Hat processing options
Run during backup options Select language for fils names

E-mai options English [CP-£27) [=]
Operation dependency options =
Vitusl A This language wil be used to specify national symbols in fle names

Fle system converson options Corfirm settings before NTFS <> FAT/FAT32 converson

Copy/Backup exchude opticns Chaose this option 1o make the program (o allow 1o customize thess settings sach time whan
e Backup include options
Log files options

This section contains a set of options that will be taken into account when converting FAT and NTFS file systems. By
default, the program takes locale (regional) settings from the system. Problems might occur however because of
different standards for file names and file time stamps (Created, Modified and Last Access Time) of NTFS and FATxx
file systems.

To tackle problems of that kind you can manually set:

e Time zone to use during the convert operation. NTFS keeps file timestamps in GMT (Greenwich Mean Time)
while FAT uses a fixed local date and time. The program takes proper account of these differences and
enables to adjust timestamp values.

A An incorrectly chosen time zone might lead to inability to launch certain software.

e Language for file names to use during the convert operation. NTFS stores file names in Unicode while
FAT/FAT32 uses ANSI to save short file names (also called the DOS aliases). The codepage information is
required for the correct conversion of non-English file names from Unicode to ANSI and vice versa.
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— Q An incorrectly chosen codepage will certainly result in corruption of non-English file

- names.
—
&

e Request confirmation of settings before NTFS < - > FAT/FAT32 conversion. Mark the checkbox to
automatically display the local settings dialog to check and modify (if necessary) the default parameters
before launching the convert file system operation.

Copy/Backup Exclude Options

@, Edit settings 1|
B St oo %ﬁ Exclude from Copy/Backup

Pariitioning cptions

Copy and backup options Specly masks for files and folders that must be exchuded from copy/backup operations

CD/OVD recording optices [ -
Hol processng oplions = Executable & Installations (B fiters)

Run during backup options

E-mad options Add fiter Rengme cotegory [Dedete category

Operation dependency options

Virtual mode oplions “.dll  [elote fiter

Fla syslem comersion options *exe [elsls fiter
Copy/Backip exchuce options (RIS Wy
File Backup exclude options * wxd Dedsls fier
e Backup include options =cab [eisis fiter
Log filas oplions *msi [eisle fiter
*map Delste filter
“drv  [elofe fiter

| Pasxiliary files (18 fiters)
Addfiter Renpme cologory  [Dedebe calegor

“bak [eigfe fler

*old Delete fiter

“tmp [Deietn il
| *temp Delote fiter

Change general backup options

0K | Concel |

In this section the program enables to specify what data should be automatically ignored during copy and sector-
based backup operations. You can filter certain files or folders either by the manual selection or by creating masks,
what is more preferable. Thus you will be able to effectively manage contents of your backup images or
partition/hard disk copies.

By default, there are no available filters. To create a filter, please click the Add Category... button.
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Bﬂ Hame |

Fiter Browse
Diescription
: You can use wikdcards 7 and * as file name mask. Wildcands
in path are not alowed
[ oK || Cance

In the opened dialog the program allows the user to define the following parameters:
¢ Name. Give to the filter any name you like, but try to use an informative one;

e Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask
by using * or ? wildcards;

e Description. Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.

By clicking the link at the bottom of the window you can jump to the General Copy and
Backup Options.

Log Files Options
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) Edit settings 5
General options
Backup image options

Pariitioning cptions

Copy and backup options Choose a storage We span for the stubact log file. Please note, ance the defined perod has
CO/DVD recording options been epired. the file wil be emplied
Hol processing oplions @ Iniinde

Run during backup options

E-mall options Wbrimal

Operation dependency options Custom
\itusl mads options

Fla syslem comerson options

Copy./Backup exciude options

Fie Backup exciude options

e Backup include options

“o, Stubact log file age time options

In this section you can specify a storage life span for the stubact.log file:
¢ Infinite not to empty the file ever;
e Minimal to have the file emptied all the time;

e Custom to set a certain storage life span for the file. Please note, once the defined period has been expired,
the file will be emptied.

We strongly recommend you not to choose the Minimal option, as in case of having
A problems with the program, our Support Team won’t be able to study operation logs, thus

help you out.

Getting Information on Disks and Backup Images
The program provides some helpful tools to get information on the properties of disks and peculiarities of existing
backup images.

Viewing Disk Properties
The main tool to view in-depth information on the properties of hard disks is the Disk Map. It represents the actual
state of the computer’s hard disks.

Generally the hard disks are represented on the map by rectangular bars, which also contain small-sized bars. The
small-sized bars represent logical disks (partitions). When you select a large-sized bar, the Explorer Bar displays

information about the disk in a bright, graphical form.
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Basic Hard Disk 1 (FUJITSU MPF3102AT])

|
G

,
G

Type: Baszic Hard Digk Drive
Total size: 95GE
Sectors per track: B3
Heads: 255
Cylindeis: 1245

Create an image of the entire digk
Back up &l the data this hard disk containg. All the paitiions on this disk will be added o the archive.

The model and serial number of the disk serve as the title of the browsed page. The disk layout is shown in form of a
circular graph, where the color of a sector corresponds to a file system of an appropriate partition. On the right you
may see a table, which contains the following information:

e Type of hard disk (basic or dynamic),
e Total size (in GB),
e Information on geometry of the disk (amount of sectors per track, heads and cylinders).

Below there is a list of available wizards. If you click a corresponding record the appropriate wizard will be started.
All default values for the operation parameters will correspond to the disk’s settings. The list of wizards contains a
detailed description of tasks that can be performed by the wizard. This nullifies the possibility of selecting the wrong
wizard.

' Logical Disk (G)

Volume letter;: [G:] Serial number: T493EASF
Volume label: FATIZLIMLES Partition 1D: [x08 FAT 32
Type: Prireany Total zize: 63GE
File spztem: FAT32 Uzed zspace: 57 GE
Sectorz per boot: 36 Free space: 1GE
Sectors per cluster: 3 Activity: Inaclive

Hidden state: Mot hidden

= Create an image of the logical dizk
éi Back up allthe data this logical disk contains:

When you select a small-sized bar (i.e. corresponding to a logical disk) the Explorer Bar will display information on it
as well. The page title will contain a drive letter, which is assigned to the disk. The disk layout graph will be colored
in accordance with the volume ratio of the used space to the free space (the light colored sector). The table on the
right will contain the following information:

e Volume label (if available),

e Type of the logical disk,

e File system (represented by the color of the graph and the selected bar),
e Total size, used space and free space (in GB or MB).

Below there is a list of wizards, which may be called for this disk. All default values of parameters will correspond to
the disk settings.
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"==Viewing Image Properties
‘{% General information on backup archives can be obtained either with the help of the Restore Wizard or the Archive
Database:

Using the Restore Wizard
There are several ways to launch the Restore Wizard:

e |nthe Main menu: select Wizards > Restore...
e In Common Tasks bar: click the Restore item of the Wizards menu

e Select a hard disk/partition and then click the Restore an image of the entire disk/Restore the logical disk
from an image link on the Explorer Bar page.

At first, the wizard displays the Welcome page — simply click the Next button at the foot of the dialog window.

The next page refers to Browse for Archive. By clicking the Switch to Archive List View link, you can see a list of
images contained in the Archive Database (if any).

("% Restore Wizard ===
Browse for Archive |
Plaass selact an archive to restons i

& Chow al x| & b &

Type Creation Date Source Object Size F
-] 87272003 221,01 AM  Basic Hard Disk 1 (Wivhwars, Vware Vidual 5 SC51 Disk Dew) 0GB

Archive Fis Details

Mame:  Basic Hard Disk 1 (Unknown Model)
Comment. My hdd2

Type Irtemal Hard Diske Drive

Totsl sze: 10GE

Fla C:/are_nenw/are_new PBF

To continus, cick MNext

<Back |[ MNed> || Cancel

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e. Archive
File Details) display a short description, including:

e Information on a type of the archive contents (whether it is sector-based or file-based),
e Whether the archive is compressed or not,
e Whether the archive is password protected or not,

e The date, when the archive was created.
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™==In addition, there are some special graphical flags to indicate crucial properties:

Gl FLaG  FUNCTIONALITY

& Disk archive

=2 Partition archive

[d File archive

g | MBR archive

14 System archive

& Encrypted archive

o Compressed archive
F] Complex archive
ks Filtered archive

i Differential archive
i Incremental archive
= File increment to a partition
archive

To easily manage images in the Archive Database, the program provides the following functionality:

BUTTON FUNCTIONALITY

& Refresh the contents of the database

53 Show only existing archives

4= Add the selected archive to the database

% Delete the selected archive from the
database

Besides you may filter backup archives to decide whether to show only file, partition or hard disk archives. To do
that, please select the required filter in the left top corner of the page.
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Birowse for Archive

% Please select an archive to restone,

©n

% Show o v & ik

S o disks 4o Souce Object
& Show pattilions E:0%10 Mastes Boot Reco
| Show fle achives  |B0B3S Master Boot Reco
| 20.05.2008 16:06:43  Filedevel Archive
20,05.2008 16:0548 Filedevel drchive
= 14122007 200219 Master Boot Reco

By clicking the Switch to File View link, you can find the required image in the browser-like window.

("% Restore Wizard 7 e
Browse for Archive !
Plaaps sedact an archive o restors
Lookin: | [Z] Local Disk () x] @ ® ¥
Nama [ sze | Dote T-]
= [5] Local Dusk (2)
Ly arC_new 22008 22121 AM
I 2 _new FEF 9EKR 2/27200922123AM  _
Fles of type: | Archive fles [+
Switch to Archive List View
Aychive Fla Detals
HName: Basic Hard Disk 1 (Unknown Model)
Commend: My hdd2
Tipe Irdemal Hard Disk Deve
Totsl size: 10GH
Fla C:/are_nenw/are_new PBF

To continue, click Mext

[ <Back ][ Nea> | [ Cance

The section below (i.e. Archive File Details) displays a short description of the selected image, including:
e Information on a type of the archive contents (whether it is sector-based or file-based),
e Whether the archive is compressed or not,
e Whether the archive is password protected or not,
e The date, when the archive was created.

Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders or map network
drives by clicking the appropriate buttons.

The next page (i.e. What to restore) displays detailed information about the contents of the archive.
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i r—— o

What to reston: - !
Plaass selact an archive tem bo restors

Fleaze select one of the chiects) (o resiome:

Hame Type | File system | Size Lsed
& [5] Basic Hard Disk 1 (Unknown Model)  Imtemal Hard Disk Drive M0GE
5 Local Disk () Primary L Swap2  509.8 MB KB
? TG Linusx B3 14GE 581MB
i [gNew Volume F) Primary NTFS 24GE 3551MB
H E.‘NEW VOLUME (E) Primary FAT32 J4GB 4 KB

Marme Lecal Disk (°)
Vohume label: [No label]
File system:  Linux Bx43 Tolal size:  1.4GB
Used space: 581 MB Fres space: 1.3GB
To sedect whens to restore the selected object(s), cick Next Diata size to restore: 1.4 GB

[k o> ] [ Gos

If you want to restore the image contents, click the Next button. In order to cancel, click the Cancel button.

Using the Archive Database
To open the Archive Database, click the appropriate tab in the Explorer Bar. The database window can be

conditionally subdivided into several sections that differ in their purpose and functionality:
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;

=
Disk View | Scheduled Tasks | Archives | Help

Archive of Basic Hard Disk 1 (VMware, VMware Vir fons =
SCSI Disk Dev) = Gl CO/IVD Daves
# (9)C0/DVD Drive D
= ] Hard Diskes
Source Object Size: 10GE [E] 1. WMwars, Vidware Virtual 5 SCSI Disl
Archive Sire: 2226 ME = I 1. Primary NTFS (£
Location: C./ec_new/arc_new F E * $Rocyce B
Creation Date: 3/2/2003 22101 AM SR
Comments: My hdd? v
Rags: ] Compressed arc_new FBF 5

e _new plm
™ arc_new_0700p. 000
{ are:_pewt_(01100p plen

arc_new_0101p 000

@ Fiastoos the sslactad archive gzt _000p phm
arc_new_0102p 000
Check Archive Integrity
Bl": Thes wizare hiskoa you to tast axisting archivas. The wizard wil chack § ec._pews (01025 plm
77| the archive is valkd and makes you sure the archive inlegriy is nct arc_naw_(0013p.000
wiciated are_new_(103p pfm
H [l archive_db
£ o7 Baat
Documents and Settings
t Pardlogs
. Program Fies
# [5] ProgramData
41 = Aecovery
= £ Siystam Vislums Informatson -
4 | ] Ll Lbec | ]
= Show ] @ B i i« 3
Tvpe Creation Date = Source Object Size Flags Co Mounted
22009 2.33.00 AM  Local Diskc [T 4535 GB o M

= 922005 22101 AM  Basez Hard Disk: 1 (Vidhwars, VMwars Vistual 5 SC51 Disk: Dev) 10GB

1. Explorer Bar that displays properties of the selected image.
2. Files view.

3. Archive List that displays a list of images contained in the Archive Database (if any).
Besides the program provides all the necessary functionality to manage backup images in
the database (add, delete, mount, refresh, etc.)

All panels offer a synchronized layout and are separated by vertical and horizontal
expandable sliders, allowing the user to customize the screen layout.

Data Backup and Rescue
In this chapter you will find all the information necessary to establish a reliable data protection system.

Creating Backup Images
We have already mentioned that the most prevalent way to protect valuable data is to create backup copies (backup

images in terms of the program) of it. Depending on a type of information you need to protect and the way this
information should be processed, the program offers a number of handy backup wizards and dialogs.

Wizard Work Algorithm
To make your job with the program as easy and convenient as possible, all backup wizards share similar work
algorithm. So let us just take as an example the Sector Backup Wizard to describe it in detail.
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_ By going through steps of the wizard, you configure all the necessary settings to launch the backup operation. To
X

~— minimize the possibility of making any mistake, the wizard provides auxiliary information on every single option.

o) . — . . . . L. .
) Moreover you can get an in-depth description to any setting, control, or field of the wizard just by clicking the hint
button and then the object you need.

Startup
There are several ways to start the Sector Backup Wizard:

e In the Main Menu: select Wizards > Back up a Disk or Partition...
e Onthe Common Tasks Bar: click the Back up a Disk or Partition item of the Wizards menu.

e Inthe Toolbar: click the Back up a Disk or Partition button.

Setup
The wizard offers the following steps to accomplish the backup operation:

¢ The object to back up. You can back up either an entire disk or separate partitions of the disk (primary,
extended or logical). In case of backing up an entire disk, you’ve got the possibility to include into the image
such disk elements as the Master Boot Record (MBR) and the first track of the hard disk. This can be very
helpful for serious disk recovery procedures.

Name Type R =
= I My Computer My Computer
5 [l [7] Basic Hard Disk 0 (Viwans, Viiwans Vietual S SCSI Disk Dwv) Intemal Hard Disk Dve
= [l = First Hard Disk: Track First Track
Ic MeR ]
5 Local Disk T Primary M
[5] Base Hard Disk 1 (VMware, Vihwars Vietual 5 SCSI Disk Dev) intemal Hard Disk Drve
{53 First Hard Disk: Track First Track
[ Master Boot Recond MER

e Backup destination. The wizard allows saving backup archives to local or network drives, to physical
partitions (without drive letters assigned), to FTP Severs, the Backup Capsule or burning them to CD/DVDs.
You need to select a destination, taking the estimated archive size and available space on the backup
destination into account.

There are several ways the Wizard can store your dats. Please salact how would you e to save the
archive

| Save data to the Backup Capsuls |

@ Save data to local/network dives
Save data lo physical patitions
Save data to FTP locations

Buen the dats 15 CD or OVD

e Name and location of the resulted image. Provide a file name for the new image and its exact location. The
program automatically offers an easy to understand name containing the date and the time of the archive
creation, which can anyway be modified.
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Select a folder whene archive should be placed and speciy archive name, Archive name will be used a3 8
subrfolder whene backup data fles will be slored

Archive locabion: |Go/anc_test/ o W

Nama Sire | Date
Bl My Computer
£ [E] Local Desk 1)
# =] Local Dk (E)
# [5] Avchives IG7)
£i- [E] images (\200.0.1.164'2) (7

il [r—

Archive detals
Archive name arc_fest
Estimated archive size: 2 MB

Space avaiable on backup destnation: 38 GB

The program automatically calculates size of the future archive and informs the user about
space available on the selected destination.

e Archive Comment. You can add some additional description to the archive that will later help to distinguish
it from the others.

Please enter a shod comment to describe the anchive

€ e
e SOt

In addition, there is the possibility to make further detailed settings (although the default values will do in most

cases). To activate the advance mode, you need to mark the appropriate option on the second page of the wizard.
When it is marked, the next page enables to define:

e Whether the archive integrity will be controlled.

program are 100 percent flawless. Nevertheless if you decided not to control the archive

r Checking archive integrity enables to guarantee that all backup images created with the
integrity, the backup operation would take about 3-5% less time.

e Whether image file names will be set automatically in complex archives.
e Compression level for the backup image (including the No compression variant).

e  Whether the archive will be split (if yes, you can set the maximum size for the archive files).

Splitting images enables to tackle issues caused by a file size limitation of some file
systems.

e Whether the archive will be protected by password.

e Whether the selected disk (or the selected partition) will be copied in the sector-to-sector mode (including
unused sectors as well).
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e Whether the OS auxiliary files (pagefile.sys, hyberfil.sys) will be included in the backup image.

e Whether backup images stored in the Archive Database will be processed during the backup operation.

Skipping backups of the Archive Database may considerably decrease the resulted image
file and time to carry out the operation.

e Recording speed when the user wants to burn the backup image onto CD/DVDs.
e [SO image folder where the archive that is to be recorded on a disc, is placed.

e Whether the operation will be performed without rebooting the system. The program needs to reboot the
system in order to have exclusive access to processing data. In a Windows environment this is difficult to
achieve because even when all the other applications are closed, the system service programs are still
running. However, there is a way to avoid rebooting. The mode of processing the backup operation without
rebooting is named Hot Processing. You can also define specific parameters for the Hot Processing mode.

e The data to be automatically excluded from the resulted backup.

A By default the program will take into account exclude filters set in the Settings dialog.

Result
After the backup operation is completed you receive an image of the selected disk (or the selected partition). This
image is placed into the specified destination, its features defined by the wizard.

Dialog Work Algorithm

All backup dialogs share similar work algorithm as well. Unlike wizards, settings of a backup dialog concentrate on a
single page. That’s why it cannot boast high level of the self-descriptiveness. Anyway with the context sensitive hint
system you can get an in-depth description to any setting, control, or field of the dialog just by clicking the hint
button and then the object you need.

A We recommend the program’s dialogs for experienced users mostly.

So let us just take as an example the Partition Backup Dialog to describe its work algorithm.

Startup
In order to start the operation you should take the following steps:

1. Select a partition on the Disk Map;
2. Call the Partition Backup Dialog to set up the operation. There are several ways to do it:
- Select in the Main menu: Partition > Back Up Partition.

- Call the popup menu for the selected partition (right click of the mouse button) then select the menu
item: Back Up Partition...

Setup
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Initially the program suggests some consistent values for all parameters. In most cases, you can just press the
Backup button to confirm the operation.

=
g" Are you sure you wanl (o backup volume (F:) New Volume, NTFS5?

=" You are sbout io backup (F:) Mew Vohume, NTFS. This allows you to create the backup
mage of your data.

Archive nams: arc_020909115757758
FAychive commant
Compeession bewel
Nomal comprasson El
Estimaled archive siza: 309 MB  Get sxach size sstimation
Archive dastination
C.f | EBrowse

Space avalable on backup destination: 491.3 GB

Password protection

=) [More options |E'-udq.p Mo

e Archive Name. The program automatically offers an easy to understand name containing the date and the
time of the archive creation, which can anyway be modified.

e Archive Description. You can add some additional description to the archive that will later help to
distinguish it from the others.

e Compression Level. From the pull-down list you can select the desired compression level for the backup
image (including the No compression variant).

e Archive Destination. Here you can manually enter a path where to place the future backup image to or
press the Browse button to find the required location.

e Password Protection. By setting a password you can protect contents of the archive against unauthorized
access.

In addition, there is the possibility to make further detailed settings (although the default values will do in most
cases). To activate the advance mode, you need to click the More options button at the foot of the dialog page, so
you will be able to define:

Image opticns

#| Enable hot processing

Microssdt Vohuma Shadow Copy Service -
7| Spll image upto: | 2000 ME

7| St image file names sutomslszaly Pastition raw processng

¥ Skip 05 susdiary fles 7| Skip anchive files stored in anchive by

%) Fewer options [ Backup H Ho
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e Whether the operation will be performed without rebooting the system. The program needs to reboot the
system in order to have exclusive access to processing data. In a Windows environment this is difficult to

achieve because even when all the other applications are closed, the system service programs are still
running. However, there is a way to avoid rebooting. The mode of processing the backup operation without
rebooting is named Hot Processing. You can also define specific parameters for the Hot Processing mode.

e Whether the archive will be split (if yes, you can set the maximum size for the archive files).

Splitting images enables to tackle problems caused by a maximum file size limitation of
some file systems.

e Whether image file names will be set automatically in complex archives.
e Whether the OS auxiliary files (pagefile.sys, hyberfil.sys) will be included in the backup image.

e Whether the selected partition will be copied in the sector-to-sector mode (including unused sectors as
well).

e Whether backup images stored in the Archive Database will be processed during the backup operation.

Skipping backups of the Archive Database may considerably decrease the resulted image

f file and time to carry out the operation.
By default the program will take into account exclude filters set in the Settings dialog.
You’ve got no option to change them directly from this dialog.

Result
After the backup operation is completed you receive an image of the selected partition. This image is placed into the
specified destination, its features defined by the dialog.

Available operation scenarios:

e Backing up a hard disk or partition to the Backup Capsule

e Backing up a hard disk or partition to external media (CD/DVD)

e Backing up a hard disk or partition to a network drive

e Backing up a hard disk or partition to an FTP server

e Creating a differential to a full partition backup

e Creating a cyclic partition backup

Restoring System and Data

The program includes a convenient and reliable restore wizard. With its help you can restore all types of backup
images created with the program. It provides easy to understand instructions to configure and perform all the
necessary settings. Moreover you can get an in-depth description to any setting, control, or field of the wizard just
by clicking the hint button and then the object you need.

Startup

There are several ways to start the Restore Wizard:
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. e Inthe Main Menu: select Wizards > Restore...

(
J

S

(¢

) e Onthe Common Tasks Bar: click the Restore item of the Wizards menu.

In the Toolbar: click the Restore Wizard button.
Setup
The wizard offers the following steps to accomplish the restore operation:

e A backup image to be restored. The Browse for Archive page enables to find a backup image you need

By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

Toowa 7] & b Ik
Typa Creation Date = Source Object Sire i
95272009 50603 AM  FHladavel Anchive 4 KB
[ 9/2/2009 23300 AM  Local Disk ()

4395 GEB

L=l 9272009 22101 AM  Basic Hard Disk 7 (Viviware, Vivware Vitual 5 SCS1 Disk Dav) 10GB

d ]

awich {0 Fie View
Archive Fla Detads
Comment, My documents

Backup date: 3/2°2009 5:06:03 AM Total size: 4 KE (4,056 Byles)

Archive size: 445 Bytes

2 ] G:/arc_doc/FLOMO00000000000000, archive pfi

Base archive

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

A To know more on the subject, please consult the Viewing Image Properties chapter.

By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.
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Lookin: | [Z] Local Disk i€ 3 2 X ¥
Narme | Sze | Date
= ULDGdD\‘!H[C] Bl
5 | arc_new /272009 2:26:04 AM
orc_new.PEF 9BKE 9/2:2003 2-21:28 AM
% | archive_db 9/2/2003 5:39.22 FM
@ ) Peflogs 71372009 73705PM .|
Files of type | Archive fles [=]
Swiichto Archive List View
Fechive Fie Detais
Hame: Basic Hard Disk 1 {Unknown Model)
Commert: My hdd2
Typa: Intemal Hard Disk Deve
Total size: 0GB
He: C:farc_pew/arc_new PBF

Moreover, on this page you’'ve got the possibility to create new folders, delete existing files/folders or map
network drives by clicking the appropriate buttons.

A To know more on the subject, please consult the Viewing Image Properties chapter.

File Backup Restore

e Data to restore. You've got the option to restore not only the entire archive, but separate items of it (the so
called selective restore functionality) by marking checkboxes next to the data items you need.

Chick: the chieck box next o any file or folder you wanl (o reslore from

Name Type Size
= |, FB Anchive File Level Archive  113.1 KB (115,869 Bytes) |
= B/
W EiC
= | 5 Users
W [ user
= [l [ Deskiop
Shl images
il databackupandrescu File 1IKB
W databackupandrescu . File 135KB
restoresystemanddata,.. Fie 219KB
restoresystemanddata. . Fils MEKB
To continue, cick Mext Data size to restore- 46.5 KB

e A place to restore. From the pull-down list you can choose whether to restore contents of the backup image
to its original location or specify some other one.

Copyright© 1994-2010 Paragon Software Group. All rights reserved.



Besides if you select the Original location option, you can additionally define whether to replace already
existing files during the restore operation (good for recovering presumably corrupted files) or leave them
intact (good for recovering accidentally deleted files).

Sector Backup Restore

e Data to restore. You’ve got the option to restore not only the entire archive, but separate items of it (the so

called selective restore functionality) by marking checkboxes next to the data items you need.

Please sslact one of the obisctis) to restone

Neme Type Fle systemn | Size Used
= [E] Basic Hard Disk 1 (Unknown Madel} intemal Hard Disk Drive 10GE
B Local Diskc 1) Frimary Linee Swap2 5095 MB 4KE
0 Local Desk () Primary Linwe Ext3 14GE S81ME
5 | New Volume (F) Frimary NTFS 246G8 3BEIME
=0 | . 7
i [ ] o) Systam Viokeme Infoem,
i (B NEW VOLUME (E-) Primary FATI2 34GE 4KB
Archive Detais
Hame: New Volume (F:)
Wolurms label:  New Volumes
Fle system:  NTFS Totslsize: 24 GB
Used space: 3563 MB Frea spaca: 2GEH
To salect whem fo rstons the selacied objactis). click Mead Data size to restore: 1328 KB

If you select separate files or folders to restore, the wizard will continue working as though
you’ve got to do with a file backup.

e A place to restore. Selecting the destination, please note - all contents on the disk selected for restoring
purposes will be deleted during the operation.

Basic Hard Disk 0 (VMware, VMware Virual 5 5C51 Disk Dev)

I &) Local Disk (C:)
4939GB NTFS

Basic Hard Disk 1 (VMware, VMware Vifual 5 5C51 Disk Dev)

2 I e ea e | =
) Local Disk (E) «) Local Disk... Q) -.. I @) (Unalloc.
3.4 GB FAT3Z 2.4GB NTFS | 146G.. 2268

To help you get a clear-cut picture of the operation outcome, the program allows inspecting the resulted
disk layout.

Restoring Partition:

e Size of the restored volume and free space before and after it on the disk.
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— Geometry Restore Options

Please specy the size of the resiored parition 2470 | 36 MB - 2470 MB
Plaase specfy size of fres space befors the partition: |0 + OMB- 2434 MB
Plaase spacly size of free space after the partkion o * OMB- 2434 MB

e Drive letter assignment after restore. The pull-down list contains vacant drive letters that can be associated
with the restored partition.

Partition Festors Options
Assign the following drive letter: [F- [+

Restoring Hard Disk:

e Copy data and resize partitions proportionally. If this option is activated, the program proportionally
changes the size of partitions keeping their relative order intact. The option can be useful when restoring to
a larger hard disk.

e Perform surface test. Define whether the surface test will be accomplished during the operation or not.

Your hard disk after the changes
Base Hoard Diske 1 N“u'.n:_ Vidware Vidusl S SCS1 Desk nu'r]

. ) Local Disk ) I ) Local Disk. o) I I ) (Unalloc

34 GBFAT3Z 4G 22GE

Hard Desk Restore Options
Copy data and resize paritions proposticnally

In this mode. the: Wirard changes the size of paritions in the same proportion. with keeping intact their
relative order. This opticn can be usefl in restring an image of hard disk o a lager one.

Perform suface test

Set thes apbion § you wanl tha YWizard (o pefomm the sufaca test on the tanget hard dele. In thes cass, F the
program finds bad and unreiable sectors & will mark them as unusable ones

All contents on the disk selected for restoring purposes will be deleted during the
operation.

Result
The wizard will restore the archived data, and make it available to use in the operating system.

Available operation scenarios:

e Restoring a system partition from external media (CD/DVD)

e Restoring a system partition from a network drive

e Restoring a system partition from a local drive

e Burning of data from the corrupted system disk to CD/DVD

e Copying of data from a backup to the corrupted system partition

e Restoring separate files and folders from a backup

Partition Management
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In this chapter you will find all the information necessary to carry out partitioning operations supported by the
program.

Basic Partitioning Operations
Here you can learn how to accomplish basic partitioning operations (create, format, delete).

Creating Partitions
The program provides the ability to create a new partition by using the DOS partitioning scheme. This operation can
be accomplished with the Create Partition Dialog.

Restrictions
1. Do not use the Create Partition function in order to undelete the last deleted partition.

2. The program cannot create new partitions on Dynamic Disks. The current version of the program supports
only hard disks that use the DOS partitioning scheme (in Windows 2000 and XP these disks are named Basic
Disks).

3. According to the rules of the DOS partitioning scheme, the following combinations of partitions cannot be
created:

- Two Extended Partitions on one hard disk
- Five or more Primary partitions on one hard disk
- If there is an Extended Partition on the disk, only three Primary partitions are allowed

4. The program allows creating new partitions only within blocks of un-partitioned space. It cannot convert a
free space on an existing partition to a new partition.

Startup
In order to start the operation you should take the following steps:

1. Select a block of free space on the Disk Map;
2. Call the Create Partition Dialog to set up the operation. There are several ways to do it:
- Select in the Main Menu: Partition > Create Partition.

- Call the popup menu for the block of free space (right click of the mouse button) then select the menu
item: Create Partition.

Setup
Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Yes
button to confirm the operation.
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(%Sl
Are you sure you wanl lo create a new parlition on disk 37
You are sbout 10 create a new parition in (Unallocated), 19.9 GB area. Flease selact size,
position and file sysiem of the new parition
Basic Had Dizk 3 (VMware, VMware Virtual S SCS1 Disk Dev)
I I &) New Volume (H:) I
19.9GB NTF5
Create new partiion s [Frmary parttion [
Plizase spaciy new partison size 20473 & TMB- 20473 MB
Please speciy sire of free space befors the partition: 0 * 0MB - 20455 MB
Please specily size of free space aflerthe padttion: % OMB-20472 MB
Fioase sedact fie system for new pastition: | NTES EJ
Flease enter new voiume [sbel: Hew Violume
Flease spaciy drive letter H 3
%) More options | Yes | | Ho |

e Define whether the partition will be Primary, Extended or Logical. You can choose the desired partition
type from the pull-down list. As a matter of fact, the available alternatives fundamentally depend on the
selected block of free space - within the Logical free space, only Logical partitions can be created; Within the
Primary free space, both Primary partitions or the Extended Partition can be created.

e Partition Size. Define the size (in Mb) of the new partition.

e Free space before. Define the position (in Mb) of the new partition relative to the beginning of the block of
free space.

e Free space after. Define the amount of trailing free space (in Mb) at the end of the new partition.

that, just carry out the required operation on the Disk Map. The virtual operations are to be

r Partition size and position may also be defined by using the drag-and-drop technique. To do
available.

e File system for new partition. From the pull-down list select a file system the newly created partition will be
formatted to, otherwise the partition will remain unformatted (so that it will not be ready to use).

e Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually
used for drive identification.

e Drive letter assignment. The pull-down list contains vacant drive letters that can be associated with the
newly formatted partition.

In addition, there is the possibility to make further detailed settings (although the default values will do in most
cases). To activate the advance mode, you need to click the More options button at the foot of the dialog page.
Depending on the chosen file system, the following options become available:
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¢ Usa 05 busk in fomal routine
Flease selact number of sectors per clusier: | 8 T_'
Phease selact number of sectors per boot

Please ssfact number of root entries
F'Hmd-dm:
e Use OS built-in routine. Mark the option to restrict the available values according to the used OS.

e Whether the surface test will be performed. Define the level of the surface check to make the program find
bad and unstable sectors and mark them unusable in the file system metadata.

e The amount of sectors per boot. This parameter is available exclusively for FAT16 and FAT32 file systems.
Set the number of sectors to be reserved for the boot area on the partition with this spinner control.

e The amount of root entries. This parameter is available exclusively for FAT16 file system. Set the maximum
amount of files/directories to be placed in the Root Directory on the FAT16 partition.

e The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this spinner
control.

A Number of available options depends on the selected file system type.

Result
After the operation is completed you receive a fully functional partition.

Formatting Partitions
Any partition should contain some file system to be used for keeping data. The process of installing a file system is
commonly known as formatting. A huge variety of file systems have been developed these days.

Supported File Systems
The program provides the ability to format partitions of the following file systems:

- FAT12 & FAT16
- FAT32
- NTFS
- Ext2
- Ext3
- Linux Swap v. 2
- Apple HFS
This operation can be accomplished with the Format Partition Dialog.

Startup
In order to start the operation you should take the following steps:
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1. Select a partition on the Disk Map;

= 2. Call the Format Partition Dialog to set up the operation. There are several ways to do it:
- Select in the Main Menu: Partition > Format Partition.

- Call the popup menu for the selected partition (right click of the mouse button) then select the menu
item: Format Partition.

Setup
Initially the program suggests some consistent values for all parameters. In most cases, you can just press the
Format button to confirm the operation.

R )
é. Are you sure you wanl Lo formal volume (F:)7?
I You are about 1o format volume (F:) [No label]. NTFS. Your computer may
no longer boot or work: comectly
Please select new fie system:  [ZNEIINNNN ~]

Plzase enter new volume labal: | New Volume

%) Mome optiors [ Fomat |[ Mo

e File system. From the pull-down list select the desired file system type. In fact, the program displays only
those file systems that can correctly be placed to the selected partition, taking its capacity into account.

e Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually
used for drive identification.

In addition, there is the possibility to make further detailed settings (although the default values will do in most
cases). To activate the advance mode, you need to click the More options button at the foot of the dialog page.
Depending on the chosen file system, the following options become available:

#| Use OF bukt n format routine
Plaass sslect rumber of sectors per cluster; | 128 j
Plaasa sslact number of sectors per bool

Pleass sslact number of mol entries
Restors defauts |
e Use OS built-in routine. Mark the option to restrict the available values according to the used OS.

e Whether the surface test will be performed. Define the level of the surface check to make the program find
bad and unstable sectors and mark them unusable in the file system metadata.

e The amount of sectors per boot. This parameter is available exclusively for FAT16 and FAT32 file systems.
Set the number of sectors to be reserved for the boot area on the partition with this spinner control.

e The amount of root entries. This parameter is available exclusively for FAT16 file system. Set the maximum
amount of files/directories to be placed in the Root Directory on the FAT16 partition.
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e The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this spinner
control.

A Number of available options depends on the selected file system type.

Result
After the operation is completed you receive a fully functional partition formatted to the specified file system.

Deleting Partitions

With the Delete Partition Dialog you can delete a partition on a hard disk partitioned with the DOS partitioning
scheme. Unlike the majority of other utilities (Windows Disk Manager included), the program can not only remove
references to the deleted partition from the Partition Table, thus making it unavailable for the operating system, but
also enables to irreversibly destroy its data. This feature will guarantee security of your personal information.

Startup
In order to start the operation you should take the following steps:

1. Select a partition on the Disk Map;
2. Call the Delete Partition Dialog to set up the operation. There are several ways to do it:
- Select in the Main Menu: Partition > Delete Partition.

- Call the popup menu for the selected partition (right click of the mouse button) then select the menu
item: Delete Partition.

Setup
Initially the program suggests you just to remove references to the selected partition from the Partition Table.

=
7. Are you sure you want to delete volume (F)?

W You are sbout 1o delete volume (F:) [No label]. NTFS. Your computer may
no longer boot or work comectly

7] | Do not ask volume label ned time |

e Enter the volume label to confirm deleting. To confirm deletion of the selected partition, enter its Volume
Label. The current volume label is displayed above.

e Do not ask volume label next time. Mark the option to inhibit confirmation next time you start the dialog.

Result

By default, the operation takes only a fraction of a second. However, the program waits until Windows completes
the modification of the disk layout. In case you decide to wipe the on-partition data as well, the operation will take
much longer, depending on the set wipe parameters.

Advanced Partitioning Operations
Here you can learn how to accomplish advanced partitioning operations (undelete).
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Changing Partition Attributes
This chapter explains how you can change partition attributes (Active flag, Hidden flag, Partition ID, Volume Label,
etc.).

Mark Partition Active/Inactive
The program enables to set an active/inactive flag for primary partitions of a hard disk. By default, an operating
system will boot only if its partition is active or bootable.

In order to mark a partition active/inactive you should take the following steps:
1. Select a primary partition on the Disk Map.
2. Call the Mark Partition Active/Inactive Dialog to set up the operation. There are several ways to do it:
- Select in the Main Menu: Partition > Mark Partition as Active/Inactive.

- Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map, then
select the menu item: Mark Partition as Active/Inactive.

1' Are you sure you wanl lo sel the volume as active?

You are about 1o set the volume (F:-) [No label], NTFS as active. K you aleady
have active volumes, this action might render your system unbootable:

Yes

3. The operation will be performed immediately after confirmation.

There can only be one active partition on a hard disk, otherwise your operating system will
fail to boot.

Hide/Unhide Partition
The program allows you to hide/unhide primary and logical partitions. By default, an operating system does not
mount hidden partitions, thus preventing access to their contents.

In order to hide/unhide a partition you should take the following steps:
1. Select a partition on the Disk Map.
2. Call the Hide/Unhide Partition Dialog to set up the operation. There are several ways to do it:
- Select in the Main Menu: Partition > Hide/Unhide Partition.

- Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map, then
select the menu item: Hide/Unhide Partition.

3. The operation will be performed immediately after confirmation.

It is strongly recommended not to hide the system partition. Otherwise your operating
system will fail to boot.
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"==Set Label of a Partition
The Partition Label is a small textual field (up to 11 characters) that is located in the partition's boot sector. It is

X
“ detectable by any partitioning tool and is used for notification purposes only.

U

In order to change a partition label you should take the following steps:
1. Select a partition on the Disk Map.
2. Call the Change Volume Label dialog to set up the operation. There are several ways to do it:
- Select in the Main Menu: Partition > Modify > Change Volume Label.
- Onthe Explorer Bar: click on the current volume label.

- Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map, then
select the menu item: Change Volume Label.

3. Enter a label for the selected partition.

Ame you sure you wanlt to change label on volume (F:)7
w Please speciy & volums label for easier recogrition of your volume:

Please enter new volume Iabel. | New Volume

| Yes | Na

4. The operation will be performed immediately after confirmation.

Change Partition ID
Partition ID is a file system identifier. It is saved in the Partition Table and is used to quickly detect a partition of the
supported type. By manually changing its value, you can manipulate accessibility of partitions.

In order to change a partition ID you should take the following steps:
1. Select a partition on the Disk Map.
2. Call the Change Partition ID dialog to set up the operation. There are several ways to do it:
- Select in the Main Menu: Partition > Modify > Change Partition ID...
- Onthe Explorer Bar: click on the current partition ID.

- Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map, then
select the menu item: Change Partition ID...

3. Set a new ID for the selected partition.
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,‘ Are you sure you wanl lo change system ID of the partition (F:)7

1)
Cumert system |0 is OxD7 NTFS. Changing system 1D might prevent some
operating systems from working with the partition.

| Feoss seloc predeline |L) from ts i

07 NTES _vJ

Pioase snter |0 manually

o Predefined ID. Select from the pull-down list the required ID.

e Enter ID manually. With the spinner control set the required ID value. It has to be a 1-2 digit
hexadecimal number.

4. The operation will be performed immediately after confirmation.

Change Serial Number of a Partition
FAT16, FAT32, and NTFS file systems include the Serial Number parameter. A partition's serial number is saved in the

boot sector. Its value is generated while formatting.

The program enables to modify the serial number parameter for FAT16, FAT32, or NTFS partitions without re-
formatting.

In order to change a serial number you should take the following steps:
1. Select a partition on the Disk Map.
2. Call the Change Partition Serial Number dialog to set up the operation. There are several ways to do it:
- Select in the Main Menu: Partition > Modify > Change Serial Number.
- On the Explorer Bar: click on the current serial number.

3. Enter a new serial number for the selected partition. It should contain 8 hexadecimal figures (0..9 or A..F).
The operation cannot proceed until you enter all 8 symbols.

,é' Are you sure you want to change seral number of volume
% {F:)?
Your computer may no longer boot or work comectly
Plaase anter new senal number in hexadecmal fomat
ZEDE-TD16-DE7C-DDS1|

4. The operation will be performed immediately after confirmation.

Hard Disk Management
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™ this chapter you will find all the information necessary to carry hard disk operations supported by the program

(Update MBR, Convert to Basic, Change Primary Slot).

Updating MBR

The program enables to overwrite the current bootable code in the MBR (Master Boot Record) by the standard
bootstrap code. This can help to repair a corrupted bootable code of a hard disk resulted from a boot virus attack or
a malfunction of boot management software.

In order to update MBR of a hard disk you should take the following steps:
1. Select a hard disk on the Disk Map.
2. Callthe Update MBR dialog to set up the operation. There are several ways to do it:
- Select in the Main Menu: Hard Disk > Update MBR.

- Call the popup menu for the selected hard disk (right click of the mouse button) on the Disk Map, then
select the menu item: Update MBR.

% [l
; Ame you sure you want (o update master bool recond?

= Cument MBR contents for hard disk number 0 will be lost after this operation. Your
computer may no longer boot comectly

[ Yes Er Mo

3. The operation will be performed immediately after confirmation.

Task Scheduling
Automation of operations can really help you out when you’ve got to accomplish certain routine operations on a
regular basis as it enables to execute them without your involvement while optimizing your computer’s work-load.

Setting a Timetable
Thanks to the embedded Scheduler, you can set a timetable for execution of any operation. It has two categories for
time settings (these correspond to appropriate items in the Schedule type menu):

e Initiating the operation by an event:
- One time only (i.e. the Once item)
- When the system starts (i.e. the At System Startup item)
- When the user logs on (i.e. the At Logon item).

¢ Initiating the operation periodically (i.e. Daily, Weekly, Monthly).

Please specy how and when would you ke to pesform the task

©
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/_\ You need to select one of the variants. Depending on your choice, the scheduler displays a form that enables to set a
[~
ON) 4

& timetable.

Please spaciy how and when would you ke to perfom the ask

Shutdown system after backup
J| Generate unique names for scheduled backups
Run the task on
022009 < a | 12:00 AM
Every
1 *| weskisjon:  [#] Monday Frday
Tussday Satunday
Wednesday Sunday
Thursday

Dio not run the (ask after

=paciy user name and pasgword,

To run the task in the log-off mode, please specify administering login info by following the
f appropriate link in the left lower corner of the page.

The Shutdown System on Complete option enables to automatically switch off the
computer on the successful accomplishment of the operation.

Managing Tasks
All scheduled tasks are placed in a separate list, which can be retrieved by clicking the Scheduled Tasks tab in the
Explorer Bar:

Disk View | Scheduled Tasks! | Archives | Help
Scheduled Tasks = & [k
Hame Scnpt When to Fun
o1 Backup of MER of hard disk 1 scr_020909124744490psl A 12:00:00 AM every Man, of every week, starting 3/2/2009
On every task you can get in-depth information, including:
e The task name
e The full path to the generated script of the task
e Scheduled time of launch
e Statistics on the last launch
e Scheduled time of the next launch

e Used account information

e Comments to the task
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"==To easily manage tasks, the program enables to arrange them according to a certain characteristic just by clicking on

A
(¢

the required property.

This feature can be particularly beneficial when the Scheduled Tasks list contains too many
Z L items.

You can also enable/disable, rename, delete, refresh or modify properties of the selected task.

Task Editor
With the Task Editor you can easily modify properties of scheduled tasks. To do that, you should take the following
steps:

1. Select a task on the Scheduled Tasks list.
2. Call the Task Editor dialog. There are several ways to do it:
- Click the Properties button on the Scheduled Tasks list.

- Call the popup menu for the selected task (right click of the mouse button), then select the menu item:
Properties.

%, Task Properties: Backup of MBR of hard disk0 —
{Ganeral| | Schedule

O Program: |C\Program Fes'\Parsgon Software'\Drive Backup 10 Server Edion'perogramscripls exe
- i Fles/Parsgan Software, Trive Backup 10 Server Bdtion/scrpte/ser_(205091.24744450 ol

Comements Biackup has been scheduled: 9272009 5.47-44 AM

/| Enabled

[ oK | Aeply || Cancel

3. Inthe opened dialog window you can see two tabs - General and Schedule. Click the General tab to modify:
e Full path to the macro-command program-interpreter, which describes the scheduled task;
e Command line for starting the interpreter (i.e. the task described in macro-language)
e Comments referring to the task

e The option of enabling/disabling the task.
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By clicking the Schedule tab you can modify the task timetable.

In order to apply the changes, you need to click the Apply button at the foot of the dialog.

Creating a Scheduled Task
You can set a timetable for execution of any operation. For backup and copy operations the program offers handy
wizards, while all the others can be scheduled with the Save to Scheduler dialog.

To create a scheduled task you should take the following steps:

1. Make sure the virtual mode of execution is enabled;

2. Carry out with the program all operations you need to schedule;

3. Call the Save to Scheduler dialog in the Main Menu: Tools > Save to Scheduler...;

-0 ]
T Schedule vinual operations?

&

Al vitual cperations you have made will be saved to the scheduler. No operations will be
appbed

Task nama: | Scheduled Task
Pisase spacfy how and whan would you lice to parform th task
@ L —

Shutdown system after camdng oul the tasks

Run the lask on

090272009 5| at (1200 AM
Every

1 * dayls)

Do mot run the iask after-

Discand all operations on close | Yes | Mo

4. Inthe opened dialog enter the required task name and specify the task timetable;

5. The operation will be performed immediately after confirmation.

A This command is unavailable if there are no operations on the List of Pending Operations.

Extra Functionality
This chapter describes the supplementary functionality available in the program.

View Partition/Hard Disk Properties
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e The program enables to obtain in-depth information on the properties of hard disks and partitions. Besides the
- general information, such as capacity, used space or file system type it provides the possibility to get info on hard
disk geometry, cluster size, exact partition location, etc.

There are several ways to get properties on a partition/hard disk:

1. Choose a partition/hard disk on the Disk Map, then select in the Main Menu: Partition/Hard Disk >
Properties...;

2. Call the popup menu for the selected partition/hard disk (right click of the mouse button) on the Disk Map,
then select the menu item: Properties...

General| | Fie System nfo | Advanced

Local Disk (C))

Volume label:  [No label]
File system- NTFS
Type: Primary
Capacity: 4333GE
536,868,214 B4E Bylas
1.048.571.904 Sectors
Used by data: 53GE (1%)
10,016,497 664 Bytes
19,563,472 Sacton
Free space: 4305 GB (33%)
526,852 317,184 Bytes
1,029,008 432 Seciors

In the opened dialog information will be grouped according to its properties, thus by clicking tabs you can get
information you need.

File Transfer Wizard
File Transfer Wizard is designed to make such operations as copying of separate files/directories or burning of them

to CD/DVD as easy and convenient as possible. It may be of particular use in case of a system malfunction, caused
either by a virus attack or files corruption, in order to get the system back on track again. Besides it provides access
to Paragon backups as regular folders to browse through their contents or copy required files.

Startup
There are several ways to start the File Transfer Wizard:

e Select in the Main Menu: Tools > File Transfer Wizard.

e Select the Transfer Files item of the Wizards menu on the Common Tasks Bar.
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Setup
The wizard offers the following steps to accomplish the transfer operation:

e Place to look for files/directories. Select a source disk from the pull-down list in the left pane of the page.
The program enables to process both mounted and unmounted (without drive letter assigned) partitions.
Besides it is possible to map a network drive.

Source

5] Local Disk £ H @ % X
|
[N (Z)DVD RW Deve D) »
1 [E] Local Disk E) 3

[E] Local Disk {F)

[E] Achives G}

[E] Hew Volume (H)

) Physical pariitions

v, NEW VOLUME, Disie 1
1] Metwork: places

1] Hstweork -

m

e Object(s) of operation. Choose files/directories you want to copy and place them to Clipboard by pressing
the Add button. To delete a file/directory from the Clipboard, select it in the Clipboard pane and press the
Remove button. You can also create a new folder, rename or irreversibly delete existing files/directories of
the left pane by pressing the appropriate buttons.

Clipboard Source
Name  Souce Path 7] Local Dk F) ] @ ® %
~rar——o—
| TRy
s % hiber sys
= & pagefie sys
» || somecmd cmd
£ {2 DVD RW Drive (D)
= [F] Locat Disk (E7)
[Z] Loeal Duske (F2) E
JWimages

+ System Volume Information -

Total data size: 132.8 KB

A Files/directories deleted from the Clipboard remain intact on source disks.

e Destination to store the object(s). The File Transfer Wizard allows copying data to local or network drives,

to physical partitions (without drive letters assigned), or burning them to CD/DVDs. Choose the way the data
will be stored.

There are several ways the Wizard can store your data. Plese select how would you lice to save the data
@ | Save deta to local/network dves |
Crvmnarte masting files
Save data to physical partitions
Bum the data ts CD or DVD
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Result

Revision of changes. The Transfer Summary page provides structurally divided information on all the actions
made in the wizard. Check the changes and come back to any step of the wizard (if necessary) by following
the required hyperlink.

Please overview the transler oplions. You can retum to the comespondng page and change the options by cicking on fithe
ypetrdinks.
Obiects 1o irander
Object(s) selected: 1
Total data sire: 132 8 KB (136,024 Bytes)
Trensfer destination
Destination path Cv
Space availoble on deslination: 4306 GB (526,821 834 752 Bytes)
Owverwrite existing files: No

After the operation is completed the required data will be placed into the specified destination.

Available Operation Scenarios:

Copying of data from the corrupted system disk to another hard disk

Burning of data from the corrupted system disk to CD/DVD

Copying of data from a backup to the corrupted system partition

Restoring separate files and folders from a backup

Mount Partition
The program enables to assign or remove drive letters of existing formatted partitions.

Assign Drive Letter
In order to mount a partition you should take the following steps:

1.

Select a partition on the Disk Map.
Call the Add Drive Letter dialog to set up the operation. There are several ways to do it:
- Select in the Main Menu: Partition > Assign Drive Letter...

- Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map, then
select the menu item: Assign Drive Letter...

Specify a drive letter for the selected partition. Initially the program suggests some consistent value for this
parameter. So you may just press the Yes button to confirm the operation.

"' Assign a drive letter?

This allows access to the volume by usng the drive letter assigned. The
assgriment ks not recommended § the voluma contains a file system not

supported by your operating system

Azsan the folevang deve ketter _El
Yes | Mo
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However you can manually define the required letter by selecting it from the pull-down list of available drive

letters.
4. The operation will be performed immediately after confirmation.

Remove Drive Letter
In order to un-mount a partition you should take the following steps:

1. Select a partition on the Disk Map.
2. Call the Remove Drive Letter dialog to define appropriate settings. There are several ways to do it:
- Select in the Main Menu: Partition > Remove Drive Letter.

- Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map, then
select the menu item: Remove Drive Letter.

3. The operation will be performed immediately after confirmation.

Modifying drive letter of the system partition will result in inability to boot the operating

2 system.
After having processed partitions with installed software, some programs may not run
properly.

Mount Archive

The program provides the ability to assign a drive letter to a partition backup image. As a result of the operation you
will get a new read-only partition in the system to easily browse through its contents and copy the required
information even with the standard Windows tools.

Assign Drive Letter
In order to mount an archive you should take the following steps:

1. Select a backup image in the Archive Database.

2. Call the Mount Archive dialog to set up the operation. There are several ways to do it:
- Select in the Main Menu: Archives > Mount the Selected Archive.
- Onthe Explorer bar: select the Mount Archive item.

- Call the popup menu for the selected image (right click of the mouse button), then select the menu
item: Mount the Selected Archive...

3. Specify a drive letter for the selected backup image. Initially the program suggests some consistent value for
this parameter. So you may just press the Yes button to confirm the operation.
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.'@\ Assign a drive letter?

! This abows access to the valume by usng the dive letter assignad. The
assgriment ks not recommended | the volums contains a file system not

supported by your opemating system
Fzmgn the folowing drve ketter _j

However you can manually define the required letter by selecting it from the pull-down list of available drive
letters.

4. The operation will be performed immediately after confirmation.

The current version of the program allows the user to mount archives of separate partitions
only.

There is no possibility to mount archives located on physical (unmounted) partitions or in

f the bootable capsule.
Archives will only be mounted for the current session and won’t be available after the
system restart.

It is strongly recommended not to un-mount backup images with Windows Disk Manager
or other third side software.

Remove Drive Letter
In order to un-mount a backup image you should take the following steps:

1. Select a backup image in the Archive Database.

2. Call the Unmount Archive dialog to set up the operation. There are several ways to do it:
- Select in the Main Menu: Archives > Unmount the Selected Archive.
- Onthe Explorer bar: select the Unmount Archive item.

- Call the popup menu for the selected image (right click of the mouse button), then select the menu
item: Unmount the Selected Archive...

3. The operation will be performed immediately after confirmation.

Test Surface
The program enables to test surface of existing partitions and blocks of free space for bad or unstable sectors. If
found any it automatically marks them unusable in the file system metadata, thus minimizing the risk of data loss.

In order to start the surface test you should take the following steps:
1. Select a partition or a block of free space on the Disk Map.

2. Call the Test Surface dialog to set up the operation. There are several ways to do it:
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- Select in the Main Menu: Partition > Test Surface...

- Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map, then
select the menu item: Test Surface...

3. From the pull-down list choose the level of the surface check.

-0 ]

%\ Test susface of volume [C:)7
J Testing volume suface slows 10 find bad blocks and other problems:

Please select 8 suface test level: [ N ~ |
| Yes | Mo

4. The operation will be performed immediately after confirmation.

Check File System Integrity
The program allows you to check integrity of a file system. It can be used to detect possible file system errors before

performing any operation on a partition.
To start the system integrity check you should take the following steps:
1. Select a partition on the Disk Map
2. Call the Check File System Integrity dialog to set up the operation. There are several ways to do it:
- Select in the Main Menu: Partition > Check File System Integrity

- Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map, then
select the menu item: Check File System Integrity.

3. Initially the program suggests some consistent values for all parameters. In most cases, you can just press
the Yes button to confirm the operation.

R
% Check volume (C:) [Mo label]. NTFS for ermors?

Plaase note that chack operation nesds exclusive sccess 1o the volume. You may be
asiond to nestat your computer to compéste the operation

Chedk disk options:

[ Scan for and aftempt recovery of bad sectors |

Yes || Mo

e Scan for and attempt to recover bad sectors. Mark the checkbox to additionally process sectors
marked bad in the file system metadata for the purpose of their possible recovery.

4. The operation will be performed immediately after confirmation.

Check Archive Integrity
The program provides the ability to check integrity of a backup image. The function allows distinguishing between
valid and corrupted images before using them. The Check Archive Integrity Wizard will help you do that.
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Startup
There are several ways to start the Check Archive Integrity Wizard:

e In the Main Menu: select Wizards > Backup Utilities > Check Archive Integrity...

e On the Common Tasks Bar: click the Check Archive Integrity item of the Wizards menu.

e Select a backup image in the Archive Database, then call the popup menu for it and choose the menu item:

Check Archive Integrity...

Setup
The wizard offers the following steps to accomplish the operation:

e An archive to verify. The Browse for Archive page enables to find a backup image you need.

By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive

Database (if any).

) Show ] & i I%

Tipe Crestion Date = Source Object Size
El 8/2/2009 5:24:27 AM  Basic Hard Disk 1 (Wihware, Viware Vitual 5 SCSI Disk Dev) 10
E 622008 5:20:25 AM  Mew Volume (F) 24
F S2/2009 51141 AM  Rledevel Archive 1131
_ §/2/2009 5:06:03 AM  Flelevel Archive Fi
ﬁ 9722009 2:33:.00 AM  Local Desk () 453 9
7] 9/2/2009 2.21:01 AM  Basic Hard Disk 1 (WMware, Vidware Vitusl § SCSI Disk Dev) 0

F ¢
Swilch to Fls View

Aychive File Detads

Comment. imagas

Backup date:  3/272003 5:11:41 AM Total size 113.1 KB (115,863 Bytes)

Archive size: 1012 KB (103.723 Bytes)
Fita: C/arc_images,/FLONO00000000000000. archive pfi
Base anchive:

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.

Archive File Details) display a short description.

A To know more on the subject, please consult the Viewing Image Properties chapter.

By clicking the Switch to File View link, you can find the required image in the browser-like window. The

section below (i.e. Archive File Details) will also display a short description of the selected image.
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Lockin: | [2] Local Disk (€} x] @ % ¥

Name |Sze | Date

[T & Jacnew Y2209 22608 AM [T
S8KB 9/2/200922128AM |
\_anc_new pim 1KB 9/2/2009 22604 AM

arc_new_0100p. 000 5727KB 9/2/2003 22102 AM

o ane_new_0100p pfm 1T1KB 9272009 22102 AM
| jarc_new_0101p.000 431MB /272003 221-10 AM
e[l A1KR S22M8708AM T

avflch 1o Archive List Ve

Brchive Fie Detals

Mame:  Basic Hard Disk 1 (Unémown Model)
Comment: My hdd2

Type irdemal Hard Disk Drive

Total sze: 10 GE

Fla Ce/are_new/are_new PBF

Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders or map
network drives by clicking the appropriate buttons.

A To know more on the subject, please consult the Viewing Image Properties chapter.

Result
After the operation is completed you can see results of the check.

Check Recovery Discs
You've got the ability to check whether backup media created with the program is 100 percent error-free and ready

to use. The Check Recovery Disc Wizard will help you do that.

Startup
There are several ways to start the Check Recovery Disc Wizard:

e In the Main Menu: select Tools > Check Recovery Discs...
e Onthe Common Tasks Bar: click the Check Recovery Discs item of the Wizards menu.

Startup
The wizard offers the following steps to accomplish the operation:

e CD/DVD drive. Select from the pull-down list of available CD/DVD devices the required drive to use during
the operation.

Drive: | Optiarc DVD RW AD-T1704 [+
Ejact the disc after check

e Set whether to eject the disk after the operation is completed or not.

Result
After the operation is completed you can see results of the check.

View Logs
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===With a handy dialog you can study logs on any operation carried by the program. To make this job as easy as

]

possible, all the information is structurally divided, besides there is the possibility to see the disk layout before and
after an operation, what is very convenient.

In order to view logs on carried out operations call the View Logs dialog in the Main Menu: Tools > View Logs...

"
O ¥ Y =

e 1 Setaion cperaticr
Session evert
Started 9732009 at 124045 AM. Fréshed at 12:47:21..
Started 9732009 at 12-42:11 AM. Frished at 12:44:29
Started 9732009 at 12 4504 AN, Frished at 12:45:12
& Started 93 2009 at 12-45:39 AM. Freshed at 1:28:51
# Started 922009 &t 91740 AM. Finshed &t 5:21:28 AM o oparations have besn found for the ssiscted session.
¥ Started 9272009 st 932036 AM. Finishad at 54104 AM
g Sared 322009 & 9:41.05 AM
¥ Sarted 97272009 at 12-1548 PM. Frished at 12-20:26..
5 Sarted 322009 b 122026 PM. Freshed at 12:24:46
B Started 97272009 at 12-24-46 FM
3 Sarted 322009 & 1206:15 PM. Frished at 12.07.47
¥ Sarted 9272009 at 12-07:47 PM. Finished &t 12:21:18
P Rared 22009 8 1227:18 PM. Frished at 12230015,
Started 9722009 at 12-30:15 PM. Finished at 12:31:33
Started 9272009 at 12-31:33 PM. Finished at 12:41:47
Started 3722000 at 124444 PM, Fnished ot 12:5838..
# Stated 2272009 at 10803 PM

Disk Systern Configuration Belore Seasion Dk System Configuration After Session
Basic Hard Disk 0 (VMware, Viware Vilual 5 SC51 Disk Dev) - OF Basic Hard Disk 0 (VMware, Viware Vilual 5 SC51 Disk Dev) - OfF
Igtﬁil Igrtﬂfl
NTF5 NTF5
Basic Hard Disk 1 (YMware, VMware Vidual 5 SCS1 Disk Devy) - OF Basic Hard Disk 1 (VMware, ViMware Viflual 5 SC51 Disk Dev) - O
o= 8.
FREE FREE

Basic Hard Disk 2 (VMware, Vilware Viftual 5 S5C51 Disk Dev) - OFf Basic Hard Disk 2 (VMwarne, Viware Viidual 5 SC51 Disk Dev) - O

lgﬂm Ig.m-umum
FREE FREE

Typical Scenarios
This chapter lists a number of the most frequently used scenarios that may be accomplished with the program. You
can find here useful recommendations and descriptions of operations.

Backup Scenarios

Creating the Backup Capsule

Let us take a computer of a rank and file user who is most likely to have only one hard disk with only one partition
(the only partition is always system). Suppose that there is enough free space on the hard disk to create the backup
capsule as well. It can be created with the Manage Backup Capsule Wizard:

1. Click the Manage Backup Capsule item of the Wizards menu (any of the ways described earlier can also be
used here).

2. On the Wizard's Welcome page, click the Next button.
Copyright© 1994-2010 Paragon Software Group. All rights reserved.



3. Select a place on the disk where the backup capsule will be created. It can be created as a primary partition
or as a logical drive within an extended partition. It can be inserted into any place on the hard disk: at the
end (preferable), at the beginning or somewhere in the middle between other partitions.

On this page you can select a hand disk where 8 backup capsule will be created as well a3 the relatve
position of the capsule on the hand disk

Basic Hard Disk 0 (VMware, VMware Virtual 5 SCSI Disk Dev)
I ) Local Disk (C:)

Basic Hard Disk 2 (VMware, VMware Vifual 5 SC51 Disk Dev)
I @) Archives (G:)

Usa the buttons 1o move the marker. Backup capsuls will be craated whene the marker is

By default, the program allows the user to create the backup capsule only as the last

f primary or as the last logical drive within the extended partition. However, by activating

the advance mode on the first page of the wizard you can remove this restriction that in its
turn might result in some boot problems.

4. Set the size for the backup capsule. It will be created at the expense of free space of the selected disk.

Backup capsule - curment size is 2453 GB

Min capsule size: 0 Byles Mz capsule size: 4506 GB

There is no restriction on the size of the backup capsule, merely depending on the available space of the
hard disk and the capacity needed for the backup.

If the wizard cannot find enough free space in one block, it will redistribute free space, joining all free space
blocks together into one united block and moving partitions if necessary. If the total amount of free space is
still not enough, it is possible to split a fragment of space from one of the existing partitions, thus resizing it.

create the backup capsule and automatically boots the system again. (The rebooting

j If the partition is locked and cannot be resized, the wizard makes the system reboot to
mechanism is different for different versions of Windows).

5. Activate the bootable recovery environment if needed. With its help you will get the choice to boot directly

from the backup capsule for maintenance or recovery purposes every time you start up the computer.

@ Alow to start recowvery system from backup capsule
Time to display the backup capsule startup message: | 5 seconds

Choosa a hat key for startup from the bacloup capsuls; | F1

Startup message preview
Pre=s F1 1o stat recovery from Backup Capeuds

| Do not aliow to start recovery system from backup capsuls |
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The backup capsule can only be bootable if it is located on the bootable device (assigned in
the BIOS).

|
(AN
= A
=

6. Start the operation (by clicking the Next button) or return to correct the settings.

After the operation is completed you can place backup archives into the created backup capsule.

A This operation can also be accomplished with the WinPE recovery environment.

Backing up a hard disk or partition to the Backup Capsule
To back up an entire hard disk or a separate partition and then place the resulted image into the backup capsule,
please do the following:

1. Create the backup capsule with the Manage Backup Capsule Wizard.

2. Click the Back up a Disk or Partition item of the Wizards menu (any of the ways described earlier can also be
used here).

3. Onthe Wizard's Welcome page, click the Next button.

4. On the What to back up page, mark the appropriate option opposite a hard disk’s name or a partition’s
name depending on the chosen task.

Chck the chieck box neat to any hard disk dive o pastition you want to back up

Nama Type -
= Gl My Computer My Computer
B [Z] Basc Hard Desk 0 (VMware, Vibware Vidual 5 5051 Disk Dev) Intermal Hard Deskc Dir
153 First Hard Disk Track First Track
5 Master Boot Recond MBR |
1 Prmary -
E [=] Basse Hard Deske 1 (Vibwane, Wibweare Vidual 5 5C51 Disk Dev) intesmiall Hard Deskc Diis
15 First Hard Disk: Track Frst Track
[ Master Boot Record MBR
B Local Disk (E7) Prnary
B Local Disk ) Primary
Local Cesk (7 Primary
B Locsl Duske () Primary

[=] Basic Hard Diskc 2 (VMware, Yiware Vitual 5 SC51 Disk Dev)

£

inbermall Hard Dshc D ™

(&) Thesize of chjects to back up: 499.9GB
Ikl,x' Edtimated archive size 7.2 GB

You've got the option to modify the default backup settings by marking the appropriate

A checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

5. On the Backup Destination page, select the Save data to the Backup Capsule option.
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There are several ways the Wizard can store your data. Please select how would you e 1o save the
archive

@) | Save data to the Backup Cam:.vle
Save data to local/network difves.
Save data to physical paritions
Save datato FTP locations
Bum the data to C0 or DVD

6. Edit the archive name if necessary.

Please specily the archive name. Archive name will be used a5 & subfolder where backup dala Hes wil
be stared

Archive defads
Fiehive frsme sre_030509071001085
Estimated archive size: 44 GB

Spece avalsble on backup destnation: 38 GB

Please take into account values of the parameters Estimated archive size and Space
available on backup destination - if the archive size exceeds the available space, delete
outdated backups from the Backup Capsule or resize it with the Manage Backup Capsule
Wizard.

7. Add comments to your backup describing its contents.

Please enter a shod comment to describe the anchive

< -
I Mo comment

8. Choose whether to accomplish the operation immediately or set a time table for it.

9. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click
the Next button to start the backup process.

This operation can also be accomplished with the Linux/DOS or WinPE recovery
environments.

Backing up a hard disk or partition to external media (CD/DVD)
To back up an entire hard disk or a separate partition and then burn the resulted image to CD/DVD, please do the

following:

1. Click the Back up a Disk or Partition item of the Wizards menu (any of the ways described earlier can also be

used here).
2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe What to back up page, mark the appropriate option opposite a hard disk’s name or a partition’s
name depending on the chosen task.
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Click the check box next to any hard disk drive or partition you want to back up

EE— |
Nama -'I",p-e 1a]
)

= ) My Computer My Computer
= || [Z] Basic Hard Cisk O (VMware, Vivware Vitual 5 SC51 Disk Dev) intermal Hard Deskc Drb
= 7] & First Hard Disk Track First Track
| [ Master Book Record MER |
¥ B
=5 [T [5] Basic Hand Desk 1 (Viware, Viviware Vitual 5 SC51 Disk Dev) intasmiall Hard Deskc Driw
| {5 First Hard Disk Track First Track
1 (& Master Boot Record MER
] €9 Local Dusk (E) Primary
] B Local Diske ) Primary
| L5 Local Disk (7} Primary
| B Local Disk () Primary

= 1 [F] Basic Hard Disk 2 (Viware, Yilware Vidual § SC51 Disk Dev) inbermal Hard sk D =

The size of objects 10 back up. 499.9 GB
Estimated archive size 7.2 GB

You’ve got the option to modify the default backup settings by marking the appropriate

A checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

4, On the Backup Destination page, select the Burn the data to CD or DVD option.

There are several ways the Wizard can store your data. Plaase selact how would you lice to save the:
achive

Save data to local network dives.
Save data to physical pariitions.
@ Bum the data to CD or DVD.

5. Select a recordable device on the list of available CD/DVD devices and edit the archive name, if necessary.

Select a recorder bo bism anchive images to.

| Mame .Diu:nm
£ Optiarc DVD AW AD-71704 CO-AAAW, DVD-R/AW, DVD-RAM; DVD-A/AW
[ CD Bumer Emudator CO-R/AW [
[ DVD Bumer Emsdator DVD-R/RW
- Archive detals

Archive nama: BPO30509 (Mo more than 8 symbols and only in English )

Estmated archive size: 4.4 GB

Please take into account the Estimated archive size value. It can give you a hint about the
number of CD/DVD discs required for the operation.

6. Add comments to your backup describing its contents.
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Plaase snier a shod comment to descrba the archive

D
O/

¢

L3
b Mo comment

=r
©

7. Choose whether to accomplish the operation immediately, or generate a script.

8. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click

the Next button to start the backup process.

A This operation can also be accomplished with the Linux/DOS recovery environments.

Backing up a hard disk or partition to a network drive

To back up an entire hard disk or a separate partition and then place the resulted image to a network share, please

do the following:

1. Click the Back up a Disk or Partition item of the Wizards menu (any of the ways described earlier can also be

used here).

2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe What to back up page, mark the appropriate option opposite a hard disk’s name or a partition’s

name depending on the chosen task.

Click the check box next to any hard disk drive or partition you want to back up

Hamea
= ) My Computer

Bl [7] Basic Hard Cisk 0 {(Viware, Viware Virtual 5 5051 Disk Dev)

% First Hard Disk Track
&5 Master Boot Racord
i

= [=] Bamic Hard Desk 1 (Vibware, Vihware Vitual 5 SC5I Disk Dev)

% First Hard Disk Track
| & Master Boot Record
¥ Local Disk (E)
B Local Diske 1)
Local Disk: 7]
B Local Diski )

[7] Basic Hard Désk 2 (Viware, Vihware Vitual § SC51 Disk Dev)

Ll

.tm -

My Computer

intemall Hard Desic Dire
First Track

MHR

Prmary

Intarmal Hard Deskc D
Frst Track

MBR

Prirnary

Prmary

Primary

Primary

internal Hard Deskc v ™

e Thesize of shiscts 1o back up: 499.9 GB
' Estimated archive size 7.2 GB

You've got the option to modify the default backup settings by marking the appropriate

A checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

4. On the Backup Destination page, select the Save data to local/network drives option.

There are several ways the Wizard can store your data. Please select how would you ke to save the

archive:

@ Save data to lboal/netwod: dives
Save data to physical partitions.
Bum the data to CD or DVD
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5. Map a network disk to place your backup image to:

- Call the Map Network Drive dialog by clicking the appropriate button;

Select a folder whene archive should be placed and specify archive name. Archive name will be used a5 3
subfolder where backup data fles will be stored

Archive location: | Co/arc_030909071551273/ o X ¥

Hmr H‘.. Map Metwark Drive E'@ lhate

e Remote location mapping

A natwork share |

Map to dive letter - | 7: [w]
Malce permanent connection

%) Connecl as user K Cancel

- Click the standard browse button [...] to browse for the required network share or manually enter a path
to it;

- Define a letter from the pull-down list of available drive letters;

- Mark the checkbox to make this connection permanent. Otherwise it will only be available for the
current Windows session;

- Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

6. Edit the archive name if necessary.

Please specily the archive name. Archive name will be used a5 a subfoider whers backup data fies wil
be stared

Archive detials
Archive name arc_020509071001085
Estimated archive size: 4.4 GB

Space avaiable on backup destnation: 38 GB

Please take into account values of the parameters Estimated archive size and Space
A available on backup destination - if the archive size exceeds the available space, another
network drive needs to be selected.

7. Add comments to your backup describing its contents.

Please enter a shod comment to describe the anchive

L4 -
I Mo comment

8. Choose whether to accomplish the operation immediately, set a time table for it, or generate a script.

9. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click
the Next button to start the backup process.
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This operation can also be accomplished with the Linux/DOS recovery environments.

Backing up a hard disk or partition to an FTP server
To back up an entire hard disk or a separate partition and then place the resulted image to an FTP server, please do
the following:

1. Click the Back up a Disk or Partition item of the Wizards menu (any of the ways described earlier can also be
used here).

2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe What to back up page, mark the appropriate option opposite a hard disk’s name or a partition’s

name depending on the chosen task.

Click the check box next to any hard disk drive or partition you want to back up

Nama Type =
=i ] My Computer My Computer
= [l [Z] Basic Hand Ciske O (ViMware, Viware Vitual 5 5C51 Disk Dev) internal Hard Diskc Db
15 First Hard Disk Track Fist Track
5 Master Book Record MBR |
(57 Primary =
- |5 Basic Hard Deak 1 (Vivbware, Viviware Virtual 5 SC51 Diak Dev) intermal Hard Chsk Diis
{5 First Hard Disk Track First Track
| (5 Master Boot Racord MBR
5 Local Disk: (E7) Prirnary
B Local Diske 1) Primary
Local Cksk (1) Primary
B Local Disk () Primary

[5] Basic Hard Disk 2 (Vibware, Vidware Virtual § SC51 Disk Dev)

Ll

internal Hard Deskc v ™

Estimated archive size 7.2 GB

|® The size of ohjscts 1o back up: 499.9 GB

You’ve got the option to modify the default backup settings by marking the appropriate

A checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

4. On the Backup Destination page, select the Save data to FTP locations option.

There ane saveral ways the Wizand can stors your data. Please sslect how would you s to save the

archive
Save data io the Bacioup Capauls

Save data to physical partibons
@ Save dataio FTF locations
Bur the data to CD or DVD

5. Set up parameters for the required FTP location.
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Select a folder whene archive should be placed and speclfy archive name. Archive name wil be used as 3
subfolder where backup data fles will be slored

Archive location:  Hp.//master parsgon-softwans com/backup % |En |
Name Paragon FTP
Logn upload

Password T + | Remember password

Poet: 21 Use Active Mode

- Archive location. Type in a full path to the required FTP location;
- Name. Set a name for the FTP server (optional);
- Login. Enter a login to access the FTP server;

- Password. Enter a password to access the FTP server. Click Remember password to save it next time you
back up to this location;

- Port. Specify the required port (21 by default) and click Use Active Mode if necessary;

When ready, click the arrow button opposite the archive location field to check out you’ve got access to the
FTP location.

JAN

You need to check out yourself Windows Firewall or programs of this kind let our program
work with the required port (21 by default).

If yes, you’ll get a new item on the list named after the selected FTP location. By clicking the + icon you can
browse it to specify a more exact location for your backup image.

Mame . See | Date

Edit the archive name if necessary.

Please specily the archive name. Archive name will be used a5 & subfolder where backup dala Hes wil
be stored

Archive detals
Frchive name are_03050907 1001085
Estimated archive size: 44 GB

Space avadabls on backup destnation: 38 GB

8. Add comments to your backup describing its contents.

Please enter a shod comment to describe the anchive

<
b Mo comment

9. Choose whether to accomplish the operation immediately or set a time table for it.

10. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click

the Next button to start the backup process.
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A This operation can also be accomplished with the WinPE recovery environment.

=~

Creating a cyclic partition backup
To automate the partition backup process, please do the following:

1. Launch the Cyclic Backup Wizard by selecting in the Main Menu: Wizards > Backup Utilities > Cyclic
Backup...

2. On the Wizard's Welcome page, click the Next button;

3. Onthe What to back up page, select a partition you want to make a cyclic backup of;

Chck the chieck box neat to any hard disk dive o pastition you want to back up

Nama Type -
= I My Compter My Computer
= || [Z] Basic Hard Disk 0 (VMware, Viware Vidual 5 SCS1 Disk Dev) temal Hard Diske Dt
=[] 5 First Hard Disk Track First Track
] [ Master Boct Record MBR |
VR ¢
=[] [5] Basic Hard Disk 1 (Vibware, Viware Virual 5 SCSI Disk Dev) intesmal Hard Deskc D
5[] F First Haed Disk Track Frrst Track
] 5 Master Boot Record MBR
] & Loca Disk E) Primary
] @ Local Disk 1) Primary
Local Désk Prmary
| [ Locsl Dusk () Primary

=i 71 [F] Basic Hand Disk 2 (Viwane, Viware Virtual 5 5C51 Diskc Dev) inbermall Hard sk D ™

The sre of chiscts to back up: 439.9 GB
Estimated archive size 7.2 GB

Q The current version of the program enables to make a cyclic backup of only one partition at
a time.

4. On the Backup Destination page, select a mounted/unmounted partition, or a network share to place
backup images to.

Select a folder whene archive should ba placed and specfy archive name . Archive name will be usad as a
subdolder whene bachup data files will be stored

Archive location:  G./arc_0300903111312358/ B W ¥

[ Hame Size | Date
@ [E] Local Dk (C)
1 [Z] Local Disk (E)
.

- B Metwork

5. Edit the archive name if necessary.
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— Pleass spacily the archive name. Archive name will be used as & subfoider whers backup data fies wil
s
Archive delals
Archive name arc_030503071001085
Estimated archive size: 44GB

Space avaiable on backup destination: 38 GB

Please take into account values of the parameters Estimated archive size and Space
A available on backup destination - if the archive size exceeds the available space, another
drive needs to be selected.

6. Add comments to your backup describing its contents.

Plaase snier a shod comment to descrba the archive

"r\_ Mo comment

7. Set a timetable for the operation.

Please spaciy how and when would you like to pedfom the task

Shutdown system after backup
| Generate unigue names for scheduled backups
Fun the task on

0%/02:2008 & a [1200 AM 7

Every
1 = weskfgjon: [ Monday Frday

Tussday Satunday
Wednesday Sunday
Thursday

Do mot run the task after

2 W LA

Speciy user name and password,

A To know more on the subject, please consult the Task Scheduling chapter.

8. On the Cyclic backup type page, choose the way of creating a cyclic backup:

There ane several types of the cychic backup the YWizard can pedom. Please choose the one you would ke (o
camy oul:
Cychic Backup Type
@ Baschpe
Ewvery image made during the operation wil be crealed as a complele bass image
Deffenantial type

Ewery first image will be made 85 & complete base mage, sl the cthers will be diferentisted from i, A
differertial backup anly contains changes in the pariion’s cortents with respect (o & complete image

e Base type. Every image created during the operation will be made as a full archive.
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Differential type. Every first image will be made as a full (base) archive and all the others will be

differentiated from it. This operation requires much less space, thus considerably saving your system
resources.

By setting the Maximum disk space to store images and the Maximum number of images to store
parameters you may define when the operation will be cycled. That means that on exceeding these two

parameters the oldest archives will be automatically overwritten (if choosing the Differential type only
differential images will be overwritten).

Madmum disk space lo store images: | 10000 2 MB
bandmum number of mages to slore: | 2

9. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click
the Next button to start the backup process.

The operation will run according to the set timetable. The resulted backup images will be placed into the specified
destination (a local or a network disk), its features defined by the wizard.

Creating a differential to a full partition backup
To update an image of the selected partition, please do the following:

1. Click the Differential Partition Backup item of the Wizards menu.
2. Onthe Wizard's Welcome page, click the Next button.
3. On the Browse for Archive page, specify the required full (base) partition archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

) Show all =] & - I

| Type Creation Date  ~ Source Object Sizm »
Gl /272009 5:24-27 AM  Basic Hard Disk 1 (VMware, Viware Vidual 5 SCSI Disk Dev)

B 8/2/2009 5:20:25 AM  New Vohume {F)

9722009 5:11:41 AM  Fledavel Archive 1
37272009 5:06:03 AM  Fledavel Archive

9/2/2009 23300 AM Local Disk (C:)
; T T ——— e ——
Swtch 1o File View
Apchiee Fle Datads

Hlama Local Disk (C:)

Commeni: My system backup
Volume label: [No label]

File mystem:  MTFS Totad mzs:  4399GB
Usad space: BS5GB Frea space: 491 4GB
Fla: Go/arc_myslem/arc_system PBF

To get a clear-cut picture on properties of the required image, just click on it and the section below will
(i.e. Archive File Details) display a short description.
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@ To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.

Lookin: | [5] Archives (G) ] @ % 2
Mame Size: | pate [=]
@] ac_mages YA AR A
B ) aw_system 97272009 24104 AM
| anc_system.001 18GE /272009 24104 AM
1568 927200923732 A
| o _system pem 156 Bytes  9/2/°2009 2:41:03 AM |
& anc_gysiam pim GEIKE 97272008 241:04AM  =|
Switch o Archive List View
Archive Fle Detads
Local Disk (C:)
My systemn backup
[ labeed]
NTFS Total size:  439.3GE
; B5GB Free space: 4314GE

G/arc_gsystem/arc_system PBF

A To know more on the subject, please consult the Viewing Image Properties chapter.

4. The Archive Content page displays detailed information about the contents of the archive. It includes a full
description of properties about the partition. In addition, there is the possibility to modify backup settings.
To activate the advance mode, you need to mark the appropriate option at the foot of the page.

Archive Contert
| Hame | Type | Flesysem |Sze | Used |
Prmary MNTFS 4399GB 85GE

Archive Detals

Narme Local Disk (C:)
Volume Isbel. [No label]

Flesystem:  NTFS Totalsze:  439.9GE
Used space: 85GB Free space: 491.4GB

"] Change backup settings

5. On the Backup Destination page, select where you want to place your backup image.
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There are several ways the Wizard can store your data. Please select how would you ke to save the
archive:

@ Save data lo local/nebwodc drives
Save data to physical partitions.
Bum the data to CD or DVD

6. Edit the archive name if necessary.

Pleass spacily the archive name. Archive name will be used as & subfoider whers backup data fies wil

be stored
Archive defads
Archive name o 030503071001085
Estimated archive size: 4.4 GB

Space avadsble on backup destnation: 38 GB

Please take into account values of the parameters Estimated archive size and Space
A available on backup destination - if the archive size exceeds the available space, another
drive needs to be selected.

7. Add comments to your backup describing its contents;

Please enter a shod comment to describe the anchive

€ rr
e SOt

8. Choose whether to accomplish the operation immediately, set a time table for it, or generate a script.

9. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click
the Next button to start the backup process.

After the operation is completed you receive a differential backup of the selected partition. It is placed into the
specified destination (a local or network disk, the Backup Capsule or a CD/DVD disc), its features defined by the
wizard.

Recovery Scenarios

Fixing MBR after a boot virus attack
Let’s assume that the MBR (Master Boot Record) of your hard disk has been corrupted as a result of a boot virus
attack, thus your system fails to boot.

To fix the MBR of your hard disk, please do the following:

1. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare the Linux/DOS recovery environment either

2 on a CD/DVD disc or a thumb drive.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe
Mode to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve

got the option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious
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hardware incompatibility. In this case, only the minimal set of drivers will be included, like hard disk,
monitor, and keyboard drivers. This mode has simple graphics and a simple menu.

AT TS | Hoin recovery

& Safe Mode environsent
& Lou-Graphics Sale Hode

& Floppy disk

& Hard disk @ MBR

& Find D5es on pour hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select Boot Corrector. You can find it in PTS DOS as well.

You can copy an entire hard disk or its

Paragon Backup & Recovery™ pantitons o new kdations. You can alse save
themm as image files lor Later restoration.
Simple Restore Wizard Piease select the drive, its pantition if

necessary, and then activase the ‘Haed Disk’
or ‘Partition” pulldown menu and select the
Fibe Transber Wizard operalion needed.

,.
\
\

X3

Metwark Configurator
Log Saver

Eject CD/DNVD

% B

Stan the command line

2.

Reboot the computer

Power off

Sl

4. Onthe Wizard's Welcome page, select the Correct the Master Boot Record (MBR) option.

Please choote the operation

() Seanch for Windows installations o comect
(%) Correctihe Master Boot Record (MBR)

() Correct the partition boot record

) Madify panition parameters

() Correct boot paramerers (bootini, BCD

To begin, click Mext

5. On the next page choose the required hard disk from the pull-down list (if several) and then select the
Update the MBR executable code option.
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Please choose the hard disk 1o correct boot problems

Flease pointowt the operation o perform:

W
S

) View the MBR
(& Updase the MER executable code
) Reorder primary panitions {change skots)

6. Confirm the operation.

ﬂ Updae the MBR executable code of the Basic Disk 0 (40.0 GRi?

] =

7. After the operation is completed click the Report button to see a well informative summary page. The
program also enables to store the resulted report. To do that, just press the Save button and choose the

exact location in the opened dialog.

. Reporting

i You have successfully completed boot correction, To wview the repan
on the operations perdormed, click Report,

\ Report

Report

Paragon Beol Correcior's Repan
Operations perdormed:

Operation £1; Correct the Master Boot Record
Hard disk targeted: Basic Disk 0

Status: Successiul

Date and Tinve: 2009 Jan 14 Wed 140109

8. Click the Finish button to close Boot Corrector.
9. Reboot the computer.

Fixing Windows startup ability
Let’s assume that due to an unknown reason your Windows fails to complete the startup procedure. At first
everything seems quite OK, you can see the standard startup messages on the screen, but at some moment it hangs

up.
To fix your Windows startup ability, please do the following:

1. Start up the computer from our Linux/DOS recovery media.
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Recovery Media Builder can help you prepare the Linux/DOS recovery environment either

-~

[=.
NS

s
[ (—

W

(

f on a CD/DVD disc or a thumb drive.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe
Mode to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve
got the option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious
hardware incompatibility. In this case, only the minimal set of drivers will be included, like hard disk,
monitor, and keyboard drivers. This mode has simple graphics and a simple menu.

F.. Mormal Hode Main recovery
& Safe Hode environnent

& Low-Graphics Safle Mode

& Floppy disk

& Hard disk 8 MBR

& Find 05es on your hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select Boot Corrector. You can find it in PTS DOS as well.

- You can copy an entire hard disk or itg
@ Paragon Backup & Recovery™ paritions o new locations. You can also save
them as image files for later restoration
Flease select the dirve, its partition if
t‘i} Simple Restore Wizard necessary, and then activase the ‘Hard Disk'
:3 or "Partition” pulldown menu and select the
é- Fibe Transber Wizard operation needed.

L=

Metwark Configurator

Log Saver

"B

Eject COYDVD

Stan the command line

o

Reboot the compuler

Power off

e

4. On the Wizard's Welcome page, select the Search for Windows installations to correct option.

Copyright© 1994-2010 Paragon Software Group. All rights reserved.



Please choose the operation:

6

(&) search for Windaws installatiens 1o correet
) Correct the Master Boot Record (MBR)

() Correct the panition boot record

() Modify partition parameters

() Correct boot parameters (boatini, BCD)

To begin, click Mext.

5. On the next page choose the required Windows installation from the list of found installations (if several),

then select the Edit the Boot.ini file option. If you’re not sure which installation you need, please use the
Properties button to get more info on the selected item.

Correct Windows installations

Program has searched for valid Windows installatns on your
computer. The resuls of the search you can s&¢ below. Status S refer
10 a system partition (you can edit the Boot ini fike), B - a boot panition
{you can correct the System Registry).

N |Partitan |Staws [Sysemrear  |Type
1  Disk 0, Parition 0 S+B WINDOWS WinxpP

For the highlighted Windows installation, please

paint out the operation o pedorm:
) Correct drive letiers in the System Registry

(%) Edit the Boot.ini file

) Correctihe partition boot record

Adjust 05 o oot on new handwane

To continue, click Next

6. Examine the file — maybe that’s where the problem is. If it contains a mistake, correct it by using the
appropriate buttons.

Edit the Boot.ini file on Hard Disk 0, Partition 0

[boat loader]

timeout=10

defauh=multii0isk(0irdiski)partition( IWINDOWS

[operating systems)

maulti {00 sk (0)edisk (00 p anition( IMWINDOWS="Paragan VMWare Windows XP Partition 01° fasudeiect 1

T S | S —

i Edin ] l Insert the sample | | Add the sample ]

7. |If the Boot.ini file does not contain any mistake, please return to the Correct Windows Installations page to

correct drive letters in the Windows System Registry.
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Correct Windows installations

Program has searched for valid Windows insiallations on your
compuier. The results of the search you can see below, Status S refiers
%8 Sy S panition (vou ¢an edit the Boot.ini file), B - a boot panition
(you can correct the System Regisiry).

@@J

I[N Panition |S1atus [Sysiem mot [Type
1 Disk 0, Partition 0 S+B  WINDOWS WinkP

For the highlighted Windows installation, please
paint oul the operation o perdarm:
(&} Correct drive letiers in the System Registry
) Editthe Bootini file
() Correct the partition boot record
Adjust 05 1o boot on new hardware

To continue, click Rext,

8. On the next page choose a hard disk from the pull-down list (if several), then the required partition. If you're

not sure which installation you need, please use the Properties button to get more info on the selected
item.

' Paritions List | Letiers Map

Bebow you can choose a hard disk drive and see all panitions on it Information about drive letiers
assigred 1o these panitions is taken from the Sysiem Registry of the Windows installation selected,

[Basic Disk o +| 400 Gb, VMware Virtual IDE Hard Drive
I[N [Type |active  |File Sysiem  [volume label |Size |Drive leners |
0 Primary ¥Yes  NTFS WinxP 30Gh C:
1 Primary Mo NTFS Application  9.8Gh E
2 Primary No BackupCapsul [No label] 100 Ghb <Nane=
3 Primary Mo Free 17.2Gb <MNone>

9. Click the Edit Letters button to correct an existing drive letter or assign a new one in the Windows System
Registry.

. Partinons List .

Drive letters it. Information about drive letiers
the Windows installation selecied.

w Letters: —
M IT']'M Chinge In‘m —
b Falspse b <Nones
1 Primary . ‘
2 Primary [TI ) e
3 Primary A o o
Recommended ta try - C:. If used,
you can release itin Leters Map.

s |
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10. Once you’ve assigned the appropriate drive letter, close the dialog, then click the Apply button.

11. Confirm the operation.

Jl Apply the changes?

[ ves J[ m |

12. After the operation is completed click the Report button to see a well informative summary page. The
program also enables to store the resulted report. To do that, just press the Save button and choose the
exact location in the opened dialog.

. Reporting

Paragon Boot Correclar's Repont
Operations perormed

Operation £1: Change drive leners

Partition tangesed: Hard disk 0, Partition O
Info: System Foof folder is ** brpuser, If
Status: Successful Bnd make
Daie and Time: 2009 Jan 14 Wed 16:14:16

=

8 Togo io the beginning, click here

13. Click the Finish button to close Boot Corrector.
14. Reboot the computer.

Restoring a hard disk from the bootable Backup Capsule

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files.
But you’ve got the bootable backup capsule containing a backup of your hard disk. That’s just enough to easily get
your system back on track again.

To restore your hard disk from a backup image contained in the backup capsule when the current OS is down, please
do the following:

1. Start up the computer from the bootable backup capsule. By default, the program offers to use the F1 hot
key to boot from it.

& Floppy disk Hain recouvery
3 Hin XP “HinkP" anu i ronment
il Normal Mode |

A Safe Mode
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\
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A This scenario implies that the backup capsule is bootable.

¢

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe
Mode to use the PTS DOS recovery environment (in case you’ve got problems with Linux).

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select the Simple Restore Wizard. You can find the same wizard in PTS DOS as well.

- You can copy an entire hard disk or itg
éﬂ Paragon Backup & Recovery™ pariitions o new kg ations. You can alse save
them as image files for laer restoration,
Flease select the dirve, its partition if
Simple Restore Wizard necessary, and then activase the ‘Hard Disk'
or "Partition” pulldown menu and select the
Fibe Transber Wizard operation needed.

,.
1
\

Nt

Metwark Configurator

Log Saver

Y

Eject CD/DVD

Stan the command line

o

Reboot the compuler

Power off

S8

4. On the Wizard's Welcome page, click the Next button.

5. Onthe What to Restore page, you can see a list of available images (if several). Most likely the required
archive will be there too. If not, click the standard browse button [...] to find it. When you find your image,
double click on it to proceed.

Select Image
Ty _ TR ---I D

You can sebect image from list below (on Double clicky

[*_|Cmatedon |Archive name B

2008 May 27 14:52:55  arc_27050814520867 ] PBF

6. Onthe Image Properties page, make sure that you select the correct image by viewing the provided
information about the archive.
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— - Disk preview - -
Volume [Type [Fike Sysiem  [Size [Used [Volume label | |
Basic Disk 0 (Size 40,0 Gbl
. Primarny NTFS 30 Gh 1.8Gb WinkpP
" Primary HNTFS 8 8Gh 528Mb Applicatio
Aehive details 7N
Type: Image of the hard disk
Anchive name: jar_2F0S081452096 7 1farc_27050814520%6 7 1 PEF
Created 2008 May 27 Toe 14:52:55 W

7. On the next page specify a hard disk to restore the image to (if several in your computer). By default, the
program offers

to restore the archive exactly where it belongs. That’s what we actually need.

[Bazic Disk o

| Model VMware Vinual IDE Hard Drive, Size 400 Gb

N [volime |Type [File System [Size [Volume Tabel [Active  [Hidden | |
Basic Disk 0 (Sze 400 Gh)

a o Primary NTFS 30 Gb Winkp Mo Mo

1 o Primary NTFS 9.8Gb Application Mo No

r IR Primary BackupCapsule 100Gk [Ha label] Yes e

3 Primiary Free 17.2Gb Mo Mo

[ resize praporionally

You can also make the program resize the on-disk partitions proportionally if necessary by marking the
appropriate checkbox.

Q All contents on the disk selected for restoring purposes will be deleted during the

operation.

8. On the Restore Summary page you can see your hard disk layout before and after the operation. Click the

Next button to i

nitiate the restore process.

Your partitions before operations:

MTFS Applicatio

9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.
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Operathns list Subaperation progress

1: Reswre panition ordisk | - |
Operation progress

Time elapsed:  00:00:31 Time w finish: 00:03:47

Copled sofar: 2239 Mb Read so far 276.0 Mb (23.0 Mby/s)
To copy: L&6Gb  Wrile so far: 276.0 Mb (27.6 Mbyfs)

Overall progress

Restore Disk O from fike: farc_270%0814520967 1jar_2 7050814520967 1. PBF

Opening archive arc_27030814520067 1_0:000 p 000

Restare Primary partition 0 (disk 00 from file: farc 2705081452096 7 1/an_2 705081452096 71_0000p 000
Data writing...

10. After completing the operation close the wizard and reboot the computer.

Restoring a system partition from external media (CD/DVD)

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files.
But you’ve got a backup of your system partition on a bootable DVD disc. That’s just enough to easily get your
system back on track again.

To restore your system partition from a backup image located on CD/DVD when the current OS is down, please do
the following:

1. Insert a CD/DVD disc containing the previously prepared backup image into a CD/DVD drive (the BIOS must
be enabled to boot the system from the CD/DVD device).

2 This scenario implies that you have got a bootable archive on your CD/DVD.

In case the backup image is stored on several CD/DVD disks, please insert the first one.

2. Restart the computer.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe
Mode to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve
got the option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious
hardware incompatibility. In this case, only the minimal set of drivers will be included, like hard disk,
monitor, and keyboard drivers. This mode has simple graphics and a simple menu.

—+ Hormal Hode Hain recovery
& Safe Mode enuironsent

& Lou-Graphics Sale Hode

& Floppy disk

& Hard disk @ MBR

& Find 0Ses on pour hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.
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4. Inthe PTS DOS launch menu select the Simple Restore Wizard. You can find the same wizard in Linux as well.

=
©

- Yau ean copy anentite hard disk o its
B S\ Paragon Backup & Recovery™ pariitions o new kg ations. You can alse save
them as image files for laer restoration,
Simple Restore Wizard Flease select the dirve, its partition if

necessary, and then activase the ‘Hard Disk'
) ) or "Partition” pulbdown menu and select the
Fibe Transber Wizard operation needed.

Metwark Configurator
Lag Saver

Eject CD/DVD

o
\

R - Rl

Stan the command line
Reboot the compuler

Power off

@8

5. Onthe Wizard's Welcome page, click the Next button.

6. On the What to Restore page, you can see a list of available images (if several). Most likely the required
archive will be there too. If not, click the standard browse button [...] to find it. When you find your image,
double click on it to proceed.

Select image - —

You can sebect image from list below (on Double click):

' |Creaedon JArehive name

© 2008 May 27 145255 an_2T0508145200671 PEF
2008 May 28080354 BP2BIS0EPRF

7. Onthe Image Properties page, make sure that you select the correct image by viewing the provided
information about the archive.

~ Panition preview

——
Archive details: =
Type Image of the parition
Archive name I /BFIE0508 PEF
Created: 208 May 28 Wed 08:03:54
File sysiem: NTFS
Drive letier; -

Volume label WinXP

Size (capacity) 30Gh (3216052224 b

Used space: 1.8Ghb (50%)

Free space: 1.2 Gb (359%)

Seciors/Clusier: 1 3
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8. On the next page specify a hard disk, then one of its partitions to restore the image to (if several in your

QB N computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
D)
N actually need.

Basic Disk 0 -400 Gb

o - | E—

|[easic Disk | Sizeannch
[N [Volume |Type |Fite System |Size [volume label  [Active  [Hidden | |
b Primary NTFS 30Gh Winxp Yas Mo
1 " Primary NTFS 9.8Gh Applic ation Ma Mo
1 Primary BackupCapsule 100 Gh [Ho tabel] Mo Yes
S Primary Free 17.2Gb ] ]

All contents on the partition selected for restoring purposes will be deleted during the
operation.

9. On the Partition Start and Size page you can change size of the partition and its location if necessary.

- Paniion preview

Mew size: (1859 - 3067) Mb

oMb

Free space before: (0 - 12208 Mb

. o
—

Free space aher: (0 - 1208 Mb

T Wb

10. On the Restore Summary page you can see your hard disk layout before and after the operation. Click the
Next button to initiate the restore process.

Your paritions before operations:

e | —

Your panilions afer operations

e | ER—

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.
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— mm
Operations list: Suboperation progress
Bé 1: Restore partition o disk e |
C(:)/‘ Operation progress
1
CS) TITITIT J
Time elapsed:  00:01:10 Time 1o finish 000636
Copied so far:  290.0 Mb Read so far 366.0 Mb (5.7 Mbys)
Tocopy L.5Gb  Wrie so far 366.0 Mb (52.3 Mby/s)
Overall progress
TITTITT |

Resiare Primary panmion 0 {disk 0) fram file: Z:/BP280508 PBF
Data writing. ..

12. After completing the operation close the wizard, and then reboot the computer.

Restoring a system partition from a network drive

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files.
But you’ve got a backup of your hard disk on a remote backup server. That’s just enough to easily get your system
back on track again.

To restore your system partition from a backup image located on a network drive, please do the following:
1. Select the Restore Wizard.
2. Onthe Restore Wizard's Welcome page, click the Next button.

3. Onthe Browse for Archive page you need to specify the required backup image. So you should take the
following steps to do that:

e Select Network as a backup destination;

Lock in: | CI] tecwark :J o KW
Disk Drrves -
I‘.I!'!"?_. ﬂ'."")(?‘;:. ”5.!!! Dats
=-EIN = )

] Boce
¥ Eackup Capsules

B Backup Capsule on Haed Disk 0
G teatwork places

: e T S

e Map a network disk where your archives are placed:

- Call the Map Network Drive dialog by clicking the appropriate button;
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- Click the standard browse button [...] to browse for the required network share or manually enter a
path toit;

- Define a letter from the pull-down list of available drive letters;

- Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

Choose the required archive in the browser-like window. The Archive File Details section displays a short
description of the selected image.

Hama | Sizs | Date ﬂ
T[S ] MODRCATOTT 1L ]

(=} (&) CD Deve (£:) PARAGON

th [_I Boct [0

=3 " " »
= [=] MNat Backup Storaps [\\server'uss\eochanga) (Z:)

- E05081031 50968 52872008 23721 AW
Z1EHE /2872008 23724 AM
1GB 5/28/2008 2:37:10 AM

ar 2B05021031509628 00000 ofm 171KB 57282008 23707 AM :I

Hama Basic Hard Disk 0 (Unknown Model)
Comment: Backup of My Hard Desk

Typa: Basc Hard Disk Drive
Total size: 40GB
File: Z-farc_ 230508103150568 anc_2B050810:31 50968 PBF

4. The What to Restore page displays detailed information about the contents of the archive. Select the
required item to restore. In our case it is the first partition of the disk.
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Plaasa salact one of the chsct(s) to resiom:
Nama Typa Fils sysiem :&m Linad

- ._] Basic Hard Trak 0 (Unknown Modad) Basic Hand Desk Drive 4GB

, w Primasy ki S o OO
L= {@Local Dusic b Primary MTES §7GE 2528 MB

Local Disk ()
: WinXP

NTFS Total size: 29GE
1.8GB Fres space: 1.1GE

5. On the Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if
several in your computer). By default, the program offers to restore the archive exactly where it belongs.
That’s what we actually need.

Plesss salact & place you would s to restors the archive 1o, Nobe that ¥ you select an existing hand disk or
partton, ts content wil be deleted and replaced with the one from the archive.

[ Basic: Hard Disk O (VMware Vitual IDE Hard Drive)

. «) Applicati___ jl"-‘ @) Badupﬂ...!I ) (Unaliocated)
5,7 GB NTFS = -5.9G8 17.2GR

L J

Total size: 2.9 GB
Lised: 1.8 GB
Free: 1.1G8

All contents on the partition selected for restoring purposes will be deleted during the
operation.

6. On the Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change
size of the partition and its location if necessary as well as assign a particular drive letter.

‘Your hard dish: sflerthe changes:

[ Basic Hard Disk D (Vidware Virtual IDE Hard Drive)
Hl ”I @) Aoplicati.. [l ) (Unallocated)
S 7GE NTFS 172 GE

Logical Disk Restors Options

Please spechy the size of the restored partiion: | 3067 2] 1843 ME - 3067 MB
Plaasa specy se of frae space bafore tha patiton: [I 5] OMEB- 1217 MB
Plaase spechy size of free space sfterthe patiion: [ 2] O MB- 1217 MB

‘ @) Backup C...

| 9568

Assgn the folowing dive letter: m

7. On the next page of the wizard confirm the operation by selecting the appropriate option.
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Would you ks to apply your changes 7

=" | Yes. apply the G"‘II'B%I:F!‘P:E’T |

™ No, ket me reconsider

8. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

Restodng from archive
m

Time elapsed:  00:00:17
Tima remaring: 00:03:45

Oparations detais
I Restons Primany padtion 0 sk ) from file: Z-/arc_280503103150568 /22805081031 5096300000000

1) Cata writing

4| |+

™ Shutdown system on complsts

Mark the checkbox at the bottom of the window to automatically switch off the computer on the successful

accomplishment of the restore operation.
9. After completing the operation close the wizard, and then reboot the computer.

Restoring a system partition from a local drive
Let’s assume that your operating system gives trouble after having installed brand new software. But you've got a

backup of the system partition on a local disk. That’s just enough to easily roll it back to the point when run

smoothly.

To restore your system partition from a backup image located on a local disk, please do the following:
1. Click the Restore item of the Wizards menu (any of the ways described earlier can also be used here).
2. Onthe Restore Wizard's Welcome page, click the Next button.
3. Onthe Browse for Archive page, specify the required archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).
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S Show o8 ] @ @ik

| Type Creaion Dste ~  Spurce Object Size i
1= 9/3/2009 35721 AM  Local Disk [ 24GB
|E S/2/20095:24:27 AM  Basic Hard Disk 1 (VMwars, Viware Velusl 5 5C51 Disk Dev) 10GB
= G/2/20008 5:20-25 AM  New Voluma (F) 24GH
iF) Y2009 51141 AM  Riedevel Archive 113.1 KB
I 9/2/2009 50603 AM  Fledevel Archive 4KE
= 9/2/2009 2:33:00 AM
E 922005 221:01 AM  Basic Hard Disk 1 (VMware, Viwers Vitusl 5 SCSI Disk Dev) 10GE
4 ]

Local Disk (C:)

My system backup

[ [abal]

NTES Total size: 455968
. B5GB Free space: 4514 GB

Gulare_system/aec_system PEF

To get a clear-cut picture on properties of the required image, just click on it and the section below will
(i.e. Archive File Details) display a short description.

A To know more on the subject, please consult the Viewing Image Properties chapter.

By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.

lookin: | [5] Archives (G) =] & % 2
| Name | Sze | Date IE
= [5] Archives (G
i) oc diskd 9/2°2009 5:25:00 AM
i | arc_doc 9/2/2009 50542 AM | _
3 | arc_images 9/3/2009 35721 AM | =
= §s orc_system 9272009 2:41.04 AM
—T T 15GB 9/2/200923732AM - |
Fies of type: | Achive fles (=]
Swich 1o Archive List View
Archive File Detnis
Nesme Local Disk (C:)

Comment: My system backup
Volume label: [No label]

Fie system:  NTFS Totel size:  439.9GB
Used space:  8.5GE Free space: 431.4GB
Fias: Gu/ere_systemn/anc_system PBF

A To know more on the subject, please consult the Viewing Image Properties chapter.

Copyright© 1994-2010 Paragon Software Group. All rights reserved.



W= 4. Onthe Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if
[= several in your computer). By default, the program offers to restore the archive exactly where it belongs.
That’s what we actually need.

®)a)
[
0

¢

Plezse selact & place you would ke (o nestore the anchive 10. Nobe that I you select an existing hard disk or partition,
its content will be deleted and replaced with the one from the archive:

Basic Hard Disk 0 (VMwane, VMware Virual 5 SCS1 Disk Dev)

I &) Local Disk (C:)
499.9GB NTFS

All contents on the partition selected for restoring purposes will be deleted during the
operation.

5. On the Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change
size of the partition and its location if necessary as well as assign a particular drive letter.

‘Your hard disk: affer the changes

Basic Hard Disk 0 (VMwosre, VMwaore Vidual 5 SCS1 Disk Dev)

lenc.al Disk: (C:)
499 S5GE NTF

Geomelry Festons Options

Plaase specify the size of the restored partition 511998 | 8719 MB - 511338 MB
Plaase speciy soe of free space bafore the partibion: 0 ® DMB-503273 MB
Plaase specily size of free space afterthe paition: |0 | D MB - 503279 MB

6. Complete the wizard and then apply the pending changes.

Co e |

Apply pending changes 7

7. The program will require the system restart to accomplish the operation in a special boot-up mode. Click the
appropriate button to agree.
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o |

/o' System restart is required to complete the operation.
Fi I Y, What would you like to do?

The operation Restore partition or disk nesds exclusive access to the volums
C: and cannof ba complefed withoul sysiem restat. After restart, the operation wil
conbnue in boot 4ime mode. Do not tum off the computer until the
operation completes.

L&&ﬂﬂlhm |
| Pkmcuhmrﬁmdwwﬂmmmﬂbemndm
gystem restan

-

5" Rgtry
Manually close usad fles and retry the oparation

oo ]

@ The oparation cannot ba complated without restat bacause soma files am in s and

prevert echusive 3ooess to the volume
What f ¥i

8. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

Suboperation progress

Gparacon| '
) [FOFTWARE GEOUP] Restore partition or disk
] |
Hork time00:00:55 Time to finish00:00:28
Done: 521 HMB Read: 532 MB{35.2 MB/s)
All: 8.71 GB Hrite: 532 MB(53.2 ME/s)

Overall progress

Loading Paragon Engine

Copyright Copuright 1388-2008 Paragon Techrnologie GabH. ALl rights reserved.
Please wait ...

Universal File Sustem Driver initialization...

BGetting partitions info...

Flushing system buffers, please wait... ... .cccoieive i ieici e iiannas

Restore Primary partition O (disk Q) from file: G:/farc_suystem/arc_suystem.PBEF
Data writing. ..

To avoid data loss, please do not reset or turn off the computer.
Dperation in progress... press 'ESC’ or ‘Ctrl-C' to interrupt operation

After completing the operation the program will automatically reboot the computer.

Restoring a dual boot Mac from an external USB drive
Let’s assume that your Mac fails to boot because of a hard disk malfunction. But you’ve got a backup of your hard
disk on an external USB drive. Just replace the failed disk with a new one and carry out a bare metal restore.

To restore a dual boot Mac from a backup image located on an external USB drive, please do the following:

1. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare the Linux/DOS recovery environment either
on a CD/DVD disc or a thumb drive.
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To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

| N
\lg‘/

e

2. Connect an external USB drive to the computer.
3. Restart the computer.

4. Inthe boot menu select Normal Mode to use the Linux recovery environment, since it’s the only mode that
enables to work with USB devices.

. Hormal Hode Hain recovery
ale 2 BN ITO
safe Mod ironnent

& Lou-Graphics Sale Hode

& Floppy disk

& Hard disk @ MBR

& Find 0Ses on pour hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

5. In the Linux launch menu select the Simple Restore Wizard.

- You can copy an entire hard disk or itg
@ Paragon Backup & Recovery™ pariitions o new kg ations. You can alse save
them as image files for laer restoration,
Fiease select the drive, its parition if
Simple Restore Wizard necessary, and then activase the ‘Hard Disk'
or "Partition” pulbdown menu and select the
Fibe Transber Wizard operation needed.

Metwork Configurator
Log Sawver

Eject COYDVD

oY 1

Stan the command line

g

©EE

Reboot the computer

Power off

6. On the Wizard's Welcome page, click the Next button.

7. On the What to Restore page, click the standard browse button [...] to find the required archive. When done,
double click on it to select.
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Select archive...

File mame: [ieo_vista pbi | Open ]

File type: |-'-:-I|1--'|'-".I pbf \-F Cancel

< Back Haati Cangel

8. Onthe Image Properties page, make sure that you select the correct image by viewing the provided
information about the archive.

- Disk preview
Apple HFS leopard NTFS [No label]
Volume  [Type [File Sysiem  [Size [Used [volume label | |
Basic Disk 0 (Size 112 Gb) !
Primary FATIG 200 Mb 15.0 Mb [Ma label]
" Primary Apple HFS 549Gb 14.2Gb leopard
. Primary NTFS 566 Gb 109Gk Mo labeq
Archive details: o
Type: Image of the hanrd disk
Archive namsa 90528hddlea_visiaea_vista pbi
Created 0B May 29 Thd 21:16:51 -

To conlinee resiore process, chick Next

9. On the next page specify a hard disk to restore the image to.

Basic Disk 0 (VMware Virual IDE Hard Driye) - 112 Gb

Basic Disk 1 (24)- 279 Gb

HTFS ntfsdbackup -

[Basi Disk ] Madel VMware Virtual IDE Hard Drive, Size 112Gb
H [volume |[Type |File System |Size |Volume label  [Aciive  [Hidden |
Basic Disk 0 {Size 112 Gb)
o = Primary Free 112 Gb Mo Mo

A All contents on disk selected for restoring purposes will be deleted during the operation.
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10. On the Restore Summary page you can see your hard disk layout before and after the operation. Click the
Next button to initiate the restore process.

vewchanges on

Your partiions before operations:

Your partitions afer operations:

- - -

il Apple HFS leopard NTF5S [No label] j

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress
1: Restore parition or disk | |
Operation progress
|
Time elapsed:  00:00:16 Time o finish: 002624

Copied safar: 1920 Mb Read o far 192.0 Mb (24.0 MBb/s)
To copy: 14.0Gb  Write so far: 192.0 Mb (38.4 Mby/s)

Orverall progress

Convening disk 0w GPT

Cpening archive leo_wista_0000p 000 .

Restore Primary partition 0 (disk 0) from file: /9052 §hddleo_vistaleo_vista_0000p 000
Duata writing

Opening archive leo_vista_0001p 000

Restare Primary partition 1 (disk 00 from file: /9052 §hddleo_vistalea_vista_0001p 000
Doata writing...

12. After completing the operation close the wizard, and then reboot the computer.

Copying of data from the corrupted system disk to another hard disk
To retrieve valuable information from your hard disk and copy it to another hard disk when the system fails to boot,
please do the following:

1. Connect the second hard disk to the computer.

2. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare the Linux/DOS recovery environment either

f on a CD/DVD disc or a thumb drive.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe
Mode to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve
got the option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious
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hardware incompatibility. In this case, only the minimal set of drivers will be included, like hard disk,

- s
Ej monitor, and keyboard drivers. This mode has simple graphics and a simple menu.
Y

Main recovery
& Safe Mode environsent
& Lou-Graphics Sale Hode

& Floppy disk

& Hard disk B HBER

& Find 0Ses on pour hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

4. In the Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.

You can copy an entire hard disk or its

Paragon Backup & Recovery™ pantitons o new kdations. You can alse save
themm as image files lor Later restoration.
Simple Restore Wizard Piease select the drive, its pantition if

necessary, and then activase the ‘Haed Disk’
) ) or "Partition” pulkdown menu and select the
Fibe Transber Wizard operalion needed.

Metwark Configurator
Log Saver

Eject CD/OVD

Stan the command line
Reboot the computer

Power off

OBV Xe*F

5. On the Wizard's Welcome page, click the Next button.

6. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.

Source

|' (NTFS, 0 om Disk 0) (WinXE b

'j My computer
w [ (Roat din)
S My Computer (My compier)
' jmnt (Mounted resources)
W jmnydisk (Local disks)
E W [media (Removable disks)
s |IDE CD/DVD (NECWMWa VMware IDE CDR1

Y (NTFS, 0 or: Disk ) (WinxXP
“ DY (NTF5S, 1on @isk 00 {Application)
“e* B\ (BackupCapsule, 2 on Disk 0) (UFSD di:

itk [~

Copyright© 1994-2010 Paragon Software Group. All rights reserved.



7. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

=
[ Clipboard Source
4=

™ jmntdiskhdal;Documents and Settin user <
3 imnydiskhdalDocumems and Settin . A

) Applicaton Data
) Cookies

i) Deskiop
% | E-Mail Database

) Fawarites

) Local Settings
) My Dacumernts
) MetHood

') PriniHood

< ¥ i Recent

Totaldata size: nfa Cak | Rename(F6) | | Delew(F@ |

Click the Calc button to estimate the resulted data size.

8. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any local
drive or a network share item.

Please select how would you like to save the data:

%) Save data to any local drives or a network share
Choose this aption il you want 1o save your data o local
maunted or physical panition, 1 USB or FireWare external
drives and to a mounted network share. You will be prompted to
choose a loCation you wanit o save the archive o,

) Burn data to COYDVD

Choose this aption if you want the Wizard © burn the data o

CDor DVD. You will be prompied 1o choose a CD or DVD RW
drive.

9. Onthe Select Destination Path page, select a hard disk to copy the data to by pressing the standard browse

button [...].
Select path
| mintidiskT 14l IEI
Space avallable on destination: 8.6 Gb
Totaldata size: nja

10. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish
the operation.

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.
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Operations list: Suboperation progress

1: Transfer user data
Operation progress

Time elapsed:  00:00:03 Time 1o finish 00:00:-00

Copied so far 17.0 Mb

Cverall progress

Transtering “/mnydiskhdal Documents and SettingsUserE-Mail Database” o “fmnydisk/hda2/E-Mail Data
Translering “/mnydisk/hd al/Documenis and Settings/UserMy Documents® o "mnydiskhdaZ My Document
Al operations have been finished

12. After the operation is completed, close the wizard by pressing the appropriate button.
13. Turn off the computer.

Burning of data from the corrupted system disk to CD/DVD
To retrieve valuable information from your hard disk and burn it to CD/DVD when the system fails to boot, please do

the following:

1. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare the Linux/DOS recovery environment either

2 on a CD/DVD disc or a thumb drive.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment, since it’s the only mode that
enables to burn CD/DVD discs.

F.. Mormal Hode Main recovery
& Safe Hode environnent

& Low-Graphics Safle Mode

& Floppy disk

& Hard disk 8 MBR

& Find 05es on your hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.
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35 Paragon Backup & Recovery™

You can copy an entire hard disk o its
paritions o new locations. You can alse save
them as image files for laer restoration,
Flease select the dirve, its partition if
necessary, and then activase the ‘Hard Disk'
or Partition” pulkdown menu and select the
operation needed.

ﬁ Metwork Configurator

@ Log Saver

S Eject CO/OVD
=
m Stan the command line

@ Reboot the computer

@ Power off

4. On the Wizard's Welcome page, click the Next button.

5. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.

Source

Y INTFS, 0 om Disk 00 (Winx= w
i My computer

w | (Roordin

W MyCompurer {My compuier)

' jmnt (Mounted resources)

" fmnydisk (Local disks)

E W [media (Removable disks)

b IDE CO/DVD (NECYM\Wa VMware IDE CDR1
e T

(NTFS, 0 or: Disk 3 (\WinxXF
% DY (NTFS, 1on gisk0) (Application)
“e* B\ (BackupCapsule, 2 on Disk 0) (UFSD di:

|~

6. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Source

user ~|
5. o
') Applic aton Data
) Cookies

i) Deskiop

) E-Mail Database
() Fawvorites

) Local Settings
) My Documents
) NetHood

I PriniHood

) Recent

7 imngdiskhdal Documents and Settin
£33 /mnndiskmdalDocuments and Settin

=)
(=)

< ¥

Click the Calc button to estimate the resulted data size.

Totaldata size: nja [ Rename (F§) ] [ Delete (FB ]
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On the Select Destination Type, choose the way the data will be stored. Select the Burn data to CD/DVD
item.

Please select how would you like 1o save the data

{j Save data to any local drives or a network share

Chaose this aption if you want i save your data o local
meunted or physical padition, o USE or FireWare external
drives and o a mounted network share. You will be prompied o
choose a locaton you want 1 save the archive i

%) Burn data to COYDVD

Choase this aption if you want the Wizard o burn the data o
CD or DVD. You will be prompied to choose a CD or DVD RW
drive.

On the Choose a Recorder page, select a recorder from the list of available devices and then set a volume
label by entering it in the appropriate field.

Sebect a recorder o burn data o

|’.u:ndur [Product Tryee 1
Optian DVD RW AD-7 1704 CD-R, CD-AW, DVD-R
Volume label [My Datd |

On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish
the operation.

10. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list: Suboperation progress
1 Transfer userdata I |

Operation progress

. s .|

[[ERanunsnunnnnn]
Time elapsed:  00:00:07 Time 1o finish 00:00:16

Copied sofar: 5.0 Mb
To copy 12.0 Mb

Overall progress

?Il_:hliur-i-ivhlul ]

Creating compilation image

Used burner: DVD RWAD-71704 Vendor: Optiarc
SEs5i0n apening

Data burning...

11. After the operation is completed, close the wizard by pressing the appropriate button.

12. Turn off the computer.

Copying of data from a backup to the corrupted system partition

The system fails to boot since some files are damaged. If you have a backup of the system partition, you can recopy
these files to make the system be operable again:

1. Start up the computer from our Linux/DOS recovery media.
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Recovery Media Builder can help you prepare the Linux/DOS recovery environment either

By

f on a CD/DVD disc or a thumb drive.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe
Mode to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve
got the option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious
hardware incompatibility. In this case, only the minimal set of drivers will be included, like hard disk,
monitor, and keyboard drivers. This mode has simple graphics and a simple menu.

F.. Mormal Hode Main recovery
& Safe Hode environnent

& Low-Graphics Safle Mode

& Floppy disk

& Hard disk 8 MBR

& Find 05es on your hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.

T . = You can copy an entire hard disk or itg
@ Paragon Backup & Recovery paritions o new locations. You can also save
them as image files for later restoration

. Simple Rest Wizard Fiease select the drive, its parition if

E':} "mp Ealne Trar necessary, and then activase the ‘Hard Disk'
-_é':} or "Partition” pulldown menu and select the

AL File Transfer Wizard operation needed.

| =

Z";%’ Metwark Configurator
(a3
@ Log Saver

£ Eject COOVD

Stan the command line

a Reboot the compuler
o

4. On the Wizard's Welcome page, click the Next button.

5. Select a disk where the system backup is stored from the pull-down list in the right pane of the page.
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Source

arc_280508134627531 -
() DIFF128565 184 7 10000000
wée apc_ 2805081 7531 PBF
= arc_280508134627531 pim

GLT J

6. Double click on the required backup to open.

Source

[image (arc_za0s08134627531 PBF |
) Documems and Settings
I) Program Files

L) RECYCLER

I System Volume Infarmation
I WINDOWS

= cliles.svigz

= AUTOEXEC BAT

|2 NTDETECT.COM

g bootini

3 nitidr

7. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Sounce

[ MINDOWS/system (mntidiskhdaz/8, [winpows v

) provisioning >,
2 pss
) repair

) security
@ 3 srchasst
@ ) sysem

0 sysem32
) twain_32
= oa
= 001947 _1mp
< » = aR)PIF

Total data size: 904 Kb

Click the Calc button to estimate the resulted data size.

8. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any local
drive or a network share item.
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Please select how would you like to save the data:

%) Save data to any local drives or a network share
Choose this option if you want o save your data 1o local
mounted or physical panition, © USB or FireWare external
drives and to a mounted network share. You will be prompted to
choose a loCation you wanit o save the archive o,

) Burn data to CO/OVD
Choose his opton if you want the Wizard w© burn the data o
CDor DVD. You will be prompied o choose a CD or DVD RW
drive.

9. Onthe Select Destination Path page, select your system disk to copy the data to by pressing the standard
browse button [...].

I
INtServicePackUninstally

o

) AppPaich
3 Cenfig I B
) Connection Wizard

) Cursors

) Debug

) Downikoadad Program Files
) Driver Cache

i1 EHome w

gt (FB [ Wew folder (F7) ] Delsis [F D

—_—

File name: ] mndisighd al AWINDOWS | [ Sehect
|

File type: [ s =
Help < Back T Cancel

10. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish

the operation.
11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list: Suboperation progress

MMM T T T T T T T

1: Transfer user data
Operation progress

T T T T T T

Time elapsed:  00:00:04 Time 1o finish: 00:00:00

Copled sofarr 0.9 Mb

Overall progress

||-Iil-l¥li'l'liiIili'Iill*lili'lillllilil‘lilil Il'lilll‘ll

Transkering “AVINDOWS/system” o "fmnydisk/hd al WINDOWS/system”™ - lem 1of 1
All operations have been finished

12. After the operation is completed, close the wizard by pressing the appropriate button.

13. Turn off the computer.
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"==Restoring separate files and folders from a backup

[&Bﬂﬂ The program provides a very convenient option to access backup archives and restore only data you need (the so
=)

called selective restore functionality). This operation can be accomplished either with the Restore Wizard, File
Transfer Wizard.

Restore Wizard
1. Select the Restore Wizard.

2. Onthe Restore Wizard's Welcome page, click the Next button.

3. Onthe Browse for Archive page choose the required archive in the browser-like window. The Archive File
Details section displays a short description of the selected image.

Look in I ¥ Baciop :a::.-::"-i"r::':k:j o 2

3

Hama Size Date
| TR TR Te-Z A doe-a a0 - T X b g a0 o/, A AT P

mg _0_310 0887 FEF 2Z2THE T/A02008 3:20:10 PM

- Mi{7TichEd16-2 ca-J3E7-1¥2ch (Fa5d2} 200831070 TAL2008 35223 PM -J
v 7 Z2TKE 702008 35228 FM
17GB 7/30/2008 35541 PM
mg_2_310708_075228187 PBF 12GB 702008 357456 PM =
Fies of type: | Archive fies =]
i~ Archive Fla [stads
Corment [Mo comment is avaiable]
Volume lebel:  WinXP
Fla systam:  NTFS Toisl size; 29GB
Used space: 1.9GB Fres space:  1020.7 MB
Fila: 1. ¥ 2chfa5d 2| 200831 07075228187 /mg_1 _310708_075228187 PEF

4. On the next page specify what you need to extract from the backup by marking checkboxes next to the
required data items. At the right lower corner of the window you can see the resulted amount of the
selected data.
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Chck: the check: beo neat 1o any fike or folder you want 1o restore from
Namo |Trpe  [See |2
- E Local Dk ) Pastition 23GB
& F e
41 [~ B2 AcnDB
=¥ E] Documents and Settings
- I_ | Al Ulgars
+ [T £ Defaut User
#-[ B LocalSanice
- B Metwerk Service
=1 F’u L =
- B Appkcation Data
5[ B Cocties
| B Dasktop
i [T B Favonteas
. l_ 1 Local Seftings
- ;F - My Documents
s ol MatHond
4| Bl PrntHood
- Facent
= lE ! Rarsrd T B
To continue, click Meod Dista size 1o restors: 1.7 KB

Zetn J

5. On the How to Restore page specify the way the selected data will be restored. In our case we’d rather
restore contents of the backup to its original location with replacing existing files as well.

Resters fies (o |C-.';-'-n=':-:4".:- 'I

6. On the Restore Summary page review all parameters of the operation and modify them if necessary.

imwmmm You can retum 1o the comasponding page and changs the options by cliking
| o kil hypardnees.
|| Otiectsto Restere

Dbject(s) selected 1

Total data size: 1.7 KB (1,743 Bytas)

il ' :
Destination path: C
Space available on destination: 1 GE (1,057,543 836 Bytes)

7. On the next page of the wizard confirm the operation by selecting the appropriate option.

~Would you liks to apply your changas 7
(< [Yes. apply the changes physcaly. |
" No, lst ma reconsider.

8. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.
9. After completing the operation close the wizard, and then reboot the computer.

File Transfer Wizard
To restore separate files and folders from a backup image with the File Transfer Wizard, please do the following:
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1. Call the popup menu for the required backup image (right click of the mouse button) in the Archive
Database and then select the menu item: Restore File from Archive. Thus you automatically open it with the
File Transfer Wizard.

|| %0 Show ot =] & B & %
T:rpB Creation Du;e - Emﬁ.ﬂbieﬂ . Size Flags -
F] §/3/2009 74537 AM  Fledevel Archive 138BKB jo I |
[P WA72009 7:38-58 AM  Fledevel Archive 1358KE B¢ o]
F /272005 7.10:36 AM - =
= /22009 35721 AM Local Dk (| 00 3n Archive to the Database... 24GB § o
|LJ /2/200952427AM BasicHarg(  Deletethe Archive from the Database... | 195 = |5
E 9/2/2009 5:20:25 A New Volume [:m Resion Files. 24GE b
([J 922009 5:11:41 AM  Fledevel Arg = 11KB —
([J /272009 50603 AM  Fedevel Arc |§' Incremental File Backup... 4 KB =
€ rmmow oo I 3
I W2/2009 22101 AM  Basic Hard 0= J 10GE = -

2. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Qipboard Source
_Hnme Swu- Path | | Name
[ images /C.Users/user/Deskiop/images/ (T arc_images .. | B | J achiveph
=8~
=8 =i
B [ Users
I B [ usar
= = [ Desidop
i3] P images
|

Total data sire: 412 KB

3. Onthe Select Destination Type, choose the way the data will be stored. Select the Save data to any local
drive or a network share item.

There are several ways the Wizand can stors your data. Plese select how would you ke to save the data

| ‘Save data to physical paritions
") Bumn the data s CD er DVD.

4. On the Select Destination Path page, specify the exact place to copy the data to.

Please sslect the dastination path whens 1o save the data from cipboard
Look @ % 2

Addess: L/

| Name
& [5] Local Diske )
- | e _images
[ s arc_new
B s achdb
LB L archive db

Total data size: 412 KB
Space avalabls on destination: 489.8 GB

Copyright© 1994-2010 Paragon Software Group. All rights reserved.



5. Onthe Transfer Summary page check all parameters of the operation. Click the Next button to accomplish
the operation.

Please ovenview the transfer options. You can retum 1o the comesponding page and changs the options by
chcking on tile hypedinks

Qbiects to irensfier
Object (s) selected 1
Total data size: 412 KB (421.569 Bytes)
Transfer destination
Destination path: Cf
Space available on destination: 4898 GE (525927 415 904 Bytes)
Owerwrite existing files: Mo

6. After the operation is completed, close the wizard by pressing the appropriate button.

Troubleshooter
Here you can find answers to the most frequently asked questions that might arise while using the program.

1. Itrytorun an operation, but the program claims my partition is in use and suggests restarting the computer.

There are a number of operations that cannot be performed while your partition is in use (or locked in other
words). Please agree to reboot your machine to make the program accomplish the operation in a special
boot-up mode.

2. lrun an operation and restart the machine as required, but it just boots back into Windows without
accomplishing the operation.

Please run 'chkdsk /f' for the partition in question.
3. lcannot create a new partition on the disk.
There can be a number of reasons for that:

e The program cannot create a new partition on a dynamic disk, but only on a hard disk that uses the
DOS partitioning scheme.

e According to the rules of the DOS partitioning scheme, the following combinations of partitions
cannot be created:

- Two Extended Partitions on one hard disk;
- Five or more Primary partitions on one hard disk;
- If there is an Extended Partition on the disk, only three Primary partitions are allowed.

e The program allows creating new partitions only within blocks of un-partitioned space. It cannot
convert a free space on an existing partition to a new partition.

4. |cannot copy a partition.
There can be a number of reasons for that:
- The source or target disk you select is a dynamic disk;
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10.

11.

12.

13.

- 4 primary partitions (or three primary partitions and an extended one) already exist on the target disk.

| need to copy a partition. But when selecting a place where to make a copy, | always get a crossed circle sign
no matter which partition is selected.

The program enables to copy a partition only to a block of un-partitioned space. If you don’t have a block of
free space on your hard disk, please delete or reduce an existing partition to accomplish the operation.

| cannot do anything with my USB flash drive. | get a crossed circle sign when trying to select any area on it.

Some USB flash drives don't have the MBR (Master Boot Record), that’s the cause of your problem. To fix
the issue please use the Update MBR function of our program or 'fixmbr' of the Windows installation disc to
write a standard code to your flash drive.

When trying to back up my system the program asks to restart the computer.
Most likely the Hot Processing mode is disabled. Please make it active in the program settings.

When backing up a partition with the VSS (Volume Shadow Copy Service) mode, the program throws "VSS
could not be started for processed volume".

Most likely you try to back up a FAT32 partition, which is not supported by VSS. Please use the Paragon Hot
Processing mode instead.

| cannot back up my hard disk to an external hard drive. Once started, the operation is aborted with the
following error: Hard Disk management, Error Code 0x1100a. What is wrong here?

The problem is that the Microsoft VSS service is set as the default Hot Processing mode in the program. But
this service has not been started in your WindowsXP/Windows2003/Vista. Please start this service (right
click on My Computer > Manage > Services > find Microsoft Volume Shadow Copy Service and make it active.
Set also to start it automatically).

When running a backup operation with the Paragon Hot Processing mode enabled, | get an error: error code
0x1200e "Internal error during Hot Backup"

Most likely your hard disk contains bad blocks. Please fix the issue with your HDD manufacturer's tool.
You can find a name of the tool you need here: http://kb.paragon-software.com

When running a backup operation with the Microsoft VSS mode enabled, | get the following error: error
code 0x12016 "VSS: can't read volume data”

Most likely your hard disk contains bad blocks. Please fix the issue with your HDD manufacturer's tool.
You can find a name of the tool you need here: http://kb.paragon-software.com

When trying to back up to a network share, | get the following error: "i/o error" or "can't open/create file"
Please check whether you've got a permission to write to the selected destination or not.

When trying to restore a backup archive, | get the following error: "Can't restore to current selection" or
"Archive does not fit"

Most likely you're trying to restore a backup of the whole hard disk to a partition or vice versa.
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14. | set up a timetable for a task, but it fails to execute.

There can be a number of reasons for that:

- Windows Task Scheduler does not work properly. Check whether it is so or not by scheduling a simple task
(call Notepad through scheduling);

- You don’t have permission to write to the selected backup destination.

Glossary
Active Partition is a partition from which an x86-based computer starts up. The active partition must be a primary
partition on a basic disk. If you use Windows exclusively, the active partition can be the same as the system volume.

In the DOS partitioning scheme, only primary partitions can be active due to limitations of the standard bootstrap.

The term backup originates from the time when the best way to protect valuable information was to store it in form
of archives on external media. It's become now a general notion to mean making duplications of data for protection
purposes.

Bootable Archive is created by adding a special bootable section when backing up the data to CD/DVDs. Thus you
will be able to restore the data from these archives without having to run the program, but by simply booting from
these CD/DVDs.

Cluster is the smallest amount of disk space that can be allocated to hold a file. All file systems used by Windows
organize hard disks based on clusters, which consist of one or more contiguous sectors. The smaller the cluster size,
the more efficiently a disk stores information. If no cluster size is specified during formatting, Windows picks
defaults based on the size of the volume. These defaults are selected to reduce the amount of space that is lost and
the amount of fragmentation on the volume. A cluster is also called an allocation unit.

Extended Partition is a partition type you create only on a basic MBR (Master Boot Record) disk. Extended partition
is used if you want to create more than four volumes on a disk, since it may contain multiple logical drives.

File System Metadata. The servicing structures of a file system, which contain information about allocating files and
directories, security information etc, are named the file system metadata. It is invisible for users and regular
applications because its accidental modification usually makes a partition unusable.

Hard Disk Geometry. Traditionally, the usable space of a hard disk is logically divided into cylinders, cylinders are
divided into tracks (or heads), and tracks are divided into sectors.

The triad of values {[Sectors-per-Track], [Tracks-per-Cylinder], [Amount-of-Cylinders]} is usually named the Hard Disk
Geometry or C/H/S geometry.

Tracks and cylinders are enumerated from "0", while sectors are enumerated from "1". These disk parameters play
an essential role in the DOS Partitioning scheme.

Modern hardware uses an advanced scheme for the linear addressing of sectors, which assumes that all on-disk
sectors are continuously enumerated from “0”. To allow backward compatibility with older standards, modern hard
disks can additionally emulate the C/H/S geometry.

Hidden Partition. The concept of a "hidden" partition was introduced in the IBM OS/2 Boot Manager. By default, an

operating system does not mount a hidden partition, thus preventing access to its contents.
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WA method of hiding a partition consists in changing the partition ID value saved in the Partition Table. This is

LS\
\Rﬁ achieved by XOR-ing the partition ID with a 0x10 hexadecimal value.
N

] Master File Table (MFT) is a relational database that consists of rows of file records and columns of file attributes. It

contains at least one entry for every file on an NTFS volume, including the MFT itself. MFT is similar to a FAT table in
a FAT file system.

MBR & 1st track of the hard disk is the Oth sector of the disk. MBR (Master Boot Record) contains important
information about the disk layout:

- The used partitioning scheme;

- The starting records of the Partition Table;

- The standard bootstrap code (or the initial code of boot managers, disk overlay software or boot viruses).
Generally, the Oth sector is used for similar purposes in all existing partitioning schemes.

The MBR capacity is not sufficient to contain sophisticated boot programs. That’s why the on-boot software is
allowed to use the entire Oth track of the disk. For example, boot managing utilities such as LILO, GRUB and Paragon
Boot Manager are located in the Oth track.

Partition ID (or File system ID) is a file system identifier that is placed in the partition. It is used to quickly detect
partitions of supported types. A number of operating systems completely rely on it to distinguish supported
partitions.

Partition ID is saved in appropriate entries of the Partition Table and takes only 1 byte of space.

Partition Label (or Volume Label) is a small textual field (up to 11 characters) that is located in the partition's boot
sector. This value is used for notification purposes only. It is detectable by any partitioning tool including the DOS
FDISK utility.

Modern operating systems save it within a file system, e.g. as a special hidden file. Thus it is able to contain a
relatively large amount of text in multiple languages.

Partitioning Scheme is a set of rules, constraints and format of the on-disk structures to keep information on
partitions located on a hard disk.

There are known several partitioning schemes. The most popular of them is the so-called DOS partitioning scheme.
It was introduced by IBM and Microsoft to use multiple partitions in the disk subsystems on IBM PC compatible
computers.

Another popular partitioning scheme is the so-called Logical Disks Model (LDM) that originates from the UNIX
mainframe systems. Veritas Executive accommaodates a simplified version of LDM to the Windows 2000 operating
system.

Windows 2000 and XP support two quite different partitioning schemes: the old DOS partitioning scheme and the
new Dynamic Disk Management (DDM). The problem is that earlier versions of Windows do not support DDM. In
addition, most hard disk utilities do not support it as well.

Recovery Media is a CD/DVD disc, a USB flash card or even a floppy disk from which you can boot for maintenance
Or recovery purposes.
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"==Root Directory is the top-level directory of a formatted logical drive to include other files and directories. In modern

L
\Kﬁ file systems (Ext2/Ext3, NTFS and even FAT32) it does not differ from other directories. This is not the case for old
N FAT12 and FAT16 file systems.

TN
[(eXe)!
NN/

Serial Number. In the DOS partitioning scheme, every hard disk and every partition has a 32-bit serial number
represented by an 8-figure hexadecimal value. It is stored in the MBR and its value is assigned when the MBR sector
is initialized by Microsoft standard disk managing tools, such as Windows Disk Administrator and the FDISK utility.

In fact, a hard disk's serial number is not important for most operating systems and software. It is known that
Windows NT, 2000 and XP store its value in the database of assigned drive letters.

A partition's serial number is stored in its boot sector (in FAT16, FAT32 and NFTS file systems). Its value is assigned
when the partition is formatted. It does not play an important role for most operating systems and software as well.
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