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Product Concept

Paragon Exchange Granular Recovery is a plug-in for Microsoft Outlook 2003/2007 that enables
to get fransparent access to backup mail databases of MS Exchange Server 2007 through the
standard facilities of MS Outlook for easy and fast data recovery at a granular level.

Product Key Differentiators
The key differentiators of the product are:

v Full integration with MS Outlook 2003/2007;

v Access to MS Exchange mail databases (EDB files);
v' Simultaneous work with multiple EDB files;

v' Granular data export from EDB files;

v' Support for the MS Exchange log files replay;

v Selection of mailboxes to work with.

Primary Audience

Paragon Exchange Granular Recovery has been specially designed for MS Exchange 2007
administrators to help them:

v Do away with slow and unreliable *“brick-level” mailbox backups;

v' Recover user mailboxes or individual mail items directly from MS Outlook.

Workflow Procedure

Paragon Exchange Granular Recovery can help an MS Exchange 2007 administrator minimize
time and efforts required to find and restore lost email items. The workflow procedure involves
the following steps:

v' Extract the required EDB file and its logs (if necessary) to a separate folder with Volume
Explorer, File Transfer Wizard, or Restore Wizard, which are components of Paragon Drive
Backup;

v Openitin MS Outlook 2003/2007. If the selected EDB file contains a private store, it's
possible to additionally specify mailboxes to work with;

v Find the required emadil items with the built-in facilities of MS Outlook;

v Export them to any location, including a local PST file, or an MS Exchange mailbox, again
with the built-in facilities of MS Outlook.

Thus there are only 4 steps, the first two of which are accomplished with easy to use intuitive
wizards from Paragon, and the last two — familiar functionality of MS Outlook.
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Supported Platforms

The current version of Paragon Exchange Granular Recovery can work with MS Exchange
Server 2007 and MS Outlook 2003/2007 under 64-bit versions of the following operating systems:

v Windows 2003/R2 Server xé4 Standard or Enterprise;
v Windows 2008/R2 Server xé4 Standard or Enterprise;
v" Windows XP SP2/SP3 x64 Professional;

v" Windows Vista xé4 Ultimate or Business;

v Windows 7 x64 Ultimate or Business.
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Getting Started

Recommended Target Environment
The recommended target environment should meet the following criteria:

v' The system is based on one of the supported operating systems;

v Installed MS Outlook 2003 or 2007;
v' At least one outlook profile is configured*.

*You're free to configure an outlook profile after the installation of the program is
accomplished.

*The program can either be installed on a computer with MS Exchange 2007 or without it. In the
last case you will have to additionally provide three ESE libraries (ESE.dIl, ExchMem.dll, and
JCB.dIl) during the installation, which you can find in a binary folder of the currently installed MS
Exchange Server (by default, C:\Program Files\ Microsoft\ Exchange Server\Bin) or in its
backup. It's not a limitation of our product, it’'s a limitation imposed by Microsoft.

Installation

The setup utility has the standard user interface and set of installation steps. There are only
several minor points we'd like you to focus on:

v" You need to close MS Outlook before installing the program. If you don’t do that, you will
anyway need to restart it after the installation process is over for the changes to take
effect.

v' You need to accept Paragon License Agreement. Otherwise you won't be able to
proceed with the installation.

End User License Agreement -
between

PARAGON Technologie GmbH,
Systemprogrammierung
Heinrich-von-Stephan-Str. 5 ¢, 79100 Freiburg,
Germany,

-

'
@) I accept khe terms in the license agreement Print

I do naot accept the kerms in the license agreement

v If you install the program on the computer without MS Exchange 2007, you will have to
additionally provide three ESE libraries (ESE.dll, ExchMem.dll, and JCB.dII).
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Please select the location of Exchange 2007 ESE libraries:
ESE.dll, ExchMem.dll and JCE. Il

¥ou can find then in the Exchange BIM Folder,

@ Copy ESE libraries Fram:
C:\Program Files\Microsoft\Exchange Server\Bin

Lost Email Recovery

Extracting EDB files and logs from a backup

You can accomplish this operation with Volume Explorer, File Transfer Wizard, or Restore Wizard,
which are components of Paragon Drive Backup. Below you can find how to do that with
Restore Wizard:

Conditions:

v If you're dealing with a backup of a correctly stopped MS Exchange Server, you're free
to use EDB files without logs. But if you're dealing with a backup of a working MS
Exchange Server, as we are, you should extract from it not only the required EDB file but
its logs as well, to let the program play them and open the mail database correctly, i.e.
with all the latest changes reflected. The same goes for a EDB file copied from an
incorrectly stopped or a crashed server.

v When you open a EDB file and related logs in MS Outlook, these files will be automatically
modified, so please do not open the originals of a working MS Exchange Server, but
copy them to a separate folder.

v If you're going to open several EDB files of the same storage group, you need to copy
every EDB file together with logs of that group to a separate folder, this is the only way
you can guarantee them open correctly, i.e. with the latest changes reflected.

v If you don’t have logs, you can still open the required EDB file, but only after fixing it up
with MS Eseutil (http://technet.microsoft.com/en-us/library/aa%998249.aspx).

Scenario:
1. Launch Paragon Drive Backup.

2. Select in the Main Menu: Wizards > Restore...
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http://technet.microsoft.com/en-us/library/aa998249.aspx

Tools Changes BUUEEREN Hard Disk  Partition  Archives  Yiew Help

ﬁ % lUndelete Partitions. . (c%! @

" Back Up Bac k. Cop}lEartition Help
_ ﬁ amart Backup. .. -
Disk Viex

Basic Back ﬁ Back Up Disk or Partition...
Advanced 3 Bas

ﬁ Back fﬂ Back Up Files...
Advanced [
ﬁﬂ Back

o
e T P2P adiustBs...

@ Sched Backup Ltilties »

@ Flestar wirtualization 3

@] One Butkon Copy Wizard
(&) copy Hard Disk. .

Eﬂ Schedule Hard Disk Copy...
Virtualizatis —

(C@ Copry Partition...
@] PR T (% Schedule Partition Copy...
@ P2 Restore
% P& Adjust 05

3. On the Wizard's Welcome page, click Next to continue.

I

o

o
o
[= 8
2

o

4. Browse for the required backup. In our case it's located on a network share, so we need
to additionally map it.

e Click Switch to File View;

= Show all v| & B B

Type Creation Date | Source Object | Size | Flags

Switch to ﬁile Wit
Archivesde Detailz

e Click on the appropriate icon to map a network drive;

Laok in: |E System [C:) v| il %@

-- E System [C:]

-- E Applications D]
- [5] Other Shuff [E2)
#- [5] Second HOD (F)

Files of tppe: | Archive filez
Switch to Archive List Wiew
Archive File Details
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8

e Inthe opened dialog set up all the necessary parameters;

¥ Map Network Drive

Remate location mapping

A network, share |\'\sw380\Temp2\ | E]

tap to drive letter :

[] Make permanent connection

¥ Connect az uzer [ ak. H Cancel l

- Click the standard browse button [...] to browse for the required network share
or manually enter a path to if;

-  Define a letter from the pull-down list of available drive letters;

- Mark the checkbox to make this connection permanent. Otherwise it will only
be available for the current Windows session;

- Click the Connect as user button at the foot of the dialog page to specify a
user name and password to access the selected network share if necessary.

5. Click on the mounted network share to select the required backup. In our case we've
got to do with a complex archive containing two partitions. Click Next to confinue.

Look in: ||I| Temp2 on 'erv380' [22) V| w K =‘_'§

M arme Size  |Date A
(2)DVD Drive [G:)

(5)DVD-RaM Diive H:)

= [F] Temp2 on 'sr380' (2:)

= '5‘“3_'321 00912 [ ) 07102009 13,3744
arc_EI21 009120743887 FBF 4EKE 0210.200917.28:14
img_0_021009_120801525.FEF 1.9GEB 02102009 16:17.37
img_1_021003_120801545.FEF 1.9GE 02102009 16:49.50

[C)Backup 07.10.2009 16:07:41 s

Files of type: |Archive files v|

Switch to Archive List View
Archive File Detailz

Mame: Archive

Camment: Mo comment

Created: 02102009 17.28:14

Pazsword protected: Mo

File: Z:darc_021009120743887 farc_0210031 20743887 FEF

6. Since mail databases (EDB files) and logs are stored on different disks, we need to
browse them both and mark checkboxes next to the required data items to extract.
Click Next to continue.
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Pleaze zelect one of the object(z] to restare:

Marme | Type | File system | Size | zed | &
= [E] £ First Storage Group
[ £ CatalogData-13270909-02b-431 £-92dc-1 2ab6ae59632-cobd. ..
] £ CatalogD ata-521237db-31 0e-4 378671 3-07752899be2-cokd,
] £ CatalogD ata-f0Heia-04c8-4749-ac8b-501 24ddf4bif-cofddd...

1 | Eo0.chik File 2KB
b ailbiow D' atabaze.edb File 4733 MB
K Hew mailbox databaze.edb File 1.EGE
K Ruszgian. edb File BE4 MB
K tmp.edb File 2MB

] 1 Public Group

] £ Mailbox - Copy (020909

] 71 Swstem Yaolume Information

1 E ] Temp - Mail

] £ Temp - Public

= @Secnnd HDD [F) Primary NTFS 2999GE  316GB
=R,

[ E1$RECYLLE BIN

=1 First Storage Group

I ——
[] = First Storage &Taup - Copy (020309)

[ 1 5ystem Yolume Information

B

B8

&

&8

I Temp o
O] B Templ v
Archive Details
MHarne: Second HDD [F:]
Volume label; Datal
File spstem:  MTFS Total size: 2399 GE
Uzed space: 31.6 GE Free space: 268.3 GE

File by file restoring can take a long period of time.

To select where to restore the selected object(z], click Mext Diata size to restore: less than 114.3 GB

7. Specify how and where you'd like to restore the data. In our case we need to restore it
to a specific folder. Click Next to continue.

Restare files to: | Specific folder

The filez and folders will be restored to the specified folder. The digk structure w
folders, i.e. wolume C: to folder, named "Disk_C™ etc.

Please zelact a folder to restore o

Lok, ir; |E|.t’-‘n.|:||:|lications[D:] v| W ¥ E

MHame
E System [C:)
=] E.&pplicatinns D]

fimi Backup Data
[Z] Other St [E2)
[5] second HDO [F)
El TempZ2 an 'srv380° (2]

8. Complete the wizard, then click Apply to accomplish the operation. Extracting separate
files from a disk backup is rather a time-consuming operation, especially when the

backup is located on the net, so please be patient.
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rkition  Archives View Help

Vi %Q@@

Dizk Yiew | Scheduled Tasks | Arct

Basic Hard Disk 0 {Maxtc

9. When done, make sure the extracted EDB file and logs are located in one and the same
folder (fix it if necessary). The problem is that Drive Backup keeps the original disk

structure intact, so backup files from different folders of different partitions will be
extracted to different sub-folders.

Opening EDB files in MS Outlook
1. Launch MS Outlook.

2. Click on the Add an Exchange Database Archive icon found in the MS Outlook toolbar.

File  Edit Wiew Go Tools Actions Help
iEdANew - | @ 3 X | S Reply (8 Reply to All i Forward \ A=
%}; (e @Back @ |CH B L | 9 | B | Messages

%

Mail « || L4 Inbox

Favorite Folders ¥ |_'.-=_-ar-:|11n|-.:.r o v| ¥
Mail Folders =

Arrangec By: Date Mewest an top |

2] All Mail Items

L |

There are no items to show in this
= €4t persanal Falders view,
@ Deleted Items
L7 Drafts

3. Browse for a folder containing the extracted EDB file and logs or set a full path to it
manually.

Ewchange EDE file:

Browze. . |
Please place azzociated log files [ log) to the same folder,
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Look ir: Backup Data j = EF E-

Nameﬁ Date modif... Type Size

IMailbox Database.edb

-
-\-L-’f

Recent Places

Deskiop
;T‘ 1
WhivistaBd

A

-

Carnputer
AL
=]

T etk

Object name: |Mai|b0>: Databaze.edb ﬂ Open |
Objects of type: |EDB files [*.edb] j Cancel

Exchange EDE file:

D:\Backup D ata\Mailbox D atabase. edy Browse...

Pleaze place associated log files [*log) to the same folder.

Processing a EDB file with logs is rather a time-consuming operation, as our

Q program has to play back all logs to open the mail database correctly, i.e.
with all the latest changes reflected. Anyway everything depends on the
number of processed files and the system performance.

4. If you've got to do with a private store, you can select a mailbox you want to work with
by marking a checkbox next to it. You're also free to select several mailboxes. If working
with a public store (a "Public Folders” database) — this option will be unavailable.

M ailboses:

] Mailbaox - Admimistratar -
M ailbos - Alewey Shvitzky

Mailbox - Boriz Verkhavykh

] Mailbox - Microzoft System Atendant

Maxgx - Mikhail Kurlpandtses

[[] Haifiax - Pavel Eelyavisey

Mailbox - Raj Panomarenkao

Mailbax - SypstemM ailbox{B77C7EES-4934-4444-816C-E5193FCCOAACY

[wl Mailbox - Yladimir 5chaooy i
4 | [} I

m

To complete the configuration, click. Finish,

program enables to select mailboxes to be shown in MS Outlook, so you can

f One MS Exchange message store may contain hundreds of mailboxes. Our
improve usability and cut the system resources.

5. Click Finish to complete the wizard.
6. As aresult you'll get a new mail folder called Paragon Mail Archive.

Copyright® 1994-2009 Paragon Software Group. All rights reserved.



12

£ @ Persanal Folders
= f:'? Paragon Mail Archive [D:\Backup Data\M
&[] Mailbox - A(%xey Slivitsky
A [ Mailbox - Baris Verkhowykh
H [ Mailbox - Mikhail Kurlyandtsev
H [ Mailbox - Pavel Belyavtsey
H [ Mailbox - Raj Panomarenka
H [ Mailbox - Systembaillbox{577C75E5-44
H [ Mailbox - Vladimir Schapaoy
L Search Folders

A EDB file can be opened in the read-only mode so you won’t be able to save
A any changes back to it.

Searching for lost email items

Paragon Exchange Granular Recovery enables to use all search and preview capabilities of MS
Outlook when working with EDB files.

e Advanced Find (Ctrl+Shift+F);

© Eile Edit View Tools

Look Far: lMessages vl In: | Paragon Mail Archive (Ciilsersty
Messages | More Choices I Advanced | Fird Moy

Search For the word(sh: || IE‘

Stop

In: | subject Field only

[]where 1 am: the only person an the To line (

Time: | none |Z| anykime

e Instant Search (Ctrl+E).

P adMNew ~ u‘é—‘h 3 P & Beply (=8 Reply to All (g Forward v —j Send/Receiv
(0 @Back @ @ F L 9 | By Messages M=
Mail « ||[d Mailbox - Boris Verkh...
Favorite Folders ¥ |.'-e:||'-:h IMailbax - Boris Verkhaowkh 2 Vl ¥
WP 2 Arranged By: Date MNewest an tap |
L] Al Mail Tte ms -

There are na items to show in this view,
= @ Persanal Folders
=] Cj Paragon Mail Archive (T8 Users' WVMVistad 4D
H [ Mailbox - Alexey Slivitsky
4 Mailbox - Boris Verkhaovykh
R ] r.daillnox[%.ﬂikhail Eurlyanctsey
H [ Mailbox - Raj Panamarenko
H 4 Mailbox - SystemMailbox{577C75E5-493
H 4 Mailbox - Viadimir Schapoy
L& Search Falders

To know more on the subject, please consult documentation that comes with
MS Outlook.
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Exporting lost email items

Paragon Exchange Granular Recovery enables to export email items from EDB files just the way
it's done with ordinary MS Outlook mailboxes, so you can export data to the active MS
Exchange Server, or a standard PST, or even a file of the desired extension (HTM, MSG, TXT, etc.):

For a single message

e Export the selected message to a standard PST or Exchange mailbox with the drag-and-
drop technique;

e Save the selected message as a file (HTM, MSG, TXT, etc.) through the Save As... dialog
(File > Save As...);

For multiple messages/folders

e Export multiple messages/folders to a standard PST or Exchange mailbox with the drag-

and-drop technique;

e Export multiple messages/folders to a new PST file through the Import and Export... wizard

13

(File > Import and Export... > Export to a file > Personal Folder File).

Exporting a single message
To export a single message from a EDB file, either save the selected message as a file (File >

Save As...),

H Close All Ttems
Save As...
H Save Attachments

Falder

Import and Expaort...
Archive...
Page Setup

Print Preview

i o

Print...
Waork Offline

Exit

Data File Management...

Ctrl+P

q

(51 | Messages

i File | Edit View Go Tools Actions Help Type a question far help
Mew b4 Reply to All (2, Forward I —j Send/Receive ~ | [Gl Search address haalks -
:| Open

’jg"j“i:ﬂgz =

1 Inbox

Search Inbox

P~y

Arranged By: Date Mewest on top

RTF text message Este texto es ejemplo

espafiol

1 Outhox
3 RSS Feeds

 mimide Thmann

i~ ga Fri /28
RTF text message Est... 0]
=T Fri /28
TecToB0e CO0nWaEHK @
=T Fri /28
HTML text message i
=T Fri /28
Embedded objeds i
=T Fri /28

Plain text with attac... @

Sent: Fri 8/28/2009 446 PM
Ta

Este texto as ejernplo espaficl

El veloz murciélage hindil comia feliz
cardillo ¥ kiwi. La cigiiefia tocaba &l
saxofén detras del palenque de paja

El pingliine Wenceslao hizo kilémetros
bajo exhaustiva lluvia y frio; afioraba a su
queride cacheorro

Este texto es ejemplo espafiol
El veloz murciélago hindi comia
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IL?,- Save As
i l er:I « VMVistad » Documents » - | ¢f| Search je | Se
W Organize = 288 Views ~ [ Mew Folder £l
Exvoniellinks Name Date modified Type Size » |ES
E| Documents (2 My Music
Iy Pictures
Bl Decktop E‘ y )
[21 My Videas 1
& Recent Places
& Computer .
E. Pictures lo ¢
B’ Music .h.
More = 191
al:
=la
~ .
Falders i
File name: RTF text message Este texto es gjemplo espaficlrtf -
Save as type: [Ri.ch Text Format (*.rtf) v] '1p:
Text Only (bt} REC
“ Hide Fold M wi
e Folders Outlook Template (*.oft) b d
Outlock Message Fermat (*.msg)
E’p search Folder Qutlook Message Format - Unicode (%.msg) =
nce

or drag-and-drop it to a standard PST folder, Exchange mailbox, or any other folder of the file
system (in this case the message will be saved as an .msg file).

To know more on the subject, please consult documentation that comes with
MS Outlook.

Exporting multiple messages/folders
1. Launch Import and Export wizard (File > Import and Export...).

| Eile | Edit Yiew Go Tools Actions
[ews 3 QREP
5| Open » A
= Clase All Items
I Bl Save As.. In|
Search It
H Save Attachments 3
s
Folder 3 IR
a
Data File Management... RTE
Impaort and Expart... 51 qa
Archive... Tect
= aa
Page Setup » HTI
|2 Print Preview = g2
i Print.. Ctrl+P Emb
(=1 qa
Work Offline = o
Exit
T outhax | |'I'
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2. Select Export to a file.

hoose an action to perform:

Export R3S Feeds ko an OPML file

Import a WARD File (.v%

Import an iCalendar {.ics) or wCalendar file (. ves)
Import From another program or File

Import Inkernet Mail Account Settings

Import Internet Mail and Addresses

Import RSS Feeds From an OPML File

Import B33 Feeds from the Common Feed List

Cescription

Export Outlook information ko a file For use in other
programs.

3. Then select Personal Folder File (.pst).

Create a file of type;

Comma Separated Walues (Di03)
Comma Separated Yalues (Windows)
Microsoft Access 97-2003

Microsoft Excel 97-2003

Personal Falder File (. pst)

Tab Separated Values (DOS)3
Tab Separated Yalues (Windows)

4. Select a mailbox or a folder to export from.

Select the Folder to export From:

= 3 Mailbox - Raj Ponomarenko -

m Calendar
84 Contacts
3 Deleted Items

3 Drafts

3 Inbox

@ Journal

3 Junk E-mail

L | Mates =
3

5. Set afilter if necessary by clicking the Filter button.
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Messages |M0re Chaices I Advancedl

Search Far the wardish || |E|
In: | subject Field Dnlr& |E|
I _—
[ where 1 am: the only persan on the Ta line
Time: |none Iz‘ anytime

6. Choose how to treat duplicates.

Save exported file as;

1ataiLocaliMicrosoftiOutlookibackup. pst

Options
@ Replace duplicatz%with ikems exported
() Allow duplicate itefs to be created

() Do ok expart duplicake items

7. On the last page you've got the option to set a password to the newly created PST file.

File: CiUsersivMiistasd AppDatal Locali Microsof tho
Mame:  Personal Folders

Format:  Personal Folders File

Password
Password:
Verify Password:

[7] Save this password in vour password list

or drag-and-drop the selected messages to a standard PST folder, Exchange mailbox, or
any other folder of the file system (in this case the message will be saved as an .msg file).

To know more on the subject, please consult documentation that comes with
MS Outlook.
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Conclusion

With Paragon Drive Backup™ and Paragon Exchange Granular Recovery a system
administrator can redefine traditional protection of MS Exchange 2007 by doing away with slow
and unreliable “brick-level” mailbox backups while still providing the option to recover not only
the whole mail server, but also a single mailbox, folder, message, contacts item, note, etc.
Unlike 3@ party solutions of similar functionality, and rather complicated procedures described
in Microsoft best practices, our solution is simple and user-friendly and it can boast full
integration with MS Outlook. Moreover with the option to play back logs from incremental and
differential backups of MS Exchange, our program offers to restore a mail database with the
latest changes reflected.
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