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Introduction

ParagorBackup & Recoveryll Homeisa complex disaster recovery solution. Byplementing in this produatutting

edge technologies, including the next generation of Paragon Adaptbei i 2Hd8poovides for a successful migration
of any Windows since XP to a different hardware platform (P2P), support for modern ultra high capacity drives (more
than 2TB in sizegadvanced WInPE 3.0 based recovery environmamd, a highly improvedlé-level backupthe

company has offered all the necessary facilities to build a bptedf shield against any disaster.

In this manual you will find the answers to many of the technical questions, which might arise while using the prograr

Our company is constantly releasing new versions and updates to its software, that's wh
images shown in this manual may be different from what you see on your screen.

7EAO0B8 O Badkup &REcovery 11

1 The updated P2Rdjust OS Wizartlo successfully start up a Windowbysical system on a different hardware
platform (P2P) by allowing injection of all required drivers and the other actions crucial for this type of
migration. Including the third generation Barago@ Adaptive B 4 1 2 NBEun G SOKy 2t 238 3% Al

- Analyze all installed drivers inside a target system to report on devices without drivers.
- Search for and install lacking drivers from the bmlWWindows repository.

- Notify the user about boot critical devices without dng (HDD/RAID controllers, etc.), automatically
prompting to provide a path to a driver repository.

- Name all devices according to their model description, not some alphanumeric code, which requires
additional deciphering.

- Determine and install drivers noinly for boot critical devices, but for physically connected NICs as well.
1 Automatic partition alignmentduring partitioning/copy operationto optimize performance of your hard disk.

1 Check FS Integrity and Data Losdiéesto let you specify the acceptable balance between the operation
performance and the risk of data loss.

1 Conversion of basic MBR disks to basic @r&njoy all benefits of the newest partitioning schemelwit
minimal effort.

1 WinPE 3.0 based bootable environmettt enjoy support of a wider range of hardware configurations with the
option to add drivers for specific hardware-time-fly.

The updated Boot Corrector for WinREat now equals the functionality of the Linux/DOS counterpart.

Backupfiles or entire diskdo an FTPSFTP servep provide a new level of system and dairotection.

Better performance for backup operationsy employingasynchronous data transfer

= =/ =4 =4

Automatic backup/restoreof ACL (Access Control List) for file backtpsnherit access permissions for backup
contents when restoring to a different location.

=

Password protection for file backup® prevent unauthorized access to your personal data

9 Traceroute/Rng utility to verify network connectios from the WinPB.0 based recovery environment.
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8

Better support for64-bit platforms to rebootyour computer to one of the threspecial mode (Windows
native, Linux, or DOS) to automatically complagperations, whichcannot be accomplished under &t
Windows.

Support of the restartfree installation.
AFD (Advanced Forat Drive) ready
Support of 2TB+ and neB12B sector size drives

USB 3.0 ready

Product Components

In order to cope with different tasks, the product contains several components:

1

1

Windows based set of utilitiess the crucial part of the product. With the help of an easy to use launcher you
may find and run tasks of any complexity in the field of data and system protection, hard disk partitioning and
cloning, etc.

Linux/DOS baedrecovery environments a multiplatform bootable media that enables to run utilities under
Linux or PTS DOS, and that way to get access to your hard disk for maintenance or recovery purposes. Both
platforms have their strong sides, for instance Linar boast support of FireWire (i.e. IEEE1394) or USB
devices It enables to burn CD/DVD dis¢Hiowever there can be some difficulties with detecting new hardware.
DOS inits turn has no problems of that kind but istéichin features. The Linux/DOS reeoy environment

requires no installation and can be of great help when the system fails to boot. Besides it offers a Windows XI
like environment.

WinPE basedecovery environment Especially for keen followers of Mdows, our product also offers a WinPE
3.0based baotable media. Unlikéhe Linux/DOS recovery environmeihtan boast an excellent hardware
support and he same interfacasthe Windows versioican However its system requirements are much
tougher.

Features Overview

This chapter dwells upon key benefits and technical highlights of the product.

Features

Let us list some of thfsatures:

User Friendly Fault Minimizing Interface

1

1
)l
|l
)l

Graphical representation of the datto gain a better understanding.

A handyLauncherto easily find and run the required tasks.

Comprehensive wizard® simplify even the most complex operations.
A context sensitive hint systerfor all functions of the program.

Previewing the resulting layout of hard disks before actually executing operati(swscalled virtual
operations).

Backup Facilities

1

Archive Databasé¢o help the user easily manage backup images (get ptmse add, delete, mount, etc.).
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[D This feature is only available for the Windows installation of the program.

1 Available location forbackup images

- Backup to local mountegiartitions.
- Backup to local unmountggvithout drive letter assigned) partitions

- Backup to an external mounted storatgeprovide for a higher level of data protectiamd system
independence

- Backup to a special secured place on the hard disk called the Backup @wgicds an indepetient system

layout (e.g. a separate partition) and will stay operable should the active file system be damaged. To avoid an
accidental removing or unauthorized access of the backup data, this partition is hidden and thus cannot be
mounted in the operatingystem.

- Backup to external media (CD/DMbyuarantee a high level of data protection as longhesbackup media is
kept secure.

- Backup to a network drivt® stand a better chance of succeascase of a hard disk failure.
- Backup taan FTPSFTPserverto provide a new levieof system and data protection.

1 Smart Backup Wizarth secure system and data with the minimal efforts possible. With a unique intelligent
work algorithm and a highly intuitive user @rface, you can easily back up exactly what you ndéhd whole
system, email databases (MS Outlook, Express, Windows Mail) media files or office documents of the My
Documents folder, or any other files and folders.

9 Differential backupto a sector image to only archive changes since the last full sbas®d image, thus
considerably saving the backup storage space. To restore this kind of backup you will require a full image anc
one of its differentials.

1 Incremental backugo a file image to only archive changes since the last full or incrementakfiled image.
An incremental image is smaller and takes less time to create, but you will require the initial fullanthgk of
its incrementals to restore the latest point of this kind of backup.

9 Eile backup to a sector imagét is a unique technology on the market so far that bridges two principally
different approaches of theata backup: the fildbased backup and the disk imaging backup. With its help you
can now create a sectdrased backup of your system to get it back on track in minutes in case of a virus attack
or a hardware malfunction and then just make {ilased increrental images to the previously created seetor
based backup to keep updated only information that is critical for you. Thus you will considerably save your
system resources.

1 Cyclic backupo automate thebackup of separate partitions. It is an ideal option if you want to establish-a self
acting data protection system.

[D This feature is only available for the Windows installation of the program.
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1 Synthetic backugo change any property (merge a given differential image with its full image, spi#lih
compress/decompress, etc.) of an existing backup image without carrying out a physical backup operation.

1 Bootable Backup Capée to get the choice to launch the Linux or PTS DOS recovery environment every time
you start up the computer. With its help you will be able to run utilities under Linux or PTS DOS, and that way
get access to your hard disk for maintenance or recpyerrposes.

[D This feature is only available for the Windows installation of the program.

Restore Facilities
1 Restore an entire diskseparate partitionsor only files you needrom the previously created backup image.

1 Restore with Shrinko restore a bakup image to a free block of smaller size taking into account only the
amount of actual data of the image.

1 Adaptive Restordo successfully migrate a Windoyhysical system to a different hardware platforR2P) by
allowing automatic injection of all required drivers and the other actions crucial for a migration of this kind.

[D This featureis only available for the bootable recovery environment.

Copy Facilities

9 Partition/ hard disk copyto successfully transfer all egisk information including standard bootstrap code and
20KSN) a2ad0SY aSNIBAOS aiUNHOGdZINB&asY (Kdza YIFIAYUGl AyAy:

o Copy functiondity can also be used as an alternative way of data protection.

Partition/Hard Disk Management Facilities

9 Basic functions for initializing, partitioning and formatting hard diskereate, format, deletg Instead of the
standard Windows disk tools, the program supports all popular file systems.

1 Mount a partition (assign a drive letter) of any file system type to make it available for your operating system.

1 Modify file system parametergmake active/inactive, hide/unhide, etc.).

1 Undelete Partitions Wizardo recover an accidentally deleted partition.

Automatization Facilitie s

9 Task schedulingp automate routine operations. It can be particularly effective when you have to repeat a
sequence of actions on a regular basis.
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(D Scheduling is only available for the Windows installation of theogram.

1

Scriptingto make the program create a script of any set of operations you need. Besides support of all
operations available in the interactive mode, the unattended mode provides some additional features, such as
conditional execution, subroutines, repeatable iterations, disk/partition properties analysis, errors
management, etc.

Auxiliary Facilities

1

Conversion of basic MBR disks to basic @&njoy all benefits of the neest partitioning scheme with
minimal effort.

File Transfer Wizartb make such operations as transferring of files/directories or burning of them to CD/DVD
as easy and convenient as possible. Providing accé&ssdgonbackups as regular folders, it may also help to
replace corrupted data from a previously created image in case of an operating system failure.

Volume Exploreis a handy tool when you have different file systesnghe disk, whether they contain an
operating system or just data. Volume Explorer will let you explore a file system of any type and provide acce:
to the necessary files and directories regardless of their security attributes.

Recovery Media Buildeto create abootablerecoverymediaon a CD,DVDdisg or flash memorywhich can

later be used to boot and recover your computer in case of an operating system failure. Moreover, with its hel
you can save datfrom partitions of your hard disk directly to compact discs or burrin®ges. The utility
supports various formats of laser discs-RIRW, DVER/RW, DVD+R/RW, DNR) DVD+R double layer, Bay

and can handle mulgession burning.

Network Configuration Wizardo establish a network connectiaon a bootable recovery medigither to save a
backup of a partition/hard disk or just several files on a network computer or retrieve a previously made backt
from a network computer for recovery purposes.

Boot Correctorto fix most of the system boot problems that can be a result of a human factor, program error ot
a boot virus activity.

(D Boot Corrector is only available for ¢hbootable recovery environment.

Supported Technologies

Along with using innovative technologies from outsiBaragorhas developed a number of its own original
technologies that make its products unique and attractive for customers:

1

Paragonl 2 (i . | t€chndtbdy to back up locked partitions and hard disks under Windows NT+ family
operating systems providing both high operating efficiency as well as low hardware requirements.

Paragon Hot Copy technology to copyocked partitions and hard disks underntfows NT+ family operating
systems providing both high operating efficiency as well as low hardware requirements.

Paragon R LJi A @S teehBolody2odliBcassfully migrate a Windowhysical system to a different
hardware platform (P2P)
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 ParagonPower K A S fedhmology to provide data consistency in case of a hardware malfunction, power
outages or an operating system failure.

9 ParagonUFSDx technology to browse partitions of any file system including hidden and unmounted, modify
and copy files and folder etc.

 Paragow S a (i 2 NB ¢ leéhRolodyKoNdstyré adbackup image to a free block of smaller size taking into
account only the amount of actual data of the image.

 Paragor{ Y I NI t Hedtdindlogyitcsgcurely perform hard disk partitioning opéas of any complexity.

9 ParagonBTEt technologyto settasks for execution during th&ystem restart, thus saving from the need to use
a bootable media Wwen modifying system partitions

1 Microsoft Volume Shadow Copy ServiféSS) to provide the copy/backirgrastructure for the Microsoft
Windows XP/Vista/7/Server 2003/2008 operating systems. It offers a reliable mechanism to create consistent
point-in-time copies of data known as shadow copies. Developed by Microsoft in close cooperation with the
leading c@y/backup solution vendors on the market, it is based on a snapshot technology concept.

1 Microsoft Dynamic Disksimple, spanned, striped, mirrored, RAPto offer more management flexibility
without the patrtition limitation of basic disks. Dynamic stogagan be particularly beneficial for largeale
businesses when dealing with many physical hard disks involving complex setup.

1 GUID Partition Tabl¢GPT). It is the next generation of a hard disk partitioning scheme developed to lift
restrictions of the td MBR. GPT disks are nhow supported by Windows Vista/7, Server 2008, Mac OS X and Li
Supported File Systems
9 Full read/write access to FAT16/FAT32 partitions.

9 Full read/write access to NTFS (Basic Disks) under Windows, Linux and PTS DOS. Compréit=edrd Bi®
supported.

1 Full read/write access to Ext2FS/ExtBE@&IF Jartitions.

9 Limited read/write access to Apple HFS+ partitions.

Unfortunately, support of nonRRoman characters for the HFS+ file system is unavailable
the moment. The companysiabout to implement it in the nearest future.

Supported Media
1 Support of both MBR and GPT hard digk&TB+ disks includgd
IDE, SCSI and SATA hard disks
SSDg{olid State Drive
AFD (Advanced Format Drive)
Non512B sector size drives
CDR, CERW, DVER DVD+R, DVRW, DVD+RW, DVB) DVD+R double layer and also@ludiscs
FireWire (i.e. IEEE1304JSB 1.0, USB 210SB 3.0ard disks

= =4 =4 =4 =4 =4 =4

PC card storage devices (MBR and GPT flash memory, etc.)
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Getting Started

In this chapter you will find all the informan necessary to get the product ready to use.

Distribution
ParagorBackup & Recoveyl is distributed in two ways:
1 Boxedpackage from Paragon SoftwaBanbH and resellers

1 526yf2FRF06fS LI O1I3S 20SNI6itKS LYyGSNyYySa I

[amN
A
w»
O«
N

Distributive CD

Theboxed package includes a distributive CD that is inddoziotable recovery environmemtith auto-run of the
Windows installation, thus itcan be used asare¥dy RS & 2f dziA2y ® . dzi AT @2 dzQNB 3
you need to install themirist (seelnstallatior).

If you want to download an update/upgrade of the product, it will be in form of the downloadable installation package
as described i@nline Distributioh

Online Distribution

Backup & Recovelyl purchased over the Internet will be in form of an MSI packadier installing the product you
can launch the Recovery Media Buildeiprepare arecovery media

of our WIinPE recovery environment, which opens the option to prepare it on a CD/DVD

o Depending on your producand edition, you might need to additionally download an imag
or a flash card before installing our software.

Registration

Paragon Softwar&mbH provides a wide range of online services through itspeetal - www.paragon
software.com/support!

1 Registration of new users;
1 Registration of purchased products for registered users;

1 Availablearoundthe-clock downloading center, where registered users can get product updates/upgrades as
well as all the necessary documentation;

1 Downloadable free demo versions and open documentation for all users.

o It is recommended to use Internet Explorer &t any compatible browser.

To register as a new user
To register as a new user, please do the following:

1. Run an Internet browser and visit the pagevw.paragonsoftware.com/myaccourt/ ;

2. ClickCreateof the Create a Paragon Accouseéction;

3. Fill out a registration form;
/ 2 L& N 3 RG16 Paradodg Software Group. All rights reserved.
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4. ClickRegister
The most important field in the form is annkail address, as it serves as a login to enter the system. Besides your acce:
password will be sent to th address as well.
To register a new product
If you are a registered user and would like to regigackup & Recoverdl, please do the following:

Run an Internet browser and visit the pagevw.paragonsoftware.com/myaccount/

In the Emailfield of theAuthorization section, enter an #ail used for registration;
In the Passwordield enter a password received after registration;

ClickSign in

If the user name and password are vaijidu will get to your account;

ClickRegister new producof the Productssection;

N o o M w D

Enter your product serial number in tt&erial Numbeffield. You can find it in the product box or obtain from
your reseller. Clicklext,

8. On the next page you will be askixdprovide some additional data. Also you will need to decide whether you
want to get confirmation on registering the product byrail or not. CliciNext, and then cliclinish

That is all. The product is now registered.

How to Download Updates/Upgrades
Downloading of updates/upgrades can be fulfilled in the following way:

Run an Internet browser and visit the pagevw.paragonsoftware.com/myaccount/

In the Emailfield of theAuthorization section, enter an #nail used for registration;
In the Passwordield enter a password received after registration;

ClickSign in

If the user name and password are valid, you will get to your account;

SelectMy Downloadsof the Productssection b see what updates are available for you;

N o o > w NP

Select the desired update and clidbwnload

Contacting Paragon Software GmbH

If you have any questions about the company products, please do not teeitaontact Paragon Softwa@mbH.

Service Contact

Visit Paragon Softwarewveb site www.paragonsoftware.com

Registration & updates welservice www.paragonsoftware.com/support

Knowledge Base & Thnical Support  kb.paragossoftware.com

Pre-sale information sales@paragosoftware.com
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System Requirements

For the Windows installation package

1

=A =4 =4 =4 =4 =4 =4

Operating systes:
- Windows 2000 (3bit)

- Windows XP (32 and 64 bit)
- Windows Vista (32 and 64 bit)
- Windows 7 (32 and 64 bit)

Internet Explorer 5.0 or higher

Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed
128 MB of RAM256+ recommended)

Hard di& drive with 250VIB of available space

SVGA video adapter and monitor

Keyboard

Mouse

o During the installation additional free space (up to 1GB) will be required.

For the Linux bootable environment

)l
)l
)l
)l
)l

Intel Pentium CPU or its equivalent, with 300 MHzcpssor clock speed
256 MB of RAM

SVGA video adapter and monitor

Keyboard

Mouse

For the WinPE bootable environment

)l
1
)l
|l
)l

Intel Pentium Il CPU or its equivalent, with 1000 MHz processor clock speed
At least 512 MB of RAM

SVGA video adapter and monitor

Keyboad

Mouse

Additional requirements

)l
|l
)l

Network card to send/retrieve data to/from a network computer
Recordable CD/DVD drive to burn data to compact discs

ExternalUSB hard drive to stomata.
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Installation
To installParagorBackup & Recovetyl, please do thdollowing:

1. Run Setup ApplicatiorClick on the *MSiI file. This application will guide you through the process of the
program installation. The setup utility is compiled with the InstallShield SDK, hence it contains the standard u:
interface and set ofnistallation steps.

o Before installing the product, please remove any previous version first.

2. Starting SetupThe Welcome page informs that the application is being installed. Click the Next button to
continue.

3. Confirm License Agreementhe License Agement page displays tHearagoriLicense Agreement. Read the
agreement and then select the appropriate option to accept. If you do not agree with any conditions stated
there, the installation process will be interrupted. By clicking the Print button, itenke Agreement may also
be printed out.

4. Provide Registration InformationOn the Registration page you are to provide your product key and serial
number.

5. Provide Customer InformationOn the Customer Information page you are to provide the standard
information, i.e. a user name and an organization. Besides you need to decide whether to make the program
available for all users of this computer (if several) or only for the current one.

6. Select an Installation FoldeiThe Destination Folder page allows yowchmose a folder where the program will
be installed. By default, the installation folder will be created as:

C\Program FilesParagonBackup andRecoveryllHomed ¢ 2 &St SO0 | y2 i KS Kattd2 f R

After you have selected the required diglr, click the Next button to continue.

Do not install the program on network drives. Do not use Terminal Server sessions to in
and run the program. In both cases, the program functionality will be limited.

7. Confirm Installation On the Ready tanktall the Program page click the Install button to start the installation or
the Back button to return to any of the previous pages and modify the installation settings.

8. Copying FilesThe Copying Files page shows the overall progress of the installdtiokthe Cancel button to
abort the setup.

9. Finishing the InstallationThe Final page reports the end of the setup process. Click the Finish button to
complete the wizard.

First Start

To startParagorBackup & Recoverlyl under Windows, please click th#indows Start button and then select
Programs >ParagonBackup & Recoveny 11> ParagonBackup & Recoveny.

/ 2 L& N 3 RG16 Paradodg Software Group. All rights reserved.



17

just to be on the safe side, please make a backuyofir data before carrying out any

@ The program provides wide opportunities in the field of hard disk structure modification,
operation.

The first component that will be displayed is called the Express Launcher. Thanks to a well-tutwugitégorization
and hint system, it provides quick and easy access to wizards and utilities that waecansith using on a regular
obairad 2AGK Ada KSfLI @2dz Oy |faz2 adk NI dz §KS (NI RA

@ngonbdwp&k«wuy"n Home ETTEJ—@
™
Paragon Backup & Recovery ™11 S‘
Home : T
§ @ Backup & Backup & Recovery
¥ Recovery
=1/ Copyand | O Smart B‘acr:-kup
&. : Migration . ;b;i;wmhadm. salected partitions or folders, documents, media files or e-mai in a few
£ # Restore
K Tools & Restors your system and/or data from a backup image

l, u | Troubleshooting

0 Support Contacts

© Help O Open Advanced Interface

To know more on how to handle theJNE RdzOi Qa Ay G SNFIF OS I yR
please consult thelVindows Componentghapter.

Building Recovery Media
Recovery Media Builder can help you accomplish the following operations:

1 Prepare the inux/DOS recovery environment (included in the installation package) on external media (CD, DV
or flash memory) to boot and run utilities under Linux or PTS DOS, and that way to get access to your hard di
for maintenance or recovery purposes (strongdggommended);

Prepare a custom Linux/DOS recovery environment by adding any data you like to the standard image;

Prepare a bootable recovery environment from any 1ISO image, including our ®/Rtage (strongly
recommended);
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1 Create from the master CD thenux/DOS or WInPE recovery environment on a CD/DVD disc, or flash memory.
Below you can find how to build our WinBIB based recovery environment on a thumb drive:
1. Plug in a thumb drive of at least 250 MBs in size. Please note all data on that drhe déleted.
2. Inthe MainMenu:selet 22t & H wSO2FSNEB aSRAI . dzA f RSNX

There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

3. On the Wizard'$Welcome page, click the Next button.
4. Select theFlash Memoryoption.

@ HRash Memory

Select this option to create the racovery environment on a flash memory media. Thus you will get al
recovery features avaiable in the program on a compact. relable. and fagt device frecommended)
CD/DVD

Select this option to create the recovery envionment on 3 CD/DVD. Thus you will 3iso get a bootable

CD or DVD with all recovery features avalable in the program (ndispensable in case your computer
does not support booting from USB drives)

5. Select theUser specified CD/DVD image (.iso fitgtion, then browse for an 1ISO image of our WisRE
recovery envionment or manually type in a full path to it. By selecting Tlypicaloption you can build our
Linux/DOS recovery environment, which we highly recommend you to do as well.

Typical
Use the standard Recovery Media image supphed with the program
& User specified CD/DVD image (iso file)
Use CD/DVD image from specific location
E:/Downloads/Paragon/winpe20_BR10_Sute-ea-ram iso Browse
Copy from a CD/DVD
Choose a source CD/DVD dive

&
O
No
Q

o Youcangetah { h AYF3IS 2F 2dzNJ 2 Ayt 9 odn N

web service.

6. Select the required thumb drive from the list of flash memory devices available in the system at the moment (i
several).

Available dives:

- Drive Supported Formats

7. You will have to confirm the operation.
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WARNING: As a result of this operation ALL DATA on the flash memory media will be ERASED.
Click "OK" if you agree or ‘Cancel' if you do not.

1: 0K | Cancel

Booting from the Linux/DOS Recovery Media

The Lmux/DOS recovery environmeoan be used to boot your computer into Linux or PTS DOS #&xgess to your

hard disk for maintenance or recovery purposésiso haghe PTS DOS safe mode, which may help in a number ef non
standard situations such as interfering hardware settings or serious problems on the hardware level. In this case, onl
basic files and drivers (such as hard disk drivers, a monitor driver, and a keyboard driver) will be loaded.

Startup
To start working with the Linux/DOS recoverywironment please take the following steps:

1. Start up the computer from our Linux/DOS recovergdia.

Recovery Media Buildetan help you prepar®ur recovery environment either on a

CD/DVD disc or a thumb drive.
To automatically boot from the recovery media please make sure thebmard BIOS is set
up to boot from CD/USB first.

2. Launch a boot mode you need (Normal, Safe,-Graphics Safe) in the Boot menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Click on the required operation to start. Hirda the selected at the moment item wiiklp you make the right
choice.

4. Consult the help system by pressifigT+F1o know maore on the subject.

Boot menu

The Boot menu contains the following commands:

-« Hormal Hode Main recovery
& Safe Mode environnent

& Lou-Graphics Safle Mode

& Floppy disk

& Hard disk B HER

& Find 03es on your hard disks

1 Normal Mode Boot into the Linux normal mode. This mode uses tlles@t of drivers (recommended);

i Safe Mode Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux ndeniiit mo
fails to work properly;
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1 Low-GraphicsSafe Mbde. Boot into the PTS DOS safe mode. In this case, only the minimal set of drivers will be
included, like hard disk, monitor, and keyboard drivers. This mode mgdesgraphics and a simple menu;

9 Floppy DiskReboot the comuter from a system flopy disk;
Hard Disk OBoot from the primary hard disk;

Find OS(s) on your hard diskBhe program will scan hard disks of your computer td &iny bootable operating
system.

To move within the menu, please use the arrkgys of the computer keyboard.

While working with the recovery environment you might experience some inconvenience
caused by possible video artifacts. It is just a result of changing video modes and in no\
will affect the program functionality. If this is the case, please wait a bitdaeverything will
be OK.

Normal Mode

When the Normal mode is selected, the Linux launch menu appears:

= B | Youcan copy an entire hard disk or its
Paragon Backup and Recovery partitions i new locatons, You can also save
them as image files for later resaration

— kino Wiz ard ’ Please select the drive, its partition if
@ Backup Wizar necessary, and then activate the Hard Disk’

or ‘Partition’ pull-down menu and sekect the
Simple Restore Wizard operation nesded.

File Transfer Wizard
Boot Cormrector
MNetwork Configurator
Log Saver

Epect CD/DVD

Start the command line
Reboot the computer

Power off

BRI S138] ° Y < IR oL Y

Backup & Recoverfenables to run wizards and dialogs, to specify prograrnings, to visualize the operating
environment and the hard disk configuratipn

1 Backup Wizardenables tdback up hard disk and partitions);
Simple Restore Wizar¢hllows restoring hard disks and partitions);
File Transfer Wizarg@allows coping files/foldes to another disk or a partition as well as recording them to
CD/DVD);

1 Boot Corrector(helps to correct the Windows System Registry without Windows being loaded);

1 Network Configurator(enables to establish a network connection under Linux);
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If you aregoing to use network resources, first launch the Network Configuration Wizard
establish a network connection.

1 Log Savethelps to collect and send the necessary log files to the Technical Sypport)

1 View the mounted partitions(the list of all mountegartitions will be displayed);

DOS, i.e. one after another, primary partitions at first. Thus mounted partitions may hawvi

o The Linux/DOS recovery environment assigns drive letters to partitions the way it is don
different drive letters from Windows.

1 Eject CD/DVD

I Command Lindallows experienced users to execute any operation);
1 Reboot the computer

1 Power off the computer

To move within the menu, please use the arrow keys of the computer keyboard.

Safe Mode

When the Safe mode is selected, the PTS XDnch menu appears. It has nearly the same functionality as for the
Normal mode excepbor the Network ConfiguratorandLog Savecommands. Besides due to certain limitations of the
PTS DOS environment, there is no paksilio burn CD/DVD disc

Low Graphics Safe Mode

When the Low Graphics mode is selected, the PTS DOS launch menu appears. It has the same functionality and loo
similar to the Safe mode but graphically simpler.

e Backup & Recovery 11 Ii"nu can create, delete and
& Backup Hizard format hard disk partitions
& Sinple Restore Hizard uging this program, which
Bl File Transfer Hizard will start now.
[E Boot Corrector Upon the start, please
select the drive and one of
M Start the command 1ine itz partitions or itz free
& Reboot the computer space. Then activate the

"Partition’ pull-down menu
and select one of the
part itioning operations.

Booting from the WIinPE Recovery Media
The WInPE recovery environment can be a real alternative to the Linux/DOS recovery environment. Providing nearly
same level of functionality it offers an excellent hardware support and the same intexfdice Windows version does.

Startup

To start working with the WIinPE recovery environment, please take the following steps:

1. Start up the computer from our WIinPE recovery media.
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Recovery Media Buildecan help you prepre our recovery environment either on a
CD/DVD disc or a thumb drive.

o To automatically boot from the recovery media please make sure thebmard BIOS is set
up to boot from CD/USB first.

2. Onceit has been loaded, you will see the License Agreement. feaayreement and then mark the
appropriate checkbox to accept. If you do not agree with any conditions stated there,¥gu@iG ©S I 0
the program.

Press Page Up and Page Down to scroll the text

End User License Agreement ﬂ
bétween

PARAGON Software GmbH,
Heinrich-von-Stephan-Str. 5 ¢, 79100 Freiburg, Germany,

and

You, as end user

If you accept the terms of the agreement, click the check box below

Wﬂ?a&cem the terms in the License Agreement |

Accept Decline I

3. Once you accept the agreement,ywill see the Universal Application Launcher. In general it enables to run
components of the product, load drivers for undefined hardware or establish a network connection.
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:’2 Paragon Backup & Recovery™ 11 Home - =10l x|
Paragon Backup & Recovery™11 A Paragon
B Backup & Backup & Recovery
W Recovery What would you like to do?
1. Copy and » Smart Backup
ﬁ.’-; Migration \ fmewdd(ys“’m“s selected parttions or folders, documents, media files oc email in a
¥ # Restore
/‘ Tools % Restore your system and/or data from a backup image.
$ Troubleshooling
0
Contacts
© Help O Open Advanced Interface Restan @ Shutdown

4. Clik on the required operation to start. Hints on the selected at the moment itemheif) you make the right
choice.

5. Consult the help system by pressidgT+F1o know more on the subject.

OFasS A4 R2SayQi KIFIZS | RNAGSNI F2NJ &2 dzNJ

o Our WInPE 3.0 based recovery environment offers excellent hardsupport. However in
Please consult thé\dding specific driverscenario to know how to tackle this issue.

Basic Goncepts

This chapter explains terms and ideas that show how the program works. To understand these helps to obtain a gent
notion of the operation performance and makes it easier for the user to operate the program.

System and Data Protection

The dataprotection issue is a growing cause of worrying for more and more people today. Indeed, it is hardly to find a
person who will be particularly happy when all precious information on the hard disk is irreversible lost as a result of i
malfunction. So howthis tragedy can be prevented?

File Backup versus Sector Backup

{AyOS (UKS IRgSyd 2F GKS O2YLWzi SN F3S LIS2LX S 6SNBE Ay
now two principal approaches: the fileased backup and the sectbasedbackup. The main difference between the

two lies in the way data is treated.

/ 2 LJ& N 3 R@1& Paragod Software Group. All rights reserved.



24

A sectorbased backup operates with an image (or a snapshot) of the whole disk system or its separate partitions. It n
only includes the contents of all userade files, but aditionally contains the exact structure of directories, information
about file allocation, file attributes and other related data. Thus it enables to successfully process system or encrypte
partitions of any file system type, no matter what kind of infotioa they contain.

In contrast, a filedbased backup takes into account a file system structure and only functions on a file or folder level. S
it is very efficient when archiving separate files or folders, but in no way will help you back up a sysiganpart

You should understand pretty well that each of the two approaches is only good when properly chosen. In the
comparison table below you can see when this or that approach will suit you at most.

SectorBased Backup FileBased Backup

Merits

It does rot dependent on a particular file system Functioning on a file/folder level, it is ideal for
Thus it can successfully process system or archiving separate filesr folders.

encrypted partitions of any file system type, no

matter what kind of information they contain.

It can create an exact image of a partition, It enables to automatically build up contents of
including its service data. Thus it is ideal for a  the future backup image by using an advanced
backup/restore of a system partition or a fast  system of filters.

deployment to a bunch of identical computers.

It allows archiving data of the same volume witr
different backup policies.

It is easy and efficient when creating backup
chains.

Demerits

Resulted backup images may contain a lot of It depends on a file system structure, so you
redundant data. 62yQl 06S oftS G2 LINRO

It is ineffective when trying to maintain a backuyg It cannot be used to back up a systeartiion.
chain, especially when little amount of data is
being changed.

It is much slower when processing large amoun
of data.

Backup Types

At the present moment the market is offering various types of backup imaging to meet the needs of any user. Beside
supporting them all, our program offers a unique backypetycalled File Increment to a Sector Backup.

Full and Differential Sector Backups

A full sectorbased backup image includes all contents of a partition or a hard disk at the moment of its creation. If you
roll back your system to the initial stateon arelzf | NJ 6 8A &> GKIFGQa SEIQGté& gKI
multiple backup archives of the same partition reflecting certain time stamps, unchanged data will inevitable be
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duplicated in all archives and take additional space on backupam&d tackle this issue there has been developed a
supplementary technique called Differential Sector Backup.

A differential archive only contains data changed since the time of creating a full archive, which forms a base (or a
parental image) in this casthus considerably saving your system resources. It is realized by the exaisebit
comparison of the previous patrtition's data (saved in the parental image) with the current data (that is actually the
partition itself). To restore this kind of backypu will require a full image and one of its differentials, what is very
convenient.

Differential Base to a Sector Backup
Sunday Monday Tuesday Saturday

Full Sectar
Backup

l ¥ L
.——F"
.....

— Monday restore point -

Tuesday resiore point S—

Saturday restore point

[D This function is only available for single primary and logical partitions.

Full and Incremental File Backups

A full filebased archive only contains files and folders. It is really efficient when backing umaihdatabase or
particular documents, as no redundant data is processed. But if you care about maintaining a filgs yust@an
benefit from one more supplementary technique called Incremental File Backup.

An incremental archive only contains data changed since the time of creating a full or incremeiias&tearchive. It
is smaller and takes less time to create, pati will require the initial full image and all of its increments to restore the
latest point of this kind of backup.

Incremental Chain to a File Backup

Sunday Monday Tuesday Saturday

S —
Base Fllp Increment £1 Increment £2 —®| Increment #n
Backup

— Monday restore point —

e Tu2gdlay restore point S—

Saturday restore point
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File Increment to a Sector Backup

File Increment ta Sector Backup is a unique technology on the market so far that bridges two principally different
approaches of the data backup: the fibased backup and the sectbased backup. With its help you can now create a
sectorbased backup of your system totgeback on track in minutes in case of a virus attack or a hardware malfunction
and then just make filbased incremental images to the previously created selsmed backup to keep updated only
information that is critical for you. Thus you will coresiably save your system resources.

Backup Storage
Ourprogram supports severdl SOKY A ljdzS&a 2F aid2NAy3 ol O1dzLld AYlF3ISad [ S
what kind of storage is able to provide better security:

1 You can place a backup imageattocal partition. Despite the fact that it is the most convenient way, try not to

use it. You can delete your backup just by accident or lose it as a result of a hardware malfunction, or a virus
attack;

1 You can place a backup image to an external mousterhge to provide for a higher level of data protection
and system independence

1 You can place a backup image to a special secured place on the hard disk called the Backup Capsule that ha
independent system layout (e.g. a separate partition) andstaly operable should the active file system be
damaged. To avoid an accidental removing or unauthorized access of the backup data, this partition is hidder
YR (GKdza OFyy2id 0SS Y2dzyiSR Ay (KS egakddNihardwgrd ae a
malfunction;

1 You can place a backup image to external media (CD/DVD) to guarantee a high level of data protection as lor
as the backup media is kept secure;

1 You can place a backup image to a network drive to stand a better chance of success in camel afigskh
failure. Moreover, by storing it on a specjairpose server you may be pretty sure nothimdj happen to it;

1 Finally you caplace a backup image to an FEever to provide a new level of system and data protection.
Known Issueson FTRSFTP

1. Youneed to check out yourself Windows Firewall or programs of this kind let our program work with the
required port (21 by default).

2. You cannot restore data selectively (with Restore Wizard) from an FTP/SFTP server.

3. You can browse an FTP server in the pagsiode only.

4. Parallel access to several FTP/SFTP servers is liraitgdone password for all servers is available.
Adaptive Restore

Technology Background

Windows family operating systems are notorious for their excessive sensibility to hardware, #gpéduém it turns to
replacement of such a crucial device as HDD controller or motherkipactually Windows will most likely fail to boot
as a result of this operation.

w

In 2008 our company came with an exclusive technology cBéedgorAdaptive Restone ® LYy A G AL £ € & | A
Windows Vista or Server 2008 from a backup to a different hardware configuration, its current realization, available ir
the P2P Adjust OS Wizard, enables to makgWindowsOS since XBootable on dissimilar hardware byl@aving

automatic injection of all required drivers and the other actions crucial for this type of migration.
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Technology Concept
[ SGQa GF 1S | ParhgpradapiiveResdre wdrk. K 2 &

Source environment

k

Maodifying OS

Adi kernel
internal settings djusting kerne

Modifying additional
settings

Reselting CP

Devices parameters

ki

Injecting drivers for
# boot critical devices
and NICs

From additional
driver repositornes

From the Windows
Repositony

k.

Destination
Environment

As you seesuccessful migration of a Windowgstem to a different hardware platform involves several actions:

1. Change of the Windows kernel settings according to the new configuratibine program detects the given
hardware profile and automaticallypstalls the appropriate Windows HAL and kernel.

2. Installation of drivers for boot critical devicesIhe program detects those without drivers and automatically
tries to install lacking drivers from the bulity” 2 Ay R2 ¢ & NBLI2 &4 A (i 2 NRepositorf, it § K S NE
prompts the user to set a path to an additional driver repository, strongly recommending not to proceed until &
drivers for the found boot critical devices are installed. In case drivers for these devices are installed, but
disabled, thg will be enabled.

3. Installation of drivers for a PS/2 mouse and keyboaithis action will onlydaccomplished for Windows
XP/Server 2003.

4. Installation of drivers for network cardsThe program detects those without drivers and automatically tries to
install lacking drivers fromthebuiky 2 AYR264&4 NBLIRAAG2NE® LT GKSNBQa
user to set a path to an additional driver repository.

These adbns guarantee a Windovsy/stem will start up on dissimilar hardware. After gtartup, Windows will initiate
NEO2Y FAIdAzNI A2y 2F it tfdaAUdydtfilre RSOAOSad LGQa | 2
at this step to get the most out of the system.

additional driverswhen dealing with WindowsXP/Server 2003, because for these system:

o Though all Windowsystems have builn driver repositories, please be prepared to have
they are very modest.
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Technology Application
[ SGQa O2y&aARSNI I ydzYoSNJ 2F aArldzZ GAPpysous KSYy GKS | RI LI
1 If you need to migrate to a different hardware platform with minimal effort
9 If you need to upgrade hardware while keeping all programs and settings intact

1 If you need to replace failed hardware and cannot find an exact match for original sygeasifications

Known Issues

1. After transferring Microsoft Vista and later versions to different hardware, you will needaotreate license of
GKS deaidSyod LIQa y2N¥If O0SKF@GA2N | & ( Kastiabondsdega S Y
justified in this case, as you transfer your system to another PC.

2.LF &2dz2Q@S AyaiultfSR aSOSNIf 2LISNIaGAy3 aeadsSvya 2y
OS. Microsoft highly recommends that you install an operating systensepaxate partition.

3.tfSIFAS y23S RNAGSNE INB y203 OF OKSR RdzNAy3a &St SO0
AGQa It NBIFRe dzyl @FAflFofS RdzZNAYy3a GKS 2LISNI GA2y >

Paragon Hot Processing & Volume Shadow Copy Service

Offline versus Online Data Processing

In the course of time there have been developed various methods of data processing. Despite different work concept
all of them can be divided into two principal groups: offline (cold) anther{hot) data processing technigues.

As the name infers, offline data processing can only be accomplished when the data is in consistent state (the opera
system and all the applications are completely shut down). Actually it is the most preferabtd in@ge creation or

data cloning, since software can obtain an exclusive right to process data that guaranties high level of operating
efficiency. However, the offline data processing is absolutely out of question when dealing with 24/7 production
environments.

In contrast, online data processing enables to create a consistent snapshot even as the data is currently modified. It |
LI NI A Odzf NI @ dzaSTdzA F2N) adaidsSvya ¢6AGK KAIK | @FAEFOAL A
transactiors are complete. The point is to provide a coherent state of all open files and databases involved in a proce:
taking into account that applications may still keep writing to disks. As a result an online data processing cannot boas
high operating speed.

Our program supports both offline and online methods of data processing. As far as online method is concerned it off
its own hot processing algorithm together with the possibility to use snapshot technologies provided by the Microsoft
VSS framework.

Paragon Hot Processing Technology

ParagorHot Processing is an online copy/backup technology for Windows NT+ family operating systems. Developed
back in 2001, nowadays it is integrated with all copy/backup solutions offered by the company.

ParagorHot Procesisig is not exactly a snapshot technology, though it has much in common with it. During an online
copy/backup, the program uses the kernel mode driver HOTCORE.SYS to intercept and control disk write activity of
applications and the operating system. Thedwt driver as an integral part of the program is installed during the setup
LINE OSRdzNBE 6 0KIFiQa ¢gKeé GKS aedaidSy NBo6220 Aa NBIjdzaNBR
the idle mode until it is activated with the program. Whih this mode it bypasses any calls having no effect on the
overall system performance, but a few kilobytes of the system memaory.
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ParagorHot Processing technology offers copy/backup of locked partitions and hard disks under Windows NT+ famil
operating ystems providing both high operating efficiency as well as low hardware requirements.

It is not recommended to us€aragonHot Processing with active SQL Server, Exchange
Oracle databases since the backup image contents may be corrupted.

Volume Shadow Copy Service

Microsoft Volume Shadow Copy Service (VSS) is designed to provide the copy/backup infrastructure for the Microso
Windows XP/Vista/Server 2003/2008 operating systems. It offers a reliable mechanism to create consistént point
time copies of data known as shadow copies. Developed by Microsoft in close cooperation with the leading
copy/backup solution vendors on the market, it is based on a snapshot technology concept.

Initiated by a VSS aware copy/backup utility, VSS creates snapshtite zlected volumes and represents them as
virtual readonly devices, called volume shadow copies. Once the shadow copies are created, the copy/backup utility
starts processing the data while applications keep writing to original volumes.

UnlikeParagorHot Processing the VSS technology provides a unique possibility to make a synchronous snapshot of
multiple volumes. This very feature can be particularly beneficial when backing up active SQL Server 2003, Exchang
2003 or Oracle databases located on npl#tivolumes the way it is recommended by Microsoft to improve the level of
database performance and reliability, thus providing Jf@@cent data consistency.

o To use VSS it is necessary to have a mounted 300 MB+ NTFS patrtition.

Dynamic Disks

As you prdably know, MDOS, Microsoft Windows 95/98/Me/NT/2000/XP/Vista/Server 2003/2008 support four
primary partitions per physical hard disk, one of which can be extended. Certainly there is the possibility to create
logical drives within the extended partitioSuch types of disks are called basic. Windows XP Professional, Windows
2000, Windows Vista and Windows Server 2003/2008 follow the same strategy: You can have a maximum of four
primary partitions, one of which can be an extended partition with logidakdr However, these operating systems also
introduce a new disk configuration typelynamic disk which must be understood to effectively configure and manage
hard disks.

Dynamic disk is a physical disk that doesn't use partitions or logical driviesdnis contains only dynamic volumes.
Regardless of what format you use for the file system, only Win2K computers can access dynamic volumes directly.
However, computers that aren't running Win2K can access the dynamic volumes remotely when conndwted to
shared folders over the network.

Dynamic disks can axist on a system with basic disks. The only limitation is that you cannot mix Basic and Dynamic
disks on the same hard drive.

There are five types of dynamic volumes: simple (uses free space &omgla disk), spanned (created from free disk
space that is linked together from multiple disks), striped (a volume the data of which is interleaved across two or mo
physical disks), mirrored (a fattilerant volume the data of which is duplicated ama physical disks, and RASD

volumes (a faultolerant volume the data of which is striped across an array of three or more disks).

With dynamic storage, you can perform disk and volume management without the need to restart Windows.
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Limitations:

1 Dynamiadisks are not supported on portable computers.
1 Dynamic disks are not supported on Windows XP Home Edliiead computers.

9 You cannot create mirrored volumes or RAlIBolumes on Windows XP Home Edition, Windows XP
Professional, or Windows XP-B# Edition-based computers.

Thus, the dynamic disk is a new way of looking at hard disk configuration. Dynamic disks offer you more managemer
flexibility without the partition limitation of basic disks. Dynamic disks can contain an unlimited number of volumes, bt
they cannot contain partitions or logical drives. Dynamic storage can be particularly beneficial fescalgbusinesses
when dealing with many physical hard disks involving complex setup.

GPT versus MBR

GUID Partition Table (GPT) is the next genemativa hard disk partitioning scheme developed to lift restrictions of the
old MBR. Being a part of the Extensible Firmware Interface (EFI) standard proposed by Intel to replace the outdated
BIOS, it offers a number of crucial benefits:

1 Up to 128 primay partitions for the Windows implementation (only 4 in MBR);

1 The maximum allowed partition size is 18 exabytes (only 2 terabytes in MBR);

1 More reliable thanks to replication and cyclic redundancy check (CRC) protection of the partition table;
1

A well definel and fully selfdentifying partition format (data critical to the platform operation is located in
partitions, but not in urpartitioned or hidden sectors as this is the case with MBR)

Apple Boot Camp

Boot Camp is a special utility to help you set upal thoot system (Mac OS X andiB2Windows XP/Vista) on Intel

based Macs. It enables to securelypartition your hard disk (resize an existing HFS+ partition to create a separate
partition for Windows) and then launch the installation process. WithtEzmp all the necessary drivers will be at your
disposal. Moreover after Windows has been installed it will serve as a boot manager to choose what operating syster
to start up.

It is strongly recommended not to modify the hard disk configuration withifdows Disk
Manager. Otherwise it may lead to unexpected consequences, right up to BSOD and
inability to boot in Windows XP/Vista. Please use our program to correctly update both
MBR and GPT.

64 -bit Support

The bulk of software today is written for a-B& processor. It can meet the requirements of almost any end user.
However that is not the case when dealing with servers processing large amounts of data with complex calculations «
very large numbers. That is where-B# architecture comes into play.

It can boast improved scalability for business applications that enables to support more customer databases and moi
simultaneous users on each server. Besides-hitidernel can access more system resources, such as memory
allocation per user. A 68it processor can handle over 4 billion times more memory addresses thaiia @@cessor.

With these resources, even a very large database can be cached in memory.
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Although many business applications run without problems ohiB8ystems, others have grawso complex that they
use up the 4 GB memory limitation of a-BR address space. With this large amount of data, fewer memory resources
are available to meet memory needs. On alfdserver, most queries are able to perform in the buffers availabtb¢o
database.

Some 32bit applications make the transition to the @4t environment seamlessly others do not. For instance, system
level utilities and programs that provide direct hardware access are likely to fail. Our program offeféeddelt
suppat of the 64bit architecture providing faultolerant work for such system dependent modules as Hot Processing.

Copy Operations

Hard drive duplication nowadays is becoming highly popular among PC users. That is due to some definite advantag
can offer First of all, many people clone hard disks just to back up data for security reasons. The present day copy
utilities enable to successfully transfer all-disk information including standard bootstrap code and other system
service structures, thusmaintA Yy Ay3 (G KS 2LISNFdAy3a de2aidsSyQa ¢2NJAy3a Of
can get the system back on track in minutes. No additional configuration is required, what is very convenient.

The second possible application is the upgrade drd kisk to a new one. The capacity of a modern hard drive doubles
every two years, thus opening up new possibilities for software developers. As a result programs become more
complicated and require considerable amount of free space. One day the useesdhlat there is no more free space

left on the hard disk and the only way out is to upgrade. Usually that means that besides purchasing a new hard disk
the user is to face a large-iestallation procedure spanning several days of tedious work. Bat #ils can be avoided

just by copying the contents of the old hard disk to a new one proportionally resizing the partitions.

And the last but not least is the copying of hard disks for cloning purposes. It may be of great use when setting up
similar compiters. There is no need for a system administrator to install an operating system from scratch on every or
of them. It is enough just to configure one and then clone it to the others.

Drive Partitioning

As you probably know a hard drive is to be splibiahe or more partitions, since it cannot hold data until it is carved up
and space is set aside for an operating system. Until recently most PCs used to have just one partition, which filled tt
entire hard disk and contained an OS. The situation hasgethhowever, thanks to new cesffective high capacity

hard drives, thus opening up numerous possibilities for PC users, such as editing video, archiving music, backing up
images, etc. Huge increase in space is great, but it poses a number of praleshgnportant of which are effective

data organization and speed.

Large drives are always going to take longer to search than smaller volumes, and an operating system is going to ha
work cut out both finding and organizing files. It is for thissa@athat many people decide to invest in multiple hard
drives, but there is an easy solutiqmrive partitioning. Partitioning lets you divide a single physical drive into a number
of logical drives, each of which servers as a container with its ownldttee and volume label, thus enabling the
operating system to process data more efficiently. Besides partitioning makes it possible to organize data so that it is
easy to find and manage. You can set aside, for instance, 40 GB of a 160 GB hardttiev@$r70 GB for storing

video and another 50 GB for your favorite music collections to provide transparent data storage.

It is also worth mentioning to that with a hard drive properly partitioned, such routine operations as files de
fragmentation or conistency check will not be that annoying and thko@nsuming any more.

By detaching the OS from the rest of the data you can tackle one more cruciat isst@&se of a system malfunction,
you can get the system back on track in minutes by recoveringnit #tackup image located on the other partition of
the hard drive.
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But that is not all drive partitioning may be used for. If you are willing to play games in Windows while browsing the
Internet in Linux, 10@ercent sure that no virus will attack your Rifiye partitioning is a necessity. In order to run
several OSs on a single hard drive you are to create a corresponding number of partitions to effectively delineate the
boundaries of each OS.

Scheduling

The automation of operations is particularly effige when you have to repeat a sequence of actions on a regular basis.
For example, developing a specific project on ataglay basis and having to make a backup every evening so as not tc
lose the valuable data, you will really appreciate, when thid kihroutine operations will be carried out automatically
without your participation.

l'Y20KSNI FALISOG 2F lyeé |dziz2zYFGA2y LINRPOSaa -ldad Thisksk G A G
especially important when operations require a considégamount of computer resourcesprocessor time, memory

and more. A number of tasks, which can decrease the performance, can be run during the night or whenever the
computer has the least wodoad to perform.

The program has a special tool for schedulivigu can set out a timetable for any operation and it will start at a
specified time without interrupting your current activity.

Windows Components

In the given section you can find all the information necessary to successfully work with the Windowis ottise
product.

Interface Overview

This chapter introduces the graphical interface of the program. The design of the interface precludes any mistake bei
made on the part of the user. Most operations are performed through the system of wizards. Battdmsenus are
accompanied by easy understandable icons. Nevertheless, any problems that might occur while managing the progr:
can be tackled by reading this very chapter.

General Layout

When you start the program, the first component that is displayezhiled the Launcher. It enables to run wizards and
dialogs, to specify program settings, to visualize the operating environment and the hard disk configuration.

¢CKS [l dzyOKSNRA g6AyR2g Oly 06S O2yRAGA2Yirfdufpdse andizo RA OA R
functionality:
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== Fon x|

WB)\l T snd Recorery™11 Home

Tools Changes Wizards Hard Disk Partition Archives Vi

® &%

Type: Intemal Hard Disk Drive
Total Size: 16GE
Sectors per track: 63
Heads: 255
Cylinders: 2082

Common
Tasks Bar

Restore an image of the entire disk

Waming: This operation wil delete all the data on this haed disk.

replaced with ones from the image you have chosen. You may also be §

‘ u’- 1

Copy the entire hard disk
Create a copy of the entire hard disk
Al the paritions on this disk will be copied on the specied target disk.

Disk Map

'Basic MBR Hard Disk 0 (VMware.

B Local Disk (C)
| . 155GB NTFS

Legend Bar ‘
e e B3 Status Bar

O No changes.

W NTFS W raT32 W FATIE |11

1. Main Menu
2.Tool Bar
3. Virtual Operation8ar

4. Common Tasks Bar

5. Explorer Bar
6. Disk Map

7. Legend Bar
8. Status Bar

A number of panels offer similar functionality with a synchronized layout. The program enables to conceal some of th
to simplify the interface management.

All panels are separated by vertical and horizontal expandable sliders, allowing the useptoizeghe screen layout.

Main Menu

The Main Menu provides access to the entire functionality of the program. The available functions are as listed below
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MENU ITEM FUNCTIONALITY
Tools
View Log Files View logs on the carréeout operations

Send Log Files

Compress and send the log to the Paragon Support Team

2AAT 6AOU - AAEA

Restore the system even when the current operating systanmot boot
anymore

Check Recovery DiscO 8

Verify the recovery media for integrity and ability to boot from

&EIT A 40A1T OFAO

Transfer data from any media

Settings... Edit the general settings of the program
Exit Exit the program
Changes

+ AT AOAOA 3 AOESH

Generate a script for the task

Save to Scheduler8

Schedule pending operations

Undo “the last virtual
operation®

Cancel the last virtual operation on the List of Pending Operations

Redo “the last virtual
operation®

Cancel the last undo virtual operation on the List of Pending Operations

6EAx #EAT CAOS

Display the List of Pending Operations

Apply Changes

Launch the real execution of virtual operations

Discard All Changes

Cancel all virtual operations on the List of Pending Operations

Reload Disk Info

Refresh the current information about disks

Wizar ds

51 AAT AGA 0AOOH

Recover an accidentally deleted partition

3] A0O " AREODS

Back up exactly what you neethe whole system, enail databases (MS
Outlook, Expres, Windows Mail) media files or office documents of the My
Documents folder, or any other files and folders

$ EAEAOCAT OEAT

Create a differential to a partition backup

Createa& EI1 A #1 1 DI

Create an increment to a full partition backup

# OAAOA A &EIT A

Create an increment to a file backup

Restore8

Restoreanentire hard disk, separate partitions, bles from the backup image

- AT ACA " AAEOD

Create and manage the backup capsule
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#EAAE | OAEEOA

Perform inegrity check for the required backup image

#UAI EA " AAEDODS

Automate a partition backup

3Ul OEAOCEA " AAH

Change any property of an existing archive (splitting, pasdvprotection,
compression level, etc.) without accomplishing the backup operation

#1 PU (AOA $EOEH

Create a hard disk copy

SAEAAOI A (AOA

Set a timetable for a hard disopy

#1 DU 0AOOBGEOQEI 1T

Create a partition copy

SAEAAOGI A 0AOOH

Set a timetable for a partition copy

Hard Disk

"AAE 5b (AOA $

Create a backup archive of the saled hard disk

Burn Hard Disk to CD or
$6%$8

Back up the selected hard disk and burn the resulted image to CD/DVD

2A00iI OA (AOA $

Restore the selected hard disk from a backup image

#11 0A00 01 " AQ

Corvert a dynamic MBR disk containing simple volume(s) into a basic MBR

Convert to Basic MBR hard
AEOES

Convert a basic or a dynamic GPT disk containing simple volume(s) into a
MBR disk

Convert to GPT hard disk

Convert a basic MBR disk into a basic GPT disk

Update MBR

Update MBR (Master Boot Record) of the selected hard disk

Change PrimaOU 31 1 O

Modify the primary partitions enumeration for the selected hard disk

#1 DPU (AOA S$EOE

Create a copy of the selected hard disk

WAEOT6 EAx 3AA(Q

View/edit sectors of the selected hard disk

00i PAOOEAOS

Get indepth information on the properties of selected hard disk

Partition

Create a partition

Format a partition

Delete a partition

“"AAE 5P 0AOOEQ(Q

Create a backup archive of the selected partition

Burn Partition to CD or
$6%$8

Back up the selected partition and burn the resdlimage to CD/DVD

Restore the selected partition from a backup image
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| OOECT $OEOA |

Assign drive letter to the selected partition

Remove Drive , AOOA O8

Remove drive letter for the selected partition

(EAARA 0AOOEOEIT

Make the selected partition unavailable for the operating system

Make the séected partition available for the operating system

Mark Partition as Active

Make the selected partition bootable by default

Mark Partition as Inacti_ve

Make the selected partition nchootable by default

#EAT CA 61101 A

Change volume label of the selected partition

#EAT CA 3AOEAI

Change serial number of the seted partition

Change identifier of the selected patrtition

4A00 3O00AFAAAS

Test surface of the selected partition/block of free space

Check File System
I OACOEOQOUS

Check the selected partition for possible file system errors

BAEOTB6EAXx 3AA(Q

View/edit sectors of the selected partition

00T PAOOEAOS

Get indepth information on the properties of selected partition

View

Layouts Manage the Launcher layout with several predefined profiles

Toolbar Manage the Tool Bar representation: show / hide standard and navigation
buttons, text labet and large icons

Status Bar Display the Status Bar

Common Tasks Bar

Display the Common Tasks Bar

Disk Map Legend

Display the Disk Map legend

Disk Map Location

Select whether the Disk Map will be located on the top of the main window|

at the bottom

Help
Help Open the Help system (you can also do it by pressing F1)
About Open the dialog with information about the program

object.

The Main Menu contents available at the moment may vary depending on the selected

/ 2 L& N 3 RG16 Paradodg Software Group. All rights reserved.




37
Tool Bar

The Toolbar provides faatcess to the most frequently used operations:

BUTTON FUNCTIONALITY

Back up exactly what you need with
Smart Backup Wizard

Restore a disk, patrtition, or files

Copy a hard disk

Copy a partition

Switch to Express launcher

Open the Help system

S @B DB B

Virtual Operations Bar

The program supports previewing the resulting layout of hard disks before actually executing operaticaltegso
virtual mode of execution). In &, when the virtual mode is enabled, the program does not accomplish operations
immediately, but places them on the List of Pending Operations for later execution.

The Virtual Operations Bar enables to manage pending operations.

BUTTON FUNCTIONALITY

1’.?_-'3 Cancel the last virtual operation on the List of Pending Operatior
@ Cancel the last undo virtual operation on the List of Pending
Operations

Q) Display the List of Pending Operations

Launch the real execution of virtual operations

% Cancel all virtal operations on the List of Pending Operations

Virtual mode is an effective way of protection from any troubles, since no operations will

be executed until clicking the Apply button for confirmation, thus giving a second chance

weigh all pros and ans of this or that particular operation. The program politely reminds
the user that there are unsaved changes by showing the following window:
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I There are unsaved changes.

Please use the Apply command to comre the changeas and the )‘( Discard
command 1o permanently undo the changes

You can view the changes history via the . View Changes command and

temporarily undo of redo the oparation by means of the " Undo and " Redo
commands

Common Tasks Bar

The Common Taslgar is located on the left side of the main window. It is intended for easy access to the program's
wizards.

Thebar contains several tab&achab includesa separate button bar which can be folded by clicking it.

Basic Backup/Restore Tasks

Starting the Smart Backup Wizard to back up exactly what you +thedvhole
system, email databases (MS Outlook, Express, Windows Mail) media files o
office documents of the My Documeriisider, or any other files and folders.

ETT Smart Backup

[E Resors Starting the Restore Wizard to restore a hard disk, separate partition, or files
: the backup image.

Advanced Backup Tasks

Starting the Differential Backup Wizard to create a differential to a partition

Lj{'l. Differential Partition Backup
backup.

Starting the Incremental Backup Wizard to create an increment to a file or

|ﬂ? Incremental File Backup .
partition backup.

Copy Tasks
[‘:3.' Copy Disk Starting the Copy Hard Disk Wizard to copy a hard disk.

¢ Copy Pariion Starting the Copy Partition Wizard to copy a partition.

Tools

Starting the Manage Backup CafesWizard to create, resize or delete the back

j I..j Manage Backup Capsule
capsule.

Starting the Recovery Media Wizard to create a Linux/DOS bootable media v

) K Recovery Media Builder ] ]
can be used to get aess to your hard disk for maintenance or recovery purpo

Starting the Check Recovery Disk Wizard to verify recovery media for integrit

of
\\ﬂ?f Check Recovery Discs -
ability to boot from.

Starting the Check Archive Integrity Wizard to verify backup archives for

i
“ Check Archive Integrity .
consistency.
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Starting the Synthetic Backup Wizard to change any property of an existing
archive (splitting, password protection, compression level, etc.) without
accomplishing the backup operation.

t Synthetic Backup

Starting the File Transfer Wizard to transfer data from any media. Besides it
provides access to Paragon backups as regular folders to browse through thg
contents or copy required files.

¥ Transfer Files

Helpand Documentation

.\? Backup & Recovey™ Help Launching the help system (you can also do it by pressing F1).

Opening the page which contains information about tmegram. This page will

'\_.fl About Backup & Recoveny™ ] )
be displayed in the Explorer Bar.

C:f Seript Manua Opening a brief review on the Paragon Scripting Language.

Disk Map

The Disk Map is displayed in tBgplorer Bawhen the Disk View tab is selected. It is located either at the top or at the
bottom of the window, depending on the state of the Disk Map Location option (Main Menu: View > Disk Map
Location).

As the name infers, the Disk Mdfsplays the layout of physical and logical disks. Physical disks are represented with
rectangle bars that contain smalized bars. These smalked bars represent logical disks. Their color depends on the
file system of the appropriate partition.

-

Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)
Local Disk (C:)
4999 GB NTFS
Largesized bars display the following information about physical disks:
1 Manufacturer,
1 Model.
Smallsized bars display the following information about logical disks:
1 Serial number,
9 Dirive letter,
1 Totalsize,
i File system.
CAINIKSNNY2NBEZ Al A& LRaarAoftsS G2 SadAYIFdS GKS dzaSR RAZ
2FFSNB (2 OK22aS FTNRY aSOSNIf GeLlSa 2F GKS RAaanFof | &z
AyaillyOSz AF &2dz2Q@S 320G | KAIK OFLI OAGE KFENR RNAGS (
than 10 GB) partitions, you can select the logarithmic type to make all partitions readable, otherwise (selecting the
lineartyJSU &2dz 62y Qi 6S lofS G2 4SS avlrftf LINILGAGAZ2YaE |0
layout is critical for you, the linear type is exactly what you need.
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bSOSNIKSt Sda (KSNEB Qliealscaling WithitdiNiailighit tad sralidzartitiéng. So if a partition is
too small it will remain readable.

Just click on the arrow icon on the top right side of the Disk Map to select the desired scaling type.
] |

«  Limear
Limear Scaling Min Width

k]

Lirnee Ext4 ReiserFS

Disk Map is synchronized with the Explorer Bar. Thus by selecting a disk on the Disk Map, the Explorer Bar will
automatically display detailed information on it.

The dragand-drop functionality is not available when the logarithmic type of thesk
layout is selected.

Explorer Bar

The Explorer Bar is located in the center of the main window which emphasizes its importance. The bar displays
reference information including:

1 The help system
1 General information on the product including its name,si@n and a list of helpful links
9 Detailed information about disks selected on thiesk Map
9 List of scheduled operations
1 List of archives
1 Volume Explorer utility
9 Disk Editor utility
According to these categories the Explorar Bas several tabs:
1 Disk View which offers the user the following options:
- Partition Listo get a cleaicut picture of the current state ohie system hard disks/partitions
- Disk Editoto view/edit sectors of e selected partition/hard disk

- Volume Exploreto browse and export contents oé selected partition/hard disk

- Propertiedo view detailed information on the selected partition/hards#tiin the bright graphical form

o You can switch between these components by clicking tabs on the left side of the Explo
Bar.

9 Scheduled Tasksvhich giveshe user the possibility of browsing and editing scheduled operations and the
program scripts.

91 Archives which enables to manage the Archive Database.
1 Help, which contains the program help and general informatiortt@product.
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You can access the desired information by clicking on the appropriate tab.

The Explorer Bar is a fullynctional embedded HTML browser, which offers the possibility to address, for example, the
company's website to look through important teabal notes or download the latest updates without having to close
the program.

The program help is also HT¥tiented. You can read it and follow external links from to get additional information.

To easily navigate through browsed pages, the programiges the following functionality:

BUTTON FUNCTIONALITY

H&!} Return to the previously browsed
page

P

) Open the next browsed page

5% Stop loading the current page
Refresh the contents of the current
page

Legend Bar

The Legend Bar explains the color scheme used for disk and partition presentation. You can hiole)(treshar with
the appropriate Main Menu item: View > Disk Map Legend. When it is activated it can be found at the bottom of the

Explorer Bar
The program distinguishes between the following types of known file systems

-FAT16/32
-NTFS

- Linux Ext2/84

- Linux ReiserFS
- Apple HFS

Status Bar
This is the bottom part of the main window. The Status Bar displays menu hints, for each item the cursor points to.

The user can hide (or show) the bar with the emwiate Main Menu item: View > Status Bar.

Settings Overview

The Settings dialog is available from the Main Menu: Tools > Settings. All the settings are grouped into several sectic
which functions are described in the following paragraphs. The Istaifons is placed on the left side of the dialog. By
selecting a section from the list, you can open a set of options.

To get a detailed description to any setting, control, or field of the program just click the
hint button and then the object you ned.
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General Options

{‘g General oplions

Partition Abgrment Mode

‘st

[a]

Align partitions according to the nuies usad in Windows Vista and later 05es

Check: F5 integrity policy
Oreze

(2]

Standard profection from data loss with acceptable pafomance. The file system
inbegrity will be checked for each volume only once just before accomplshing
data-sensiive operations

Data Loss Protection mods
Resst
Mediam protection from data loss

4]

This section contains a set of general options that will be taken into account during any operation carried out with the
program:

1 Partition Alignment mode There are three options you can choose from:
- legacy5h{ YR 2AyYyR2g4a h{Sa 0STF2NB +Aaill NBIdzANBR
or 63 sectors to address and access sectors correctly. It was OK, until 4K hard drives came irféreaene.

partitions are aligned this way on this type of disk, each logical cluster is linked to two physical 4K clusters
thus resulting in a double readrite operation.

- Vista Since Windows Vista, operating systems do not use the archaic CHS (cylindeebtall addressing
scheme, but the Logical Block Addressing (LBA), where sectors are addressed continuously over the who
disk drive. It is optimal for both, 512B and new 4K disk drivers.

- Inheritance Select the option to disable automatic alignment aftitions.

1 Check FS integrity policAccomplishment of any datensitive operatiorfresize, move, merge, redistribute,
change cluster size,etd)da L2 GSY Al f S6AGK RFEGF f2aad ¢2 YAYAYA
yourfilesystend ST2NB (KAA&A (8L 2F 2LISNI A2ya>x RSaALMAGS (K
several options to let you choose, which is best for you:

- Always Maximum protection, but minimal performance. The file system integrity will be checked each time
AlQa ySOSaal NB (2 3dz NI yiSdskdateS YI EAYdzy LINERGSOI

- Once Standard protection with acceptable performance. The file system integrity will be checked for each
volume only once just before accomplishing daemnsitive operations.

- Neverb2 LINPGSOGA2YyYX odzii YIFEAYdzY LISNF2NXIyOSo LT @
not use this option.

1 Data Loss Protection modd o guarantee safety for your information when a daémsitive operation has been
abruptly interrupted as aesult of a computer reset, or a power outage, there are several techniques, that
correspond to the options below:

- Donotprotectb2 LINRGSOGA2Y S odzi Yl EAYdzY LISNF2NXYIyOSo
from a power outage, or an accidentaket of your computer, please do not use this option.
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- Reset Standard protection with acceptable performance. Maintaining a special journal, our program
enables to automatically complete a dagansitive operation interrupted by an accidental reset adiryo
computer from our bootable recovery media, thus reviving the corrupted partition.

- Power lossMaximum protection, but minimal performance. Besides journaling, our program will also
disable cache of your disk when accomplishing datasitive operationso avoid data loss even in case of a
power outage.

Backup Image Options
7% Backup image options

| Control archive imegrty

Choose this option to allow wiiting of specic data that will later be used during
restone to check the anchive integrty.  can slow down the backup opermation.

| Setimage fie names sutomaticaly
Chooss this opbion to autcmatically name files in complex archive.

Cemprassion level
Homal compression :l

Good compression. Provides awerage speed with the reasonable mage size

Image spit

of| Enaible image spltting
Choose this option to snable spliting the archive to several fles

Masdimum splt sire; | 4000 MB

This section contains a set of options that will be taken into account during backup/restore operations:

1 Contol archive integrity Mark the checkbox to guarantee that all backup images created with the program are
100 percent flawless. If you decided not to control the archive integrity, the backup operation would take abou
3-5% less time.

1 Setimage file nameautomatically. Mark the checkbox to make the program automatically set a file name for
every volume of a complex backup image. Otherwise you will need to do it manually during the backup
operation.

9 Compression levelFrom the pulidown list you can selethe desired compression level for backup images that
will be used by default.

1 Enable image splittingMark the checkbox to automatically split every backup image to volumes of a particular
size.

Splitting images enables to tackle problems caused by aimam file size limitation of
some file systems.

1 Maximum split size With the spinner control you can specify a maximum size for backup volumes.
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General Copy and Backup Options

General copy and backup options

5)

o

Hdd raw processing
Copy an entire hard disk sactor by sector without taking into account s partition
structure

Parttion raw processing

Copy/Backup each parttion sector by sactor. Al sectors will be processad one by
one (even unused sectors). Requires more time to complete the operation

V| Skip OS awdhary files
Choose this option to skip OS awdiary fies ke pagefile sys. hibedi sys etc), This
wil reduce operation time and backup image size

V| Skip archive files stored in archive libeary.

Choaose this option 1o skip archive files stored in archive lbrary, This will reduce
operation time and backup image size

Adpsst exciude from copy/backup opticns
This section contains a set of options that will be taken into account during copy and backup operations:

91 HDD raw processingMark the checkbox to copy/back up a hard disk in the sdayesector mode, thus
ignoring its information structure (e.g. ul@cated space or unused sectors of existing partitions will be
processed as well). This can help to avoid problems with hidden data created by certain applications or the
system administrator. However, it will take more time to accomplish the operation.

9 Partition raw processing Mark the checkbox to copy a partition in the seebgrsector mode to successfully
process unknown file systems. However it is not recommended to enable this option when working with
supported file systems as it takes more timeattcomplish the operation.

1 Skip OS auxiliary filesviark the checkbox to skip OS auxiliary files (like pagefile.sys, hiberfil.sys, etc.), thus
reducing the operation time and the resulted size of the backup image.

9 Skip archive files stored in archive libnarMark the checkbox to skip backup images registered in the archive
database, thus reducing the operation time and the resulted size of the backup image.

By clicking the link at the bottom of the window you can jump to tl&opy/Backup Exclude
Options
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CD/DVD/BD Recording Options
Bum every CD/DVD/BD disk to the end
Choose this option allow the disk to be copied by third party tools
Recording speed

Select speed automatically i]

Auto recording speed. Choose this option to allow the recorder to choose the best
speed

Boot options
Spacfy a bootable ISO image to place on CD, DVD or BD along with backup data

\.\ISO'bootcd iso Browse ]
Specfy how would you like to boot from CD, DVD or BD
Boot from any CD. DVD or BD 3}

IS0 image folder
Browse

Please selact a folder to place 1SO images to when CD, DVD or BD I1SO maker is
used

This section contains a set of options that will be taken into account during CIBDWDrn operdions:

1 Burn every CD/DVIBD to the end. By default, the program does not create ISO 9660 compliant burning

sessions, as it processes datatba-¥f @ | YR OFly 2yfé SadAYlIdS GKS NBa
party tool will get access to the rexed data. To tackle the issue, mark the checkbox to make the program

create a standard Diskt-Once session. It may slow down the burning process, as every CIBDW be
recorded up to the end, no matter how much actual information to contain.

9 Recording speed The user may define how fast a CD/IBMDwill be recorded (minimum, normal and

maximum). Besides there is an automatic mode when the program will set the most appropriate speed for

every CD/DVIBD.
f Bootable ISOimage ¢ KI G Q& & KS dthgetheBvBth the2backu datalf By d@fult, the program

offers its own bootable ISO image, which contains a Linux/DOS recovery environment. However, the user is f

to use any bootable ISO image.

1 CD/DVDBD boot capability. The program enables to chooséether any recorded CD/DVBD will be
bootable, or only the first one for a session, or without that function at all.

9 Folder where the ISO image is to be placétihen the user decides not to physically burn a CD/BB[but
create an ISO image file, thiery folder will be used to contain these images.
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Hot Processing Options

V| Enable hot processing
Hot processing technology
Microsoft Volume Shadow Copy Service E]

Microsoft Volume Shadow Copy Service is a relisble technology designed to back
wp volumes being locked by numerous active transactions of VSS supporting
applications. Microsoft VSS technology requires over 300 MB of free space on
any mounted NTFS volume for temporary data. This technology is provided for
Windows XP and newest Windows versions, but unavaiable for old versions of
Windows (S8/ME/NT/2000)
Addtional options
Always use hot processing

@ Use hot processing only when partition is locked
Hot procassing temporary dive

¢ [5]

Number of attempts to stat VSS: 3

Timeout batween attempts §n seconds). 120

V| Switch between Hot Procassing technologies

In this section you may configure the hot processing mode:

1 Enable hot processingViark the checkbox to enabkhe so called hot data processing mode that is specially
designed to process data without restarting your operating system.

9 Hot processing technologyrom the puldown list you can select the required hot processing technology.

1 Always use hot processi Select the option to process partitions without making them locked. Thus you will

be able to keep working with them as usual.

1 Use hot processing only when patrtition is locke8elect the option to use the hot processing only when

partitions are lockedad cannot be processed without restarting the computer. Please keep in mind, that once
you start any operation on a partition in this mode, it will automatically be locked by the program, thus you

won't be able to keep working with it as usual.

1 Hot procesing temporary drive Here you can select a disk drive that will be used to store the temporary hot

backup data (by defaui C:).

1 Attempts to start VSSHere you can set how many attempts to start Microsoft VSS the program is to do before

automatically relboting the system and accomplishing the operation in a speciatbpahode.

1 Timeout between attempts (in secondsHere you can set a time period between different attempts to start
Microsoft VSS.

1 Switch between hot processing technologigglark the checkox to automatically switch betwednaragorHot
Processing and Microsoft VSS if one of them is unavailable at the moment.

By clicking the link at the bottom of the window you can jump to thfun during Badkp
Options
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Run during Backup Options

@ Run during backup options

Fer backup operations in the Pamagen Hot Processing mode you have a possibiy to run exdemal
programs and commands af different stages of the backup process. The key point to ink such
execution to is a short perod of time when a snapshot is taken. (Snapshot is a map of used
blocks; the system is totally frozen for weiting when i is taken).

Please spacily executable fies for each stage f necessary:
Exmcute at the beginning of the backup process before taking a snapshot

Browse
Exmcute after taking a snapshot

Browse
Execute after finishing the backup process

Browse

Change hot processing options

In this section you can specify external applications to execute at various phases of the backup process. It can be
particularly useful whan imaging systems with high availability requirements (MS SQL, MS Exchange, etc.), since it
enables to create a consistent snapshot even as the data is currently modified. The point is to provide a coherent sta
of all open files and databases involvadaibackup, taking into account that applications may still keep writing to disks.

Actually the backup process consists of two phases: the preparation phase (snapshot) and itwepglatg phase.
There are three points of the backup when external commamaigirams can be launched:

9 Execute at the beginning of the backup process before taking a snapstete you can specify an executable
file that will help you to prepare running applications for taking a snapshot. It may contain specific
commands/programsa delete unnecessary files, suspend services, flush transactions or caches, etc. Everythi
depends on the used applications.

1 Execute after taking a snapshoere you can specify an executable file that will run just after taking a
shapshot. It may contaispecific commands/programs, e.g. to resume the previously suspended services, etc.
Everything depends on the used applications.

9 Execute after finishing the backup proceddere you can specify an executable file that will run after the
backup process hdsen accomplished. It may include commands/ programs that will move the backup image
to a particular location, etc.

By clicking the link at the bottom of the window you can jump to théot Processing
Options

By clicking the Browse button you can get into the browsder window to choose an executable file.
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'@, Select a file to run. @@'
Lock in: (=] Local Disk () Z o X ¥
@ Hame Size Date
=1 [5] Local Disk (C)
Disk Drives 1 |, archive_db 9/2/2009 5:359:22 FM
£ || Pedlogs TAL2005 7:37:05 PM
# |, Program Files 8/2/2009 5:38:26 FM
@ ) Users 8/11/2009 12:18:49 PM
Netwodk Flaces 0 ) s 8/11/2009 1:32:53 AM
# | Windews 9/2/2009 5:38:40 PM
O mutnexes bat 24 Bytes  6/10/°2009 24220 PM
OBytes $/2/2109 554 00 PM

+ BO-ROM Drive (D) QFFICE12

File name: somecmd cmd

Fies of ype: | Execidable Fles -

S -

The program provides the ability to work with three types of exabld files (.exe, .bat, .cmd). It is up to the user to
write batch files to safely prepare applications for backup. There are some certain general requirements for that:

1 All programs and commands must execute sequentially and finish before the .batfipdates its work.
1 Itis recommended to use external commands/programs in the following fori@tdrt/wait program.exe The

wait option will help to start an application and wait until it completes its work. This will guarantee that all
included commands/grams complete their execution before the batch file does.

This function is only available when the Hot Processing mode is enabled.

The program enables to set parameters for an executable file directly from the line.

However, if the file path containgvord gaps it is necessary to enclose it in quotes in ordel
to make the program distinguish between the path and the used parameters.

By clicking the link at the bottom of the window you can jump to théot Processing
Options

Partitioning Options

Enable 64 KB clusters for FAT16

Choose this option to enable 64 KB clusters for FAT 16 paritions. With this setting,
you will be able to create FAT 16 parttions with capactty up to 4 GB. Please note
that only Windows NT family systems will be able to access such paditions

Confirmations
V| Ask for volume label before partition delete
Ask confimation when convesting FAT16to FAT32

This section contains a set of options that will be taken into account during partitioning operations:

1 Request confirmation before paition deletion. Mark the checkbox to activate an additional security
mechanism. Thus when going to delete a partition you will be automatically requested to enter its label.
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1 Request confirmation when converting FAT16 to FATBRrk the checkbox to automatlly request

confirmation before converting FAT16 to FAT32. There are a number of situations when this kind of conversic
is the only way out to accomplish the operation. For instance, you are going to migrate your system to a large
hard disk with the poportional resize of existing partitions, what is very convenient. As a result you can get
original FAT16 partitions go beyond the 4GB limit. Thus without conversion to FAT32, this operation will in no
way be possible to accomplish. The same goes for @y lecard disk/partition or restore hard disk/partition
operation involving an extra upsizing.

E-Mail Options

Specify your e-mail account options:
Outgoing mad sarver (SMTP)

User emai address

SMTP poet number 25

My outgoing server requires authentication

Send test emai

Ciick this button to test e-mall account options. The program wil send generated e-mal message to
the address you've specfied in User e-mall address field

Specify e-mail notification options:
Send E-Mal notification on apply

This section contains a set of options that will be taken axtcount during the Send log files and Semdadl
notification operations:

1

Outgoing mail server (SMTPJo send messages by using the builinail client, it is necessary to have access to
a computer running an SMTP (Simple Mail Transfer Protocol)rséveutgoing messages are first sent to the
SMTP server, which in its turn delivers them to the required recipients. The address may be represented as a
traditional Internet host name (e.g.: mail.com) or as an IP numeric address (e.g. XXX.XXX.XXX.XX).

User email address Specify an-eail address that has been assigned by the Internet Service Provider or
organization's email administrator.

My outgoing server requires authenticatiarActivate the option to allow the program to make authentication
on theserver before sending messages.

- User name. Enter the name that will be used to log in to timeadl account.

- Password. Enter the password that will be used to access the mail server

2 KSYy &2dz2OQNE NBI R& ¢ A $éad taskeBail bufiain to Ehéck & verythindi©OQK 2y G K S

|l

Send email notification on apply Specify an-enail to send notifications on the carried out operations.

- Send mail in HTML formafActivate the option to create messages in the HTML format instead of plain text.
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- Serd complete report after applying operationsActivate the option to create an-gepth report on the
carried out operations and send it after performing the last operation.

- Send graphical view of the disk stgdystem before and after applyActivate the ption to allow the program
to attach two pictures of the disk layout made before and after the operation is completed.

By clicking the link at the bottom of the window you can jump to tli&peration
Deperdency Options

Operation Dependency Options

@ Operation dependency oplions

Flaase selact & lask to be camed out when one or mone of the fallowing cperations are
committed.

Perom the task: | Send e-mall notfication [

Operation =
Adust 05 to boot on new hardware
Adust 05 to boot on vitual hardwane
Backup parition or disk
Baot recond comaction
Changa NTFS version
Change SID
Check fie system
Compact SMFT
Comnert Dynamec Disk: lo Basic
Copy partition
Copy pariition with fikes eoclusion -

) ] | [ [ ) | [

Salnct al ][ (loar al Fhumdufm

This section contains a set of options that will be taken into account when the Smad aotification on apply function
is enabled. By marking/unmarking a checkbox opposite the required operation you can choose whether to receive an
mail notification on its completion or not.

@ You won't be notified if an operation requires the system restart.

Virtual Mode Options

Operations mode
V| Allow vitual mode

Set this option on to cany out all the operations vitualy. You will be able to
commit the changes or rolback al of them or the last one. ¥ you switch this
option off, the operations will be camed out immediately

Close progress dialog automatically

Set this option on to automatically close the progress dialog after commiting the
changes

In this section you may configure the virtual mode:

1 Allow virtual mode Mark the checkbox to enable the virtual mode. It is an effective way of protection from any
troubles, since no operatiowill be executed until confirmation, thus giving you a second chance to weigh all
pros and cons of this or that particular operation.
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[D We strongly recommend you to enable this mode.

1 Close progress dialog automaticallilark the checkbox to automatittp close the progress dialog after
accomplishing operations.

File System Conversion Options
\\(g File system conversion options

Sedact a time 2one

(GMT) Greenwich Mean Time; Dublin, Ednburgh, London, Lisbon v
Select language for file names

English {CP-850)

This language wil be used to specfy national symbols in file names

I3
<

Confirm settings before NTFS <> FAT/FAT32 conversion
Choose this option to make the program to allow 10 customize these sattings each
tme when converting file systems

This section contains a set of options that will be taken into account wheredimy FAT and NTFS file systems. By
default, the program takes locale (regional) settings from the system. Problems might occur however because of
different standards for file names and file time stamps (Created, Modified and Last Access Time) of NFEHSoafibk:
systems.

To tackle problems of that kind you can manually set:

9 Time zongo use during the convert operation. NTFS keeps file timestamps in GMT (Greenwich Mean Time)
while FAT uses a fixed local date and time. The program takes proper acétheg@ differences and enables
to adjust timestamp values.

[D An incorrectly chosen time zone might lead to inability to launch certain software.

9 Language for file name® use during the convert operation. NTFS stores file names in Unicode while
FAT/FA32 uses ANSI to save short file names (also called the DOS aliases). The codepage information is
required for the correct conversion of nedenglish file names from Unicode to ANSI and vice versa.

[D An incorrectly chosen codepage will certainly resultdgarruption of nonEnglish file
names.

1 Request confirmation of settings before NTFS><FAT/FAT32 conversioMark the checkbox to automatically
display the local settings dialog to check and modify (if necessary) the default parameters before latimeching
convert file system operation.
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Copy/Backup Exclude Options

#E. Exclude from Copy/Backup

Specly masks for fies and folders that must be excluded from copy/backup operations

Files that contains your e-mail data (3 fiters)

Add flter Hename category [Delete category

= wab Delate filter

“pab  Dolete fer
*.oab Delate filtar
“pat  [elstofiter
* st Delate filter
= dbx Delate filtar
*log Delate filer
*wE Delets filter
*contact [iplete fller

Executable & Installations (£ fiters)
Add fiter FRename category  [elate category

In this section the program enables to specify what data should be automatically ignored during copy anbasstor

backup operations. You can filter certain files or folders either by the manual selection or by creating masks, what is
more preferable. Thus you will be able to effectively manage contents of your backup images or partition/hard disk

copies.
Bydefalzt 62 GKSNB INB y2 I @FIAtloftS FA{GSNA® ¢2 ONBIGS |

"l:.‘.- Creste new category G- @
Nama: |
Fiter: [ Browse
Diescription:

You can use wiklcards 7 and * as file name mask. Wildcands
in path are not allowed.

0K Ca'n::d

In the opened dialog the program allows the user to define the following parasiete

1 Name Give to the filter any name you like, but try to use an informative one;

9 Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask t
using * or ? wildcards;

9 Description Add a short descrifn to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.

By clicking the link at the bottom of the wingw you can jump to theGeneral Copy and
Backup Options
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File Backup Exclude Options

#E, Exclude from file backup archives
Specify masks for files and folders that must be excluded from archives:

Executable & installations (8 fiters)

fdd flter Bename category [elele category

.l [Delefe fiter
* e el fillr
*ocx [Delefs filter
“wmd Delste fiter
*cab Delefe fillar
“mai [alefe flter
“msp Delete fiter
*drv [Delets flter

= Aundliary files (18 fiters)

Add filter Bename category [Delete category

“hak [eletsfiller
“old [Delete filter

“tmp  [Delele fller X

Ly L

-

In this section you can find a lot of readhade excludefilters to effectively control contents of your fileased backup
imagesPlease notgby selectingcertain filtersyou specify what data will be ignored dumifile-based backup
operations, thus you specifpfe R (| & 2 dzZQR f A 1 ®ergshltéd aicllives S | RRSR (2

lyegle @2dzQ@S 332G GKS 2LJiA2y (2 ONBIFGS @2dz2NJ 26y FAL L

&, Create new category e
Mame: |
Filter: | Browse
Diescription:

You can use wikdcards 7 and * as file name mask. Widcards

in path are not allowed.
0K [ Cancel

In the opened dialog the program allows the user to defime fiollowing parameters:

1 Name Give to the filter any name you like, but try to use an informative one;

1 Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask t
using * or ? wildcards;

9 Description Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.
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File Backup Include Options

#E include into file backup archive

Speciy masks for files and folders that must be added ko archives:

Readable files (44 fiters)

BAdd fiter Bename category [elste category E

“chm [Delats fiter

“him [eletg fiter

*mhi Delsis filter

“himl [elete fiter E
*pdf  Delets fiter

i | Dialate fltar

“hip [Dalste fiter

=i Dielete filter

“doc [lslete filter

* docx Delsts filter

“xias  Delete fiter

“xdsx  Delete fiter

*wm  [Dalsts filter

“ppt el fiter

*pptx Delste filter

“wad [alsts fiter =

-

a [

In this section you can find a lot of reathade include filters to effectively control contents of your-filesed backup
images. Please notby selecting certain filters yospecify what data will be processed dgifilebased backup
2LISNI GA2yar (Kdza @2dz dzi2YFGAOFtfe& A3Iy2NB FAfSa GKIC

lyegle &2dzQ@S 320 GKS 2LIA2y (2 SONBNEDS R20daN y28y FAf

'@, Create new category =
Hama: |
Filter- [ Browse
Diescription:

You can use wiklcards 7 and * as file name mask. Wildcands

in path are not allowed.
oK [ Cancel

In the opened dialog the program allows the user to define the following parameters:

1 Name Give to the filter any name you like, but try to use an informative one

9 Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask t
using * or ? wildcards;

9 Description Add a short description to the filter not to miss it up later.

Click the OK button and you will gehew item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.
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Log Files Options

Loy Log files options

Choose a storage ife span for the stubact log file. Pleass note, once the defined pesiod

has been eqired, the file will be smptied.
@ Ifinle

Marurnal

Custom

In this section you can specify tamge life span for thetubact.log file
1 Infinite not to empty the file ever;
1 Minimal to have the file emptied all the time;

9 Customto set a certain storage life span for the fiRlease note, once the defined period has been expired, the
file will be emptied.

LINPOf SYa 6AGK GKS LINPINI YI 2dzNJ { dzLJLI32 NI

@ We strongly recommend you not to choose the Minimal option, as in case of having
help you out.

Viewing Disk Properties

The main tool to view iaepth infaomation on the properties of hard disks is tBésk Map It represents the actual state
2T GKS O02YLlzi SNN& KINR RAa&al1a®
Generally the hard disks are represented on the map by rectangular bars, which also contasizaddibs. The small

sized bars represent logical disks (partitions). When you select adegg bar, théexplorer Badisplays information
about the disk in a bright, graphical form.

' Basic Hard Disk 1 {FUJITSU MPF3102AT)

Type: Basic Hard Disk Drive
Total size: 35GB
Sectors per track: €3
Heads: 255
Cylinders: 1245

’_ Create an image of the entire disk
bds)  Back up &l the data this hard disk contains. All the paititions on this disk will be added to the archive,

S Restore an im: of the entire disk
@j Warning: This operation wil delete all the data on this haid disk. Al the pattitions will be replaced with cnes from
the mage you have chosen. You may also be asked to restaet your computer during thes operation

= Copy the entire hard disk
@ Create a copy of the entire haed disk
Al the patitions on this disk wil be copiad on the specified targat disk,
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The model and serial number of the disk serve as the title of the browsed page. The disk layout is shown in form of a
circular graph, where the color of a sector corresponds to a file system of an appropriateopa@ti the right you may
see a table, which contains the following information:

1 Type of hard disk (basic or dynamic),
1 Total size (in GB),
1 Information on geometry of the disk (amount of sectors per track, heads and cylinders).

Below there is a list of avalble wizards. If you click a corresponding record the appropriate wizard will be started. All
RSFldzZ & O fdzSa F2NJ GKS 2LISNIGAZ2Y LI NFYSGSNB gAft O2N
description of tasks that can be perfoed by the wizard. This nullifies the possibility of selecting the wrong wizard.

' Logical Disk (G:)

Volume letter: (G:) Sernal number: 74S3EASF
Volume label: FAT32-LINLX Partition ID: 008 FAT32
Type: Primary Total size: 68GB
File system: FAT32 Used space: 57GB
Sectors per boot: 36 Free space: 1GB
Sectors per cluster: 8 Aclivity. Inaclive

Hidden state: Not hidden

1% Create an image of the logical disk
grl Back up all the data this logical disk conlains

Warmning: This operation will delete all the data on thes logical disk and replace them fom the image you have

/g-\ Restore the logical disk from an imaqe
& ¥ chosen. You may also be asked to restart your computer during this operation.

a ; Copy the selected partition
& Cieate a copy of the pattiion. A new partiion will be created and all the data will be copied there.
= You can create an exact copy, of copy only the area that is occupied by data.

When you select a smadized bar (i.e. corresponding to a logical disk) the Explorer Balisplay information on it as
well. The page title will contain a drive letter, which is assigned to the disk. The disk layout graph will be colored in
accordance with the volume ratio of the used space to the free space (the light colored sectdgbl€han the right

will contain the following information:

1 Volume label (if available),

1 Type of the logical disk,

1 File system (represented by the color of the graph and the selected bar),

1 Total size, used space and free space (in GB or MB).
Below there is list of wizards, which may be called for this disk. All default values of parameters will correspond to th
disk settings.
Viewing Image Properties

General information on backugrchives can be obtainaaith the following tools

Using the Restore Wizard

1 Inthe Main menu: seledtVizards > RestorX

There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.
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At first, the wizard displays the Welcorpageg simply click the Next button at the foot of the dialog window.

The next page refers to Browse for Archive. By clickingttigch to Archive List Viewnk, you can see a list of images
contained in the Archive Database (if any).

(% Restore Wizard Co e |

Browse for Archive : 1
Please select an archive lo resions.

) Show al x| & B &
.TH:-E -C.reumD.!:e v -Sn-.nuctqed -sz F
7] 22009 2.21:01 AM  Basic Hard Disk 1 (Vware, Wiware Vidual 5 5C5| Disk Dev) 0GB

Archive File Details

NHame: Basic Hard Disk 1 (Unknown Model)
Commend; My hdd2

Type: Irtemal Hand Disk Dfve

Total size: 10GE

Fle C:/are_peve/are_new PBF

To continus, clck Next

[<Boa [ het>_] [ Conca

To get a cleacut picture on properties of the required image, just click on it and the section below will (i.e. Archive File
Details) display a short description, including:

1 Information on aype of the archive contents (whether it is sectmased or filebased),
1 Whether the archive is compressed or not,

1 Whether the archive is password protected or not,

1 The date, when the archive was created.

In addition, there are some special graphical$légindicate crucial properties:

FLAG FUNCTIONALITY

E Disk archive

= Partition archive
d File archive

g | MBR archive

(e System archive

Encrypted archive
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Compressed archive

Complex archive

Filtered archive

Differential archive

Incremental archive

g File increment to a partition
archive

To easily manage images in the Archive Database, the program provides the following functionality:

BUTTON FUNCTIONALITY

& Refresh the contents of the database

B Show only existing archives

s Add the selected archive to the database

% Delete the seleted archive from the
database

Besides you may filter backup archives to decide whether to show only file, partition or hard disk archives. To do that
please select the required filter in the left top corner of the page.

Browsze for Archive
Flease select an aichive bo tesione,

Souwce Object
Master Book Reca
Master Book Reco
J 20052008 160643 Fie-lavel Archive
F 20,05.2008 160548 Filedevel duchive
= 14122007 200219 Master Boot Feco

By clicking th&witch to File Viewink, you can find the required image in the browdige window.
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["% Restore Wizard
Browse for Archive
Flaase sebact an archive to nestons.
Lookin: | [5] Local Disk () =] & ®
| Name Size
7 [5] Local Desk IC2)
arc_new

arc_new PEF 98 KB

Files of type: | Archinve files

Switch to Archive List Miew
Archive File Detals
Hame: Basic Hard Disk 1 (Unknown Model)
Commerd: My hdd2
Type Irtemal Hard Disk Dive
Total size: 10GE
Fle C/'anc_neve/arc_new.PEF

To continue, cick MNext

[ [
X
Date -]

22008 2213 AM
9/272009 2:21:28 AM

(oo J[ee> ) [[oowe

The sectiorbelow (i.e. Archive File Details) displays a short description of the selected image, including:

Whether the archive is compressed or not,

1
1
1 Whether the archive is paword protected or not,
1

The date, when the archive was created.

a2NB2@0SNE 2y (KAa LI 3IS &2dz2Q@S 3I2i

drives by clicking the appropriate buttons.

iKS

Information on a type of the archive contents (whether it is sedtased or filebased),

LI2aaAroAf Ade

The next page (i.e. What tostre) displays detailed information about the contents of the archive.
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(% Restore Wizard -8 [l
What to restore |
Flaase selact an archive Rem to restors.
Plaaze sslact one of the object (5] to restone:
Hame Type 'F-lemwh Size | Used
B [=] Basic Hard Disk 1 (Unknown Model] Irtemal Hard Disk Drive 10GE
5 Local Disk (7 Frimary Linue Swap2 5098 MB KB
o) &= Local Disk (1) Primary Linuo: B3 14GE 58.1MB
& [P New Volume (F:) Primary NTES 24GE 3561 MB
#- [ NEW VOLUME (E)) Prmary FAT32 34GE LHE
Archive Details
MName: Local Disk (%)
Volume labal: [Mo label]
Fie system:  Linux Ext3 Total size: 1.4 GH
Used space: 581 ME Free space: 1.3GE
To select whene to restore the selected objectis), click Next Data size to restore: 1.4 GB
[ <Back |[ Mea> | [ concel |

If you want to restore the image contents, click the Next button. In order to cancel, click ticel®@arton.

Using the Archive Database

To open the Archive Database, click the appropriate tab in the Explorer Bar. The database window can be conditiong
subdivided into several sections that differ in their purpose and functionality:
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Disk View | Scheduled Tasks Archives | Help
Archive of Basic Hard Disk 1 (VMware, VMware Vir * Hace

Disk D = G} CD/DVD Drives
SCsl ) 4 (9)CD/OVD Dave D
- = G} Hard Disks
Source Object Size: 10GB 3 [5] 1. VMware, VMware Virtual S SCSI Disl
Archive Size: 2226M8 = @1, Pimary NTFS (C)
Location: C/arc_new/arc_new F #} B2 SRecydle.Bn
Creation Date: 9/2/2008 221.01 AM PR
Comments: My hdd2 i~
Rags: - Compressed ac_new PBF S
= arc_new pm E
arc_new_0100p.000
_ : § arc_new_0100p pfm
R Acch 3 ac_new_0101p.000
@ Restore the sslected archive 1 ac_new_0101p pfn
ac_new_0102p.000
Check Archive Inteqrity 0
ﬂ‘", This wizard helps you to test existing archives. The wizard wil check § arc_pew_01025 pfm
5] the archive is vald and makes you sure the archive integrity is not arc_new_0103p.000
viclated arc_new_0103p pfm
i Differential Backup t 0 archive_do
_ Use this command to create a diferential image of the selected archive ¥ 2 Boot
Create Incremental File Archive -8 Documents and Setirge
@ Use this command to create an incremental file archive. #) [ Pardlogs
+) 5 Program Fles
Synthetic Backup -
ﬁ Thes wizard allows you to perform a range of operations on the selected # [ ProgramData
archive to create 3 new backup entty. that is, to synthesize new backup 8 5 Recovery
archives without doing backup physically. + 5 System Volume iformation
<« » <« e | »
%5 Show af ] @ B i 1% 3
Type Creation Date  ~ Source Object Size Aags Co Mounted

< 9/2/2009 2:33:00 AM  Local Disk (C:) 45939GB =t M

9/2/2009221:01 AM  Basic Hard Disk 1 (VMware, Vidware Vitual S SCSI Disk Dav) 10GB

1. Explorer Bathat displays properties of the selected image.

2.Volume Explorethat enables to access the seled image as a regular folder to
explorer its contents or to retrieve certain files.

3. Archive Listhat displays a list of images contained in the Archive Database (if any
Besides the program provides all the necessary functionality to manage bacigpesrim
the database (add, delete, mount, refresh, etc.)

All panels offer a synchronized layout and are separated by vertical and horizontal
expandable sliders, allowing the user to customize the screen layout.

Data Backup and Rescue

In this chapterou will find all the information necessary to establish a reliable data protection system.

Creating Backup Images

Depending on a type of information you need to protect and the way this information should be processed, the progre
offers a number of handgackup wizardsTo make your job with the program as easy and convenient as possible, all
backup wizards share similar work algorithm. By going through steps of the wizard, you configure all the necessary
settings to launch the backup operation. To mirdenthe possibility of making any mistake, the wizard provides auxiliary
information on every single option. Moreover you can get adepth description to any setting, control, or field of the
wizard just by clicking the hint button and then the objectiyeeed.
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Smart Backup Wizard Startup

1 Inthe Main Menu: seledlVizards >Smart Backup

chapter to know more on the subject.

o There are other ways to start up this function, please consult fiierface Overview

Smat Backup Wizard Setup

The wizard offers the following steps to accomplish the backup operation:
1 The object to back upClick on a section you find answering to your task.

Disks or Partitions
Back up your hard disk or a separate partition

E-mail
w Back up emad messages, accourts and the address book of MS Outlook, Outlook Express, and
Windows Mail

N7 Media Fles
Back up your photos, videos, music and other medsa files located in the My Documents folder

Documents
Back up documents of all major office formats located in the My Documents folder

Other Fles and Folders
Select files and folders to back up

- Disk or Partitiongo create a sectebased backup of the whole disk system, or only separate partitions;

- Email to create a filebased backup of-enail databases, accounts and address books of MS Outlook, MS
Express, and Windows Mail;

- Media Filedo create a filebased backup of all media files (photo, video, music, etc) stored in the My
Documents folder;

- Documentsto create a filebased backup of all office documents stored in the My Documents folder;

- Other Files and Foldert® createa file-based backup of any files and folders.

If selecting Disk or Partitions or Other Files and Folders you will need to specify more
o exactly the object of operationTo know more on the subject, please consult tigackup
Scenariochapter.

1 Name and location of the resulted imag®rovide a file name for the new image and its exact location. The
program automatically offers an easy to understand name containing the date and the time of the archive
creation, whichcan anyway be modified.
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Select a folder wherne archive should be placed and speciy archive name. Archive name wil be used as a
subfolder where backup data files will be stored

Avchive location | G/arc_test/ o X 4
Name Size | Date
= Il My Computer

4[] Local Disk (C))

#- 5] Local Disk ()

1 [5] Archives 1G9

4 [5] images (\200.001.164'e) (2

31 ] Metwerk
Archive detais
Archive name are_tes)|
Estimated archive size: 2MB

Space available on backup destination: 38 GB

The program automatically calculates size of the future archive and informs the user ab:
space available on the selected destination.

1 Archive Comment You can add some additional description to the archive that will later help to distinguish it
from the others.

Please enter a shof comment bo describa the archive

F

Result

After the backup operation is completed yceceive an image of the selectebtject This image is placed into the
specified destination, its features defined by the wizard.

Available operation scenarios:

I Backing up a hard disk or partition to the Backup Capsule

Backing up a hard disk or patrtition to external media (CD/DVD)

Backing up a hard disk or partition to a network drive

Backing ugilesto an FTESFPserver

Backing up a dual boot Mac to an external USB drive

Backing up files to a local mounted/unmounted (without drive letter assigned) partition

Creating a differential to a full partition backup

Creating an increment to a full partition backup

Creating an increment to a full file backup

=A =4 =4 =4 =4 =4 4 -4 =4

Creating a cyclic partition backup

M Merging a full partition backup with one of its differentials
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Restoring System and Data

The program includes a convenient and reliabtoee wizard. With its help you can restore all types of backup images
created with the program. It provides easy to understand instructions to configure and perform all the necessary
settings. Moreover you can get andepth description to any settingpatrol, or field of the wizard just by clicking the
hint button and then the object you need.

Startup

1 Inthe Main Menu: seledtVizards > Restope

There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

Setup
The wizard offers the following steps to accomplish the restore operation:
1 A backup image to be restored’he Browse for Archive page enables to find a backup image you need.

By clicking thé&witch to Archive List Viewnk, you can see a list of images contained in the Archive Database (i
any).

%) Show al [*] & B i

Type Creation Date Source Objact Size
97272009 50603 AM  Fledevel Archive 4KB

ﬁ 272008 23300 AN Local Disk [C) 4339 GB
o 22008 221401 AM  Basic Hard Desk 1 (Wivware, Vivhware Virhual 5 SC51 Disk Dev) 10GB
i B
Switch to File View

Archive Fils Detals

Comment: My documents

Backup date:  3/2/2003 5:06:03 AM Total size: 4 KB (4,09 Bytes)

Archive size: 445 Bytes
Fla G:/arc_doc/FLOODOO0000000000000. archive pfi
Base archive

To get a cleacut picture on properties of the requirechiage, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult tRéewing Image Propertieshapter.

By clicking th&witch to File Viewink, you can find the required image in the browdike window. The section
below (i.e. Archive File Details) will also display a short description of the selected image.
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Lockin: | [Z] Local Disk IC) E| 2 X ¥
Narme | 5ze | Date - |
3 [5] Local Disk IC2) £
= | anc_new 97272009 2:26:04 AM
B o< _rew PEF SEKE /22009 221:28 AM
#- || archive_db /272009 5:39:22 PM
7)) Pedflags 771372009 73T05PM
Fles of type: | Archive fles [=]
Swilch to Archive Lig View
Archive File Detais
Hame: Basic Hard Disk 1 (Unknown Model)
Commert; My hdd2
Type:  Intemal Hard Disk Drive
Total size: 10 GB
[Fle: C-farc_new/arc_new PEF

7

a2NB2@SNE 2y (KAa LI 3IS &2dzQ@S 3F2G GKS LlaaroAif Al
network drives by clicking the appropriate buttons.

o To know more on the subject, please consult théewing Image Propertieshapter.

File Backup Restore

 Datatorestorad , 2 dzQ @S ormt@ réstoie Ko onlg théliektirarchive, but separate items of it (the so
called selective restorfunctionality)by making checkbogsnext to thedata items you need

Cick the check box next to any file or folder you want to restore from

Name Type Size
|, FB Archive File Level Arcchive  113.1 KB (115,869 Bytes) |
= =/
2 [l &C
= [l [ Users
W user
| =) Desktop
- [0 I
v databackupandrescu. .. File 33KB
v databackupandrescu... Fie 135KB
restoresystemanddata.., File 239KB
restoresystemanddata...  File HUEKB
To continue, cick Next Data size to restore: 46.5 KB

1 A place to restore From the puldown list you can choose whether to restore contents of the backup image to
its original lecation or specify some otheme.
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place where they were archived from
BN your computer

Besides if you select the Original location option, you can additionally define whether to replace already existi
files during the restore operation (good for recovering presumably corrupted files) or leave them intact (good
for recovering accidentally deleted files).

Sector Backup Restore

1 Data to restore When choosing a sector backug, yza8d&®jot the option b restore not only the entire
archive, but separate items of. iPlease note however, once you click on the + icon and select particular folders
or files to restore, the wizard automatically switches e filerestore mode, which cannot be used for
ressoNAy3d h{X S@Sy AT e2dz aStSOG Frtf AGSYa 2F | aea
NBali2NBE 2LISNIGA2Y Aad 20SNW» ¢2 NBail2NB h{zx L}XSIas
shown on the screen.

Please select one of the object(s) to restore

Name Type Fie system  Size Used

=} [5] Basic MBR Hard Disk 1 (VMware, VMware Vitual... Intemal Hard Disk Drive 160GB
) Lo NTFS 3968 s69Me
+ @P0ata F) Primacy NTFS 781GB 88.1MmB
i ems(e) Primary NTFS 428GB 87MB

Archive Detais

Name System (E:)
Volume label: System

Fle system: NTFS Total size: 395GB
Used space: 869 MB Free space: 3895GB
To select where to restore the selected object(s). chick Next Data size to restore: 39 GB

If you select separate files or folders to restore, the wizard will continue working as thou
82dzQ@S 3I24G G2 R2 6AGK I FAES ol O] dzLid

1 A place to restoreSelecting the destination, please notell contents on the disk selected for restoring
purposes will be deleted during the operation.

Basic Hard Disk 0 (VMware, VMware Virtual S SCS1 Disk Dev)

l ©) Local Disk (C:)
493.9GB NTFS

Basic Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

Igm&*(&:) © local Disk.. @) ... I lQ_))(Undloc.
34GBFATR 24GBNTFS 14G. 2268

To help you get a cde-cut picture of the operation outcome, the program allows inspecting the resulted disk
layout.
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Restoring Patrtition:

9 Size of the restored volume and free space before and after it on the disk.

Geometry Restore Options

Please spacfy the size of the rastored parttion 2470 5| 36MB-2470MB
Pleasa specfy size of free space before the parttion: 0 4 OMB-2434 MB
Please specfy size of free space after the parttion 0 * OMB-2434 MB

Drive letter assignment after restoreThe pulidown list contains vacant drive letters that can be associated
with the restored partition.

Partition Restors Options
Aasign tha following drive letter: | F £

Restoring Hard Disk:

1 Copy data and resize partitions proportionall¥f this option is activated, the program proportionally changes

the size of partitions keeping their relative order intact. The option can be useful when restoring torehkandje
disk.

Perform surface testDefine whether the surface test will be accomplished during the operation or not.

Your hard disk after the changes

Basic Hard Disk 1 (VMware. VMware Virdual S SCSI Disk Dey)

' ©) Local Disk (%) ©) Local Disk o) I I @) (Unalloc
LGB FATSZ 4

22GB

3AGEFATIZ ZAGBNTFS 184G

Hard Disk Restore Options
Copy data and resize paritions proportionally

In this mode, the Wizard changes the size of partitions in the same proportion, with keeping intact their
relative order. This option can be usaful in restring an image of hard disk to a larger one.

Pedorm suface test

Set this option f you want the Wizard to perform the surface test on the target hard dsk. In this case, £ the
program finds bad and unreliable sectors &t will mark them as unusable ones

()

All contents on the disk selected for restoring muwses will be deleted during the
operation.

Result

The wizard will restore the archived data, and make it available to use in the operating system.

To make Windowsootable on different hardware, please additionally complete tH2P
Adjust OS Wizard

Available operation scenarios:

)l
|l
)l
|l

Restoring a hard disk from the bootable Backup Capsule

Restoring a system partition from extermakdia (CD/DVD)

Restoring a system partition from a network drive

Restoring a system partition from a local drive

/ 2 L& N 3 RG16 Paradodg Software Group. All rights reserved.



68

Restoring a dusboot Mac from an external USB drive

Restoring a file increment

1
1
9 Restoring a file increment to a partition backup
1

Restoring sepate files and folders from a backup

Copy Tasks

In this chapter you will find all the information necessary to make a copy of a hard disk or a separate patrtition.

Cloning Hard Disks

You can clone a hard disk of any file system. During the hard disk cppyo®ss, the program moves controlling
records of used partitioning scheme, the bootstrap code andRona { LI NI AGA2yad ¢KIF GQa 4|
substituted by simply copying all atisk partitions.

Copy Hard Disk Wizard

The Copy Hard Disk Widds a traditionalike wizard. By going through its steps, you configure all the necessary
settings to launch the copy operation. To minimize the possibility of making any mistake, the wizard provides auxilian
information on every single option. Moreovgou can get an halepth description to any setting, control, or field of the
wizard just by clicking the hint button and then the object you need.

o You need at least two hard disks to carry out this operation.

Startup
f Inthe Main Menu: seledVizardsh / 2LJ8 | I NR 5Aai X

There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

Setup

The wizard offers the following steps to accomplish the copd disk operation:

9 The hard disk to copySelect a hard disk you want to copy.

On this page, you can choose a hard disk you would like to copy. All partitions from this hard disk will be copied
to the destination you will choose on the next page.

Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

. @) Local Disk (C:)

7saucuauu*|(vuwae.vu-nmm[\sscsm*oev)
5

B @) Local Disk (E) I ©) LoclBasic Hard Disk 1 (VMware, VMware Virtual $ SCSID
Bl 3 4Ge AT 24GENTFS 2G| [0 (W Z2GE

1 The target hard diskSelect a hard disk (if several) where all data of the source disk will Bxidopi

/ 2 L& N 3 RG16 Paradodg Software Group. All rights reserved.
















































































































































































































































































































































