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INTRODUCTION

‘ A

Paragon Rescue Kit™ 9.0 is an integrated set of powerful tools that is specially designed to tackle most of the
problems you might face while using PC. Its primary objective is to provide all the necessary facilities to get the
system back on frack when it fails to boot or at least to refrieve valuable data from the failed hard disk. But
that is not all the product can be used for. With Rescue Kit 9.0 you can easily recover an accidentally deleted
partition, clean user passwords for Windows NT/2000/XP/Vista/2003, securely utilize an outdated hard disk, etfc.

In this manual you will find the answers to many of the technical questions, which might arise while using the
program.

PRODUCT COMPONENTS

In order to cope with different tasks, the product contains several components:

0 Linux/DOS based Recovery CD is a multi-platform bootable media that enables to run utilities under
Linux or PTS DOS, and that way to get access to your hard disk for maintfenance or recovery purposes.
Both platforms have their strong sides, for instance Linux can boast support of FireWire (i.e. IEEE1394) or
USB devices. It enables to burn CD/DVD disks. However there can be some difficulties with detecting
new hardware. DOS in its furn has no problems of that kind but is limited in features.

0O WinPE based Recovery CD. Especially for keen followers of Windows, our product also offers a WIinPE
based bootable media. Unlike Linux/DOS Recovery CD it can boast an excellent hardware support
and a Windows XP like environment. However its functionality is limited while system requirements are
much tougher.

FEATURES OVERVIEW

This chapter dwells upon key benefits and technical highlights of the product.
KEY FEATURES

Let us list some of the key features:
0 A handy launcher to easily find and run the required tasks.

O Boot Corrector to fix most of the system boot problems that can be a result of a human factor, program
error or a boot virus activity.

A It is only available for the Linux/DOS recovery environment.

Q File Transfer Wizard to make such operations as transferring of files/directories or burning of them to
CD/DVD as easy and convenient as possible. Providing access to Paragon backups as regular folders,
it may also help to replace corrupted data from a previously created image in case of an operating
system failure.
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O Registry Editor to view and modify settings of any Windows System Registry in the offline mode, i.e.
when your operating system has not been started up. It is organized just the way Windows built-in editor
is, so you can feel comfortable with it.

& It is only available for the Linux/DOS recovery environment.

a Password Cleaner to clean user passwords for Windows NT/2000/XP/Vista/2003. With its help you can
easily change any user password, including Administrator's to a blank one, thus providing the possibility
to freely log in to your operating system. Even if your password has been encrypted with the Syskey
uftility, you can still clean it up.

& It is only available for the Linux/DOS recovery environment.

a Undelete Partitions Wizard to recover an accidentally deleted partition.

O Wipe Wizard fo successfully destroy all on-disk information including the standard booftstrap code and
other system service structures or only any remnants of deleted files/directories left on disk without
affecting the used data.

0 Network Configuration Wizard to establish a network connection under Linux to work with shared
resources of the net.

SUPPORTED TECHNOLOGIES

Along with using innovative technologies from outside, Paragon has developed a number of its own original
technologies that make its products unique and attractive for customers:

O Paragon UFSD™ technology to browse partitions of any file system including hidden and unmounted,
modify and copy files and folders, etfc.

O Microsoft Dynamic Disk (simple, spanned, striped, mirrored, RAID-5) to offer more management
flexibility without the partition limitation of basic disks. Dynamic storage can be particularly beneficial
for large-scale businesses when dealing with many physical hard disks involving complex setup.

O GUID Partition Table (GPT). It is the next generation of a hard disk partitioning scheme developed to lift
restrictions of the old MBR. GPT disks are now supported by Windows Vista, Server 2008, Mac OS X and
Linux.

SUPPORTED FILE SYSTEMS

Paragon Rescue Kit 9.0 provides support of major file systems presented on the market today:
a Fullread/write access to FAT16/FAT32 partitions under Linux and PTS DOS.
Q Full read/write access to NTFS under Linux and PTS DOS. Compressed NTFS files are also supported.

a Fullread/write access to Ext2FS/Ext3FS partitions under Windows and PTS DOS.
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o Support of Linux Swap under Windows and PTS DOS.

0 Limited read/write access to Apple HFS+ partitions.

Unfortunately, support of non-Roman characters for the HFS+ file system is unavailable
at the moment. The company is about to implement it in the nearest future.

SUPPORTED MEDIA

O

Support of both MBR and GPT hard disks (up to 1,5 TB tested)

o IDE, SCSI and SATA hard disks

0 CD-R, CD-RW, DVD-R, DVD+R, DVD-RW, DVD+RW, DVD-R, DVD+R double layer and also Blu-ray discs
o FireWire (i.e. IEEE1394), USB 1.0, USB 2.0 hard disks, ZIP® and Jazz® disks

0 PC card storage devices (MBR and GPT flash memory, etc.)

GETTING STARTED

In this chapter you will find all the information necessary to get the product ready to use.
CONTACTING PARAGON TECHNOLOGY GMBH

If you have any questions about the company products, please do not hesitate to contact Paragon
Technology GmbH.

Service Contact

www.pdaragon-

Visit Paragon GmbH web site
software.com

Registration & updates web-service kb.paragon-software.com

Knowledge Base & Technical Support kb.paragon-software.com

sales@paragon-
software.com

Pre-sale information

SYSTEM REQUIREMENTS

LINUX/DOS BASED RECOVERY CD

To use the Paragon Linux/DOS Recovery CD on your computer (it doesn’t matter what operating system is
installed), make sure that it meets the following minimum system requirements:

Copyright© 1994-2009 Paragon Software Group. All rights reserved.
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IBM AT compatible computer with i486 or higher CPU
256 MB of RAM
SVGA-compatible monitor
Mouse (recommended)

On-board BIOS supports booting from CD first

There may be additional requirements if you want o use advanced features:

a

a

a

Network card is required to send/retrieve data to/from a network computer
Recordable CD/DVD drive is needed to burn data to compact disks

You can also use removable USB disks to save/refrieve data. The program supports USB Drives 1.0, 2.0.

VWINPE BASED RECOVERY CD

To use the WInPE based Recovery CD on your computer, (it doesn’t matter what operating system is installed),
make sure that it meefts the following minimum system requirements:

a

a

a

a

Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed
At least 384 MB of RAM (512+ is recommended)
SVGA video adapter and monitor

Mouse

BOOTING FROM THE LINUX/DOS RECOVERY CD

The Linux/DOS Recovery CD can be used to boot your computer info Linux or PTS DOS to get access to your
hard disk for maintenance or recovery purposes. On the disk you can also find the PTS DOS safe mode, which
may help in a number of non-standard situations such as interfering hardware settings or serious problems on
the hardware level. In this case, only basic files and drivers (such as hard disk drivers, a monitor driver, and a
keyboard driver) will be loaded.

STARTUP PROCEDURE

To start working with the Linux/DOS Recovery CD, please take the following steps:

1.

2.

3.

Insert the Linux/DOS Recovery CD info a CD/DVD drive;
Reboot the computer;

Launch a boot mode you need (Normal, Safe, Low-Graphics Safe) in the Boot menu.

7N

By default the Normal Mode will be automatically initiated after a 10 second idle
period.
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4. Click on the required operation to start. Hinfs on the selected at the moment item will help you make
the right choice;

5. Consult the help system by pressing the Help button to know more on the subject.

To automatically boot from the Recovery CD make sure the on-board BIOS is set up to
boot from CD first.

[BOOT MENU

After you have inserted the Recovery CD into a CD/DVD drive and restarted the computer, the Boot menu
appears.

-« MNormal Hode Hain recovery
& Safe Mode env ironment

& Low-Graphics Safle Mode

& Floppy disk

& Hard disk 8 HER

& Find 05es on your hard disks

The Boot menu contains the following commands:
a0 Normal Mode. Boot into the Linux normal mode. This mode uses the full set of drivers (recommended).

0 Safe Mode. Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux normal
mode if it fails to work properly.

0 Low-Graphics Safe Mode. Boot into the PTS DOS safe mode. In this case, only the minimal set of drivers
will be included, like hard disk, monitor, and keyboard drivers. This mode has simple graphics and a
simple menu.

0 Floppy Disk. Reboot the computer from a system floppy disk.
Q Hard Disk 0. Boot from the primary hard disk.

0 Find OS(s) on your hard disks. The program will scan hard disks of your computer to find any bootable
operating system.

To move within the menu, please use the arrow keys of the computer keyboard.

To automatically boot from the Recovery CD make sure the on-board BIOS is set up to
boot from CD first.

& While working with the Recovery CD you might experience some inconvenience
caused by possible video artifacts. It is just a result of changing video modes and in no
way will affect the program functionality. If this is the case, please wait a bit and
everything will be OK.

Copyright© 1994-2009 Paragon Software Group. All rights reserved.



NORMAL MODE

When the Normal mode is selected, the Linux launch menu appears:

— This will launch Wipe Wizard. To wipe hard
[" disk or panition, just fallow instructions in the
wizard, All drives (including NTFS) are
I_.-ﬁ':} File Transfer Wizard already moumied as ¢, d:, e, ek
-

Boot Cormrector

N

EE. Undelete Pariticn
Registry Editor
Password Cleaner
Network Configurator

Log Saver

Reboot the computer

EEBxe &

Power off

O Wipe Wizard (enables to destroy all on-disk information or only remnants of deleted files/directories);

Q File Transfer Wizard (allows coping files/folders to another disk or a partition as well as recording them to
CD/DVD);

0 Boot Corrector (helps to correct the Windows System Registry without Windows being loaded);

O Undelete Partition (enables to recover an accidentally deleted partition);
O Registry Editor (helps to view and modify settings of any Windows System Registry in the offline mode);
O Password Cleaner (allows cleaning user passwords for Windows NT/2000/XP/Vista/2003);

o Network Configurator (enables to establish a network connection under Linux);

If you are going to use network resources, first launch the Network Configuration
Wizard to establish a network connection.

0 Log Saver (helps to collect and send the necessary log files to the Technical Support);
0 Command Line (allows experienced users to execute any operation);

0 Reboot the computer;

a Power off the computer.

To move within the menu, please use the arrow keys of the computer keyboard.

' SAFE MODE

Copyright© 1994-2009 Paragon Software Group. All rights reserved.
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When the Safe mode is selected, the PTS DOS launch menu appears. It has nearly the same functionality as for
the Normal mode except the Network Configurator and Log Saver commands. Besides due to certain
limitations of the PTS DOS environment, there is no possibility to burn CD/DVD disks.

éLOW GRAPHICS SAFE MODE

When the Low Graphics mode is selected, the PTS DOS launch menu appears. It has the same functionality
and looks similar to the Safe mode but graphically simpler.

F T2 | This will launch Wipe

B File Tramsfer Hizard Hizard. To wipe hard disk
E Boot Corrector or partition, just follow
{s, Undelete Partitions instructions in the wizard.

@ Registry Editor
@ Password Cleaner
8 Reboot the computer

BOOTING FROM THE WINPE RECOVERY CD

The WInPE Recovery CD can be a real alternative to the Linux/DOS Recovery CD. It offers an excellent
hardware support and a Windows XP like environment. However its functionality is limited while system
requirements are much tougher.

| STARTUP PROCEDURE
To start working with the WIinPE Recovery CD, please take the following steps:
1. Insert the WIinPE Recovery CD info a CD/DVD drive;
2. Reboof the computer;

3. After the disc has been loaded, you will see the License Agreement. Read the agreement and then
mark the appropriate checkbox to accept. If you do not agree with any conditions stated there, you
won't be able to use the program;

Copyright© 1994-2009 Paragon Software Group. All rights reserved.
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Prezz Page Up and Page Down 1o Sorodl the et

End U=er Licanse Agrasmant e

Dteder

BARAGON

Systamprogr

e

5100 Fraiburg, Germanmy,

Heknrich-

[ ¥ou acceps the terma of the agreement, click the check box below

v F BOCRDT the termd in the Licenis Agreament ]

ALCRET [ pecling

@ To automatically boot from the Recovery CD make sure the on-board BIOS is set up to
0 boot from CD first.

4. Once you accept the agreement, you will see the Universal Application Launcher. In general it enables
tfo run components of the product, load drivers for undefined hardware, establish a network
connection or launch the help system.

Faragon Universal Application Lasncher

! .-i’-‘.':) Fils teansfer wizard
| =

% Undelegs Pamitons
=
Ii Wipe Wizard
1)'_% Configure Metwork
o}

Load drneenis
% Liner Guide

1‘\.!"_;} About

@ Réboot
Zhut Down

aysiem will be restarmed after 71

5. Click on the required operation to start. Hints on the selected at the moment item will help you make
the right choice.

Copyright© 1994-2009 Paragon Software Group. All rights reserved.
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TYPICAL SCENARIOS

This chapter lists a number of the most frequently used scenarios that may be accomplished with the program.
You can find here useful recommendations and descriptions of operations.

RECOVERY SCENARIOS

FIXING MBR AFTER A BOOT VIRUS ATTACK

Let’s assume that the MBR (Master Boot Record) of your hard disk has been corrupted as a result of a boot
virus attack, thus your system fails to boof.

To fix the MBR of your hard disk, please do the following:

1. Insert Paragon Linux/DOS Recovery CD (the BIOS must be enabled to boot the system from the
CD/DVD device).

2. Restart the computer.

3. Inthe boot menu select Normal Mode fo use the Linux recovery environment (more preferable) or Safe
Mode to use the PTS DOS recovery environment (in case you've got problems with Linux). Moreover
you've got the opftion to boot info the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a
serious hardware incompatibility. In this case, only the minimal set of drivers will be included, like hard
disk, monitor, and keyboard drivers. This mode has simple graphics and a simple menu.

The PC boot ing
& Safe Mode will be proceeded in
& Lou-Graphics Safe Hode 88 seconds

& Floppy disk
& Hard disk B HBER

& Find 05es on your hard disks

& By default the Normal Mode will be automatically initiated after a 10 second idle
0 period.

4. In the Linux launch menu select Boot Corrector. You can find it in PTS DOS as well.

Copyright© 1994-2009 Paragon Software Group. All rights reserved.
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- ) Boot Correcior allows you 1o cure the majority
[r':z Wipe Wzard of boot problems for Windows 2000/XP/Server
003Vista. The key advantage of Boot
File Transfer Wizard Corrector is that it ¢an cormect the Windows

System Registry without Windows loaded. it
also helps with other operating systems when
Boot Corrector comman boot problems take place.

Undelete Partition

Registry Editor

Metwork Configurator
Log Saver
Reboot the computer

&
&
L
F@ Password Cleaner
ﬁ
2
=

Pawer off

5. On the Wizard's Welcome page, select the Correct the Master Boot Record (MBR) option.

Piease choose the operation

() Search for Windows installations o correct
(&) Correct the Master Boot Record (MBR)

() Correct the partition beot record

O Modify paniion parameters

() Correct boot parameters (bootini, BCD)

To begin, click Next.

6. On the next page choose the required hard disk from the pull-down list (if several) and then select the
Update the MBR executable code option.

Please choose the hard disk w correct boot problems:

Basic Disk 0 vi

Flease point out the operation o perform:

) View the MBR
(3 Update the MBR execitable code

) Reorder primary paritions {(change skots)

7. Confirm the operation.

i t Update the MBR executable code of the Basic Disk 0 (40.0 Gb)?

| % |

Copyright© 1994-2009 Paragon Software Group. All rights reserved.
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8. After the operation is completed click the Report button to see a well informative summary page. The
program also enables to store the resulted report. To do that, just press the Save button and choose the
exact location in the opened dialog.

Repaorting

/ You have successfully completed boot correction, To view the repan
on the aperations performed, click Report.

Report

Report

Paragon Bodl Correcior's Repan

Operation #£1; Correct the Master Boot Record
Hard disk targeted: Basic Disk 0

Status: Successiul

Date and Time: 2009 Jan 14 Wed 140109

/ Operations performed:

9. Click the Finish button to close Boot Corrector.
10. Eject the CD.

11. Reboot the computer.

FIXING WINDOWS STARTUP ABILITY

Let's assume that due to an unknown reason your Windows fails fo complete the startup procedure. At first
everything seems quite OK, you can see the standard startup messages on the screen, but af some moment it
hangs up.

To fix your Windows startup ability, please do the following:

1. Insert Paragon Linux/DOS Recovery CD (the BIOS must be enabled to boot the system from the
CD/DVD device).

2. Restart the computer.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe
Mode to use the PTS DOS recovery environment (in case you've got problems with Linux). Moreover
you've got the option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a
serious hardware incompatibility. In this case, only the minimal set of drivers will be included, like hard
disk, monitor, and keyboard drivers. This mode has simple graphics and a simple menu.

Copyright© 1994-2009 Paragon Software Group. All rights reserved.
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The PC boot ing
& Safe Mode will be proceeded in
& Lou-Graphics Safe Hode 88 seconds

& Floppy disk
& Hard disk B HBER
& Find 05es on your hard disks

& By default the Normal Mode will be automatically initiated after a 10 second idle
0 period.

4. In the Linux launch menu select Boot Corrector. You can find it in PTS DOS as well.

Boot Correcior allows you 1o cure the majority

rf'- Wipe Wizard of boot problems Tor Windows 2000/ XP[Server
003vista. The key advantage of Boo
' Eie T Wi Corrector is that it can carmect the Windows
’ﬁa Hle Transfer Wizard System Registry withoul Windows loaded. it

g also helps with other operating sysiems when
@ Boot Corrector b comman boot problems take place

=

=

ﬁ Undelete Parition
=

@ Registry Editor

G_‘) Password Cleaner
ﬁ Metwork Configurator
@ Log Saver

@ Reboot the computer

@ Power off

5. On the Wizard's Welcome page, select the Search for Windows installations to correct opfion.

Please chodse the operation

(&) search for Windows installatiens b carrect
(CF Correct the Master Boot Record (MBR)

(2} Correct the panition boat record

) modify partition parameters

) Comect boot parameters (bootini, BCD)

To begin, click Next.

6. On the next page choose the required Windows installation from the list of found installations (if
several), then select the Edit the Boot.ini file option. If you're not sure which installation you need,
please use the Properties button to get more info on the selected item.

Copyright© 1994-2009 Paragon Software Group. All rights reserved.
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Correct Windows installations

Program has searched for valid Windows installations en your
computer. The resuls of the search you can see below. Staus S refers
o a system partition (you can edit the Boot ini filel, B - a boot panition
{you can correct the System Registry).

N |Partiton |staws [Sysemreat  [Type
1  Disk 0, Partition 0 S+B  WINDOWS WinxpP

Far the highlighted Windows installation, please

paint out the aperation o pedorm:
O Correctdrive leners in the System Registry
(=) Editthe Boot.ini file

) Carect the partition boot record

Adjust 05 o booton new hardwane

To continue, click Next

7. Examine the file — maybe that's where the problem is. If it contains a mistake, correct it by using the
appropriate buttons.

Edit the Boot.ini file on Hard Disk 0, Partition 0

[Boat loader]

timeaut=10
defaunt=muhi(Dkdisk(irdisk(0ip antition( IWINDOWS

[operating systems]
il {0k (0irdis k(0] p anition( INWINDOWS ="Paragon VMWare Windows XP Panitian 01° fasudeisct 1

T S —  ——

i Edin ] l Insert the sample | | Add the sample ]

& To know more on the structure of the Boot.ini file please consult the Glossary chapter.
0

8. If the Boot.ini file does not contain any mistake, please return to the Correct Windows Installations page
to correct drive letters in the Windows System Registry.

Copyright© 1994-2009 Paragon Software Group. All rights reserved.
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Correct Windows installations

Program has searched for valid Windows installations on your
computer. The results of the search you can see below, Status S refers
10 A& Sysem panition (vou ¢ an edit the Boot.ini file), B - a boot panition
(you can correct the System Regisiry).

|[N |Parinion |status [Syseem ot [Type
1  Disk 0, Partition 0 S+B  WINDOWS WinxpP

For the highlighted Windows installation, please
point out the operation o perfarm:
(%) Correct drive leners in the System Registry
() Edit the Boot.ini file
)} Comect the pariition boot record
Adjust 05 w0 boot on new hardware

To comtinue, click Next,

9. On the next page choose a hard disk from the pull-down list (if several), then the required partition. If

you're not sure which installation you need, please use the Properties button to get more info on the
selected item.

Paritions Lis1 | Letiers Map

Below you can choose a hard disk drive and see all partitions on it Information about drive letters
assigned 1o these panitions is taken from the System Registry of the Windows installation selected.

[Basic Disk o +| 400 Gb, VMware Virtual IDE Hard Drive
I[N |Type |active  [File Sysiem  |volume label |Size |Drive leners |
0 Primary Yes  NTFS WinxP 30Gh (=
1 Primary Mo NTFS Application  9.8Gh E
2 Primary No BackupCapsul [No label 100 Gb <Mane=
3 Primary No Frea 17.2Gb <Mone=

10. Click the Edit Lefters button to correct an existing drive letter or assign a new one in the Windows
System Registry.

" Partisans List

Drive letters

Below you can ¢ it. Information about drive leters
assigned io the the Windows installation sekecied.
|I"..H|:' Disk O e Drive
M |[Type Elxngs |Drive leners
0 Primary — b <Mone:
1 Primary b E:
2 Primary Add _] b N
3 Primary — Gb <MNone=

Recommended o try - C.. If used,
you can release it in Leters Map.

Close

[ Propenes ] -

Copyright© 1994-2009 Paragon Software Group. All rights reserved.
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11. Once you've assigned the appropriate drive letter, close the dialog, then click the Apply button.

12. Confirm the operation.

Jl Apply the changes?

[ vs J[ ™ |

13. After the operation is completed click the Report button to see a well informative summary page. The
program also enables to store the resulted report. To do that, just press the Save button and choose the
exact location in the opened dialog.

Reporting

Report L 4llihe repont

Paragan Boot Comectior's Repont
Operations performed

Operation £1: Change drive lemers

Partition targeted: Hard disk 0, Partition O
Info: System Roof folder is =° frpuser, If
Status: Suoccessiul hnd make
Date and Tima: 2009 Jan 14 Wed 16:14:16

Save Close

d Togo w the baginning, click here

14. Click the Finish button to close Boot Corrector.
15. Eject the CD.

16. Reboot the computer.

RECOVERING AN ACCIDENTALLY DELETED PARTITION

Nobody is secure against such a ridiculous situation as an accidental partition deletion. It doesn’t matter who
or what is fo blame in this case. What really matters is the way to get everything back on track. Our program
enables to find and recover any deleted partition, as long as other partitions have not been created, moved
or exceeded the disk space occupied by that partition. That is why this function is only available for blocks of
the free space.

To recover an accidentally deleted partition, please do the following:

1. Insert Paragon WInPE Recovery CD (the BIOS must be enabled to boot the system from the CD/DVD
device).

2. Restart the computer.

3. After the disc has been loaded, read the agreement and then mark the appropriate checkbox to
accept.

Copyright© 1994-2009 Paragon Software Group. All rights reserved.
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[ ¥ou acceps the terma of the agreement, click the check box below

v F BOCRDT the termd in the Licenis Agreament ]

ALCRET [ pecling

@ If you do not agree with any conditions stated there, you won't be able to use the
0 program.

4. Once you accept the agreement, you will see the Universal Application Launcher. Select Undelete
Partitions.

Faragon Universal Application Launcher

-E_jl File transfer wizard
'

% Ungdalete Paritions
2 ¥ |
i[ﬂ _'.'.'||:-! Wilzard _:
/5? Configure Metwork

% Loeg drrvends

@ Linar Guigs

_/';'\.

;‘\ L"II About

Baboot

2ot Dawn

E.:, Undelete Partitions

System will Be restarmed after 70:33:35

5. On the Wizard's Welcome page, click the Next button.

6. From a tree-like list choose a hard disk (if several) and then the required free block to scan for lost
partitions.
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Chick: ths chisch: bao resd to any hard deske drive or fres block you want (o semine

fiame Type &
= Bl Wy Computer My Computer

w1 [E] Basie Hard Disk 0 (VMwars Vietusl IDE Haed Drivel Basic Haed Disk Drve 41

=} ¥ [5] Basic Hard Disk 1 {VMwars \Virual IDE Hard Drive) Base Hard Diske Dovs 3
Sl = (Lnalocated) e s

| | &

[ The: summary size of fragment () 1o analyze is 3.9 GB ]

[T Iwant to choosa fils systam fikar and search criteria
Nole: This opbion is recommended for advanced users only.
To begin ssarch, diick Next

If you don’t have any free blocks on your hard disk, you won't be able to use this

i: function.
0 You can manually specify certain file system types to look for by marking the
appropriate checkbox at the bottom of the page.

7. Start the search process by clicking the Next button. By default, the program searches records of any
deleted partition ever existed on the selected block of free space. So you can get several partitions to
choose from.

Search deleted pastibons from sector: 40 to sector Hifdf.

C

The following pantions have been found:

Fla symam Type | Uzad Spacs % Uaad
39GB 5596 MB

&wml

Most likely the required partition will be found first. If so, you may abort the search operation by pressing
the Stop search button.

8. Mark a checkbox opposite the required partition. If you're not sure which partition you need, please
use the More Info... button.
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Click the chack bo nasd to partiion you want io undalsts Plaass note: partbons that intamect
with giready selecied ones will not be available for undaietion,

F.Emwu'n | Typs | Capacty | Lisad Space | Geomatry

3968 ssocMe [ S |

Moem info...

9. Confirm the operation.

;\ Tha Vizard hias not appliad your changas yat. On this pags, you cam sthar accapt or
/= meconsiderihe chanpes.
Flaase nota that £ you accept the changes, the Wizand wil physically parfom & the

neccessay operatons and & wil nst be possble bo intermupl this process or undo the
changes.

To gt access 1o the undelated panition(s), you need to assign a dive letteris). Go to Windows
Disic Managament. choosa the undelsted parttionis) and Add Drive Letter option from the
content menu. A window pops up whine you can assign a drve better to this partiion

—Would you iz to undelete the pantions now?
% [Yas, undeiate the partitions physcaly. |
™ Mo, st mis moonmider,

10. After the operation is completed, close the wizard by pressing the appropriate button.
11. Eject the CD.

12. Reboot the computer.

& This operation can also be accomplished with the Linux/DOS recovery environment.
0

|COPYING OF DATA FROM THE CORRUPTED SYSTEM DISK TO ANOTHER HARD DISK

To retrieve valuable information from your hard disk and copy it to another hard disk when the system fails to
booft, please do the following:

1. Connect the second hard disk to the computer.

2. Insert Paragon Linux/DOS Recovery CD (the BIOS must be enabled to boot the system from the
CD/DVD device).

3. Restart the computer.

4. In the boot menu select Normal Mode fo use the Linux recovery environment (more preferable) or Safe
Mode to use the PTS DOS recovery environment (in case you've got problems with Linux). Moreover
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you've got the opftion to boot info the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a
serious hardware incompatibility. In this case, only the minimal set of drivers will be included, like hard
disk, monitor, and keyboard drivers. This mode has simple graphics and a simple menu.

The PC boot ing
& Safe Mode will be proceeded in
& Lou-Graphics Safe Hode 88 seconds

& Floppy disk
& Hard disk B HBER
& Find 05es on your hard disks

& By default the Normal Mode will be automatically initiated after a 10 second idle
0 period.

5. In the Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as
well.

— Copy your files or fokders 1o another disk,
[" Wipe Wezard partition ar folder with File Transfer Wizand

@ Boot Cormrector

- Undelete Partition

[ e
@ Registry Editor

G} Passward Cleaner

ﬁ Metnwork Configurator
@ Log Saver

6. On the Wizard's Welcome page, click the Next button.

7. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.
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Source

(NTFS, 0 om Disk 0) (WinsF ()

i My computer
| (Rootdin
S My Computer (My computer)
W fmint (Mounted resounces)
P minydisk (Local disks)
ﬂ W jmedia (Removable disks)
i IDE CO/OVD (NECYMWa VMware IDE CDR1
B O (NTFS, 0 or: Dizk 00 (WinXP
“e# DY (NTFS, 1on @isk 00 (Application)
“e* EY (BackupCapsule, 2 on Disk 0) (UFSD die

Ttk |

8. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Source
7 jmnidiskmdalPocuments and Satiin [User ~|
53 /mndisk/hd alDacumems and Settin =¥ -
') Application Data
) Cookies
) Deskiop
@ ) E-Mail Database
@ ) Favarites
') Local Settings
' My Documents
) NetHood
2 PrinHood
< ¥ ) Recent =
Total data size: nja | Rename(Fe | [ DeewiFa |

Click the Calc button to estimate the resulted data size.

9. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any
local drive or a network share item.

Please select how would you like o save the data:

(%) Save data to any local drives or a network share

Choose thiz opian if you want 1o §ave your data o kocal
maunted or physical panition, 1 USE or FireWare external
drives and o a mounted network share. You will be prompted o
choose a loC ation you want 1o save the archive o,

) Burn data to CIYDVD

Choose this option if you want the Wizard 1o burn the data o

CDor DVD. You will be prompled w0 choose a CD or DVD RW
drive.

10. On the Select Destination Path page, select a hard disk to copy the data to by pressing the standard
browse button [...].

Select path

[imnydiskhdaz IB

Space avallable on destination: 5.6 Gb

Total data size: nfa Calc
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11. On the Transfer Summary page check all parameters of the operation. Click the Next button o
accomplish the operation.

12. In the Progress window you can see in real-time a detailed report on all actions carried out by the
program.

Operations list: Suboperaiion progress

1: Transker user daa MTITITIIT T I T LT T I T T T T IO T T T T T TITIOTIT |.|

Operation progress

Time elapsed:  00:00:03 Time w finish [TRTET

Copied sofar  17.0 Mb

Crverall progress

(AR AR ul

Transkering “/mntdiskhdal Documents and Settings/UserE-Mail Database” o "mnatdiskhd a2/E-Mail Data
Translering “/mnydisk/hdal/Documenis and Settings/UserMy Documents® o "fmnydiskhd a2 /My Document
Al operations have been finished

13. After the operation is completed, close the wizard by pressing the appropriate button.

14. Eject the CD.

15. Turn off the computer.

& This operation can also be accomplished with the WinPE recovery environment.
0

|BURNING OF DATA FROM THE CORRUPTED SYSTEM DISK TO CD/DVD

To retrieve valuable information from your hard disk and burn it to CD/DVD when the system fails to boof,
please do the following:

1. Insert Paragon Linux/DOS Recovery CD (the BIOS must be enabled to boot the system from the
CD/DVD device).

2. Restart the computer.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment, since it's the only mode
that enables to burn CD/DVD discs.

The PC boot ing
& Safe Mode will be proceeded in
& Lou-Graphics Safe Hode B8 seconds

& Floppy disk
& Hard disk B HMER
& Find 05es on your hard disks
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& By default the Normal Mode will be automatically initiated after a 10 second idle
0 period.

4. In the Linux launch menu select the File Transfer Wizard.

- Copy your files or folders 1o another disk,
ﬁ Wipe Wizard partiton af falder with File Transler Wizard,

@ Boot Corrector

ﬁ% Undelete Parition

@ Registry Editor

Password Cleaner

Metwark Configurator

@
Z
@ Log Saver
5

Reboot the computer

@ Power off

5. On the Wizard's Welcome page, click the Next button.
6. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.

Source

(NTFS, 0 on DNsk 0) (WinxF b

-j My computer
' | (Roatdin
S My Computer (My computen
" fmint {Mounted resounces)
P mintdisk (Local disks)
ﬂ W' imedia (Removable disks)
i IDE CO/OVD (NECYMWa VMware IDE CDR1
E T (NTFS, 0 or: Dizk 00 (WinXP
% DYy (NTFS, 1 on @isk 01 (Application)
“e* EY (BackupCapsule, 2 on Disk 0) (UFSD di¢

7. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.
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Clipboard Source
{7 jmnidisk/hdal/Documents and Settin [User ~|
57 imndiskhd alDocumems and Setin =P A
) Application Data
) Cookies
i Deskiop
@ ) E-Mail Database
@ ) Favarites
) Local Settings
L My Documenis
() MetHaod
') PrintHood
< > O Recent v
Tolal data size: nja [ Rename(Fe) | [ Delew(Fa ]

Click the Calc button to estimate the resulted data size.

8. On the Select Destination Type, choose the way the data will be stored. Select the Burn data to
CD/DVD item.

Please salect how would you like 1o $ave the data

i) Save data ta any local drives or a network share

Chaose this optien if you want 1o save your data o kocal
maunted or physical pardition, o USB or FireWare external
drives and o a mounted network share. You will be prompied to
choose a loc atkon you wani 1o save the archive ©

%) Burn data to CO/DVD

Chaase this optien i you want the Wizard o burmn the data o

COor DVD. You will be prompied to choose a CD or DVD RW
drive.

9. On the Choose a Recorder page, select a recorder from the list of available devices and then set a
volume label by entering it in the appropriate field.

Sebect a recorder o burn data o

Vendor [Product [Type |
Optianc OVD AW AD-T1704 CD-R, CO-AW, DVD-R
Valume label: |l'|'|l Datd I

10. On the Transfer Summary page check all parameters of the operation. Click the Next button o
accomplish the operation.

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the
program.
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Operations list: Suboperation progress

1: Transfer userdata L ]

Operation progress
T i i ]

Time elapzed:  00:00:07 Tifee 1o finizh 00:00:16

Copied so far 5.0 Mb
Ta copy 12.0 Mb

Owverall progress

IBRERRRERERERAES

Creating compilation image

Used burner: DVD RWAD-71704 Vendor: Optiarc
SeL5i0n apening

Data burning...

12. After the operation is completed, close the wizard by pressing the appropriate button.

13. Eject the CD.

14. Turn off the computer.

@ This operation can also be accomplished with the WinPE recovery environment.
0

|COPYING OF DATA FROM THE CORRUPTED SYSTEM DISK TO A NETWORK SHARE

To retrieve valuable information from your hard disk and copy it to a network share when the system fails to
booft, please do the following:

1. Insert Paragon Linux/DOS Recovery CD (the BIOS must be enabled to boot the system from the
CD/DVD device).

2. Restart the computer.

3. Inthe boot menu select Normal Mode o use the Linux recovery environment, since it's the only mode
that provides a network support.

~» Hormal Hode The PC booting
& Safe Mode will be proceeded in
& Lou-Graphics Safe Hode B8 seconds

& Floppy disk
& Hard disk B8 HER
& Find 03es on vour hard disks

@ By default the Normal Mode will be automatically initiated after a 10 second idle
0 period.
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4. In the Linux launch menu select Network Configurator to establish a network connection.

— Here you can mnhgure nenvork connections o

r" Wipe Wizard save files, direciones, panitions and entire
hard disks on network. It must be done befare
¥ R T Wi the backep and file operations listed in this
] ile Transfer Wizard menu if they need network support.

@ Boot Corrector

- Undelete Partition

[ e
@ Registry Editor

Gj Password Cleaner

il Metwork Configurator

@ Log Saver

5. On the Wizard's Welcome page, click the Next button.

6. Onthe Load Config File page, click the Next button. By default, the wizard saves all network settings in
the netconf.ini file located on the Linux RAM drive, thus it will only be available until you restart the
computer. However, you can just once configure your network device and then save this file fo some
other destination, for instance a local drive, and this way avoid constant re-configuration, just by
providing a path to it.

Please select the file with network configuration settings.

Select config file

| (]

7. On the next page the wizard automatically attempts to detect all available network devices and then
displays them (if any) in form of a list. On every found device there's information about its interface and
used driver as well as a brief description. You can manually add a network device in case it hasn’t
been found automatically by clicking the Add a device button and selecting a device you need from
the list. Do not forget to check it by clicking the Probe button.
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Autodetection of network devices

All nerwork devices found during autodetection are listed below. If someone device is not
present, you can manually add it from device’s list

Interface |Driver | Device description [1
eth ponetl? Advanced Micro Devices [AMD] 79c970 [PCnet32 LAMCE] (rev 100

[ Change device ] [ Add a device ]

8. On the Seftings for Interface page you need to properly set up the selected network device. If your
local network has a DHCP, you can just leave everything as is, otherwise manually type in an IP
address, a network mask, default gateway, efc.

General

(%) Obtain an IP address autom atic ally
) Use the following IP address

IP address: El:l.l:ll:l
Metwork mask: E,D .I:]I:I
Defaul gateway: I:H:I .I:ll:l

DHS servers: Al

wnssever [ JE 1B B ]

Hetwork will be restarted on this check select

9. On the Configure Network Connections page, click the Add button and provide all the necessary
information to map a network share in the opened dialog. Click the Unmount button to delete an
existing network connection if necessary.

Network path: |,u]':i:n'tr2,n'p-nul

Mount point [imntnet 1]

Ussrnams |g HEst I

l |
[ gn& J[_Eanl:el |

Password:

To contimuee, click Mext.
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10. On the next page, save the netconf.ini file if necessary and click the Finish button to complete the
wizard.

11. In the Linux launch menu select the File Transfer Wizard.

- ) Copy your files or folders 1 another disk,
[r'.z Wipe Wizard partition ar falder with File Transker Wizard.

@ Boom Corrector

% Undelete Partition
@ Registry Editor

@ Password Cleaner
ﬁ Metnwork Configurator
@ Log Saver

@ Reboot the computer

Power off

12. On the Wizard's Welcome page, click the Next button.
13. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.

Source

My compuier W

' / (Rewt dir)

" My Computer {My computer)

¥ jmini { Mounied resources)

W 'mntidisk (Local disksh

W 'media (Remavable disks)

s IDE CO/OVD (NECVMWa ViMware IDE CDR1)

Bisk 1) (Processing)
S pool (Netwark share)

Fhan ins {FE) Dizfuis (FE

14. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.
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Clipboard Source

(57 imntdiskhdalDocuments and Setin |"""
57 imndiskhd alDocumems and Setin

5|

) Application Data
) Cookies

) Deskiop

') E-Mail Dalabase
) Favarites

) Local Settings
) My Documenis
) Nettood

') PrintHood

< ¥ 3 Recent

8] Jp)

Tolal data size: nja Cak [ Rename(Fe) | [ Delew(Fa ]

Click the Calc button to estimate the resulted data size.

15. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any
local drive or a network share item.

Please select how would you like o save the data:

{5) Save data to any local drives or a network share
Choose this option if you want 1o §ave your data w lacal
maunted or physical panition, 1 USB or FireWare external
drives and to a mounted network share. You will be prompted o
choose a location you want 1o save the archive o,

) Burn data to CIYDVD

Choose this opiion if you want the Wiz ard © burn the data o

CDor DVD. You will be prompted © choose a CD or DVD RW
drive.

16. On the Select Destination Path page, select the previously mapped network share to copy the data to
by pressing the standard browse button [...].

- Select path -

o [=)

Space available on destination:  nja

Total data size: 2.5 Mb

17. On the Transfer Summary page check all parameters of the operation. Click the Next button o
accomplish the operation.

18. In the Progress window you can see in real-time a detailed report on all actions carried out by the
program.
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Operations list: Suboperation progress

AR RN RN

1: Transher user data

Operation progress

Time elapsed:  00:00:02 Time 1 finizh 00:00:00

Copied so far L9 Mb
Tocopy 0.6 Mb

Cverall progress

Transiering /maydiskhdalDocuments and Setting 5/Guest™ o “/mnyneyGuen” - kem 1ol 2
Transkering "fmntdiskhdalDocuments and Setting £/Gue syStan Menu/ProgramsAccessoresideskiop ini® _

19. After the operation is completed, close the wizard by pressing the appropriate button.
20. Eject the CD.

21. Turn off the computer.

This operation can also be accomplished with the WinPE recovery environment.
0

CLEANING USER PASSWORDS FOR WINDOWS

Let’s assume that after a busy business trip you've come home and realized that you've completely forgotten
your Windows user password. That's no great fragedy any more.

To clean a user password of the required Windows installation, please do the following:

1. Insert Paragon Linux/DOS Recovery CD (the BIOS must be enabled to boot the system from the
CD/DVD device).

2. Restart the computer.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe
Mode to use the PTS DOS recovery environment (in case you've got problems with Linux). Moreover
you've got the opftion to boot info the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a
serious hardware incompatibility. In this case, only the minimal set of drivers will be included, like hard
disk, monitor, and keyboard drivers. This mode has simple graphics and a simple menu.

F-2 Hormal Hode The PC booting
& Safe Mode will be proceeded in
& Lou-Graphics Safe Mode B8 szeconds

& Floppy disk
& Hard dizsk B MER
& Find 05es on your hard disks
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& By default the Normal Mode will be automatically initiated after a 10 second idle
0 period.

4. In the Linux launch menu select Password Cleaner. You can find the same wizard in PTS DOS as well.

Wipe Wizard Administiranr password in yaur Windows
system in case if you forger them. This wizard
File Transfer Wizard works with Windows NT2000/XP/2003/Vista

@ Boot Corrector

ﬁ% Undelete Parition
@ Registry Editor

Metwark Configurator

@
&
@ Log Saver
=

r:f E This wizard allows o chean User or

Reboot the computer

@ Power off

5. On the Wizard's Welcome page, click the Next button.

6. On the next page choose the required Windows installation from the list of found installations (if
several). If you're not sure which installation you need, please use the Properties button to get more
info on the selected item.

Valid Windows installations

The program has found the following Windows installations valid for
this program. (You can see only Windows NT /2000,/XP/2003/Vista
versions, the others are not listed even if they exist. Please select
the one you want o work with,

[N |Partition |Sysiemmot  |Type
1 Disk0, Panition 0 WINDOWS Winxp

Properties

To continue, clck Mext

7. Onthe next page you can see a list of all users of the selected Windows installation. Select the user,
which password you'd like to make blank, then click the Clean button to accomplish the operation. Or
just click the Clean All button to clean all user passwords at once.
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Clean passwords
You can see the list of users in your 5','S-EI'I"|. Please select the user
whose password you would like w clean and press the "Clean’
bumon. You can also clean passwords of all users atence if you
press the "Clean Al bution.
|User |Password stats ||
Administrator <Original=
Guest <Original>
HelpAssistant <BLANK=
SUPPORT _31B88945a0 <Original>
User <BLANK>
Clean ( Chean Al
To continue, click Next

8. After the operation is completed, close the wizard by pressing the appropriate button.
9. Eject the CD.

10. Reboot the computer.
HARD DISK UTILIZATION

To irreversibly destroy all on-disk information without any possibility to recover and that way providing the
maximum level of security, please do the following:

1. Insert Paragon WInPE Recovery CD (the BIOS must be enabled to boot the system from the CD/DVD
device).

2. Restart the computer.

3. After the disc has been loaded, read the agreement and then mark the appropriate checkbox to
accept.

Prexs Page Uip and Page Down 1o 3crodl the eat

End Uzer License Agreamant H
Detedar

PARAGONM Technologis GmbH,

Systemprogrammisning

Heinrich-von-5tephan-5tr. 3 ¢, 79100 Freiburg, Germany,

arg

You, &% &nd user

I ¥ou acceps the tarma of the agreement, click the check box below

[ ) agcest the teoms in the License Agresment |

Accent Pecline |
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If you do not agree with any conditions stated there, you won't be able to use the
. program.

4. Once you accept the agreement, you will see the Universal Application Launcher. Select the Wipe
Wizard.

Faragon Universal Application Laumncher

Z:"'&-'-D Fille transfar wizard
'

% Undalszs Pamitions
| [j Wige :@{d

] Configure Mebwork
L

ke

@1@ LoED Sfreends
% Uzer Guide

oy
| About
)

a Reboot
@ Eﬂu! i

r ;‘-J Wipe Wizard

System will be restarred aer fl-3004Y

5. On the Wizard's Welcome page, click the Next button.
6. Select a hard disk, the data of which you want to wipe out.

Please choose an object for wiping. | can be a whols hand disk, a sngle pardition or a block of unallocated space. You
can set 1o wipe all data on the partition or only unocoupisd space on it (see the ned slep).

'auir. Hard Disk 0 (VMware Virtual IDE Hard Drive)
. l ) Application. .. { %) Backup Ca... I ) (Unallocated)
[ E_GH J'I_S 99GB 17.2GH |

Bﬂcl-h':l[hklfﬂl'ﬂnﬁtd IDEl-hnlDrivu}

I @) Local Disk {D:) [

19.9GB NTES Totsl sive: 39,9 G5
sed: 35.8 MB =
Eree: 39,9 GB

7. On the Wipe Mode page, select the wipe out all the data to irreversible destroy all on-disk information.

& | Wips out all the data
Chioose this option § you ward 15 desiroy compistehy all the data on the selected obisct
" Claar fwipe] fres space

Choosa this option § you want io destroy the traces of data thal may hawve basn left sfter an ordinary delets
cparabon
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8. The next page of the wizard enables to get detailed information on the Paragon's wipe algorithm used
for the irreversible data destruction. Besides you can choose here whether to carry out residual data
verification or not specifying the percentage of sectors to check and estimate the time required to
accomplish the operation.

-Wipe method

Paragon's algorithm

Algarithm consists of the £ passes. A first overwrite sach erased sector with a forcafully andomized 5124yte stiing,
nenw for sach sector, using state-of tha-art cryplographically sacurs pesudo-random number generator (CSPRNG).
After that ovenwmita aach arasad sactor with s complament. Than overwnte sach sactor with 5124pta CSPRNG
sting, again forcefully mndomized and difersct from the fird pass, and new for sach sector. Fnaly fll each erased
sactor with (A A mask and verfy eventhing

Erasa passss count: 4
Verfy passas courd: 1

- 7 [Vedty we resuls|
Percaniaps of sacios io check: i1f[‘ H,

Approoomate wips bme: 01:45:47

You can skip verfying complataly or pamly by disabling & or reducing parcentags of sacions to chesk.
Phzase note, £ would be & deviation from Paragon’s algorithm

9. Review all parameters of the operation and modify them if necessary.

Your hard disk bafios the changss:

]'Basiuuaﬂnmlwuw.n Virtual IDE Hard Drive)
l'lgmnﬁc{u] ‘

33.5GB NTF5

Your hard disk after the changes:

Basic Hard Disk 1 (VMware Viral 10E Hard Drive)

' @) Local Disk () ‘

35,530 Not formatted

10. Complete the wizard to accomplish the operation.

& This operation can also be accomplished with the Linux/DOS recovery environment.
0

GLOSSARY

Active Partition is a partition from which an x86-based computer starts up. The active partition must be a

primary partition on a basic disk. If you use Windows exclusively, the active partition can be the same as the
system volume.

In the DOS partitioning scheme, only primary partitions can be active due to limitations of the standard
bootstrap.
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The term backup originates from the fime when the best way to protect valuable information was to store it in
form of archives on external media. It's become now a general notion fo mean making duplications of data
for protection purposes.

Bootable Archive is created by adding a special bootable section when backing up the data to CD/DVDs.
Thus you will be able to restore the data from these archives without having to run the program, but by simply
booting from these CD/DVDs.

Boot.ini is a textual configuration file for NTLDR (a specific boot management tool in Windows
NT/2000/XP/Server 2003). Apart from other parameters this file contains references to the Windows system
partition, thus its corruption will certainly lead to the Windows startup failure.

Below you can see an example of the Boot.ini file:

[boot Toader]

timeout=30

default=multi {0)disk{0)rdisk {(0)partition(l ) \WINDOWS

[operating systems] o ) )
multiCOdisk(LIrdisk{0partition(l NWINDOWS="windows »P Professional” fastdetect
multio)disk(0irdiski0ipartition(2 WWINNT="windows 2000 Professional" /fastderect

Cluster is the smallest amount of disk space that can be allocated to hold a file. All file systems used by
Windows organize hard disks based on clusters, which consist of one or more contiguous sectors. The smaller
the cluster size, the more efficiently a disk stores information. If no cluster size is specified during formatting,
Windows picks defaults based on the size of the volume. These defaults are selected to reduce the amount of
space that is lost and the amount of fragmentation on the volume. A cluster is also called an allocation unit.

Extended Partition is a partition type you create only on a basic MBR (Master Boot Record) disk. Extended
partition is used if you want to create more than four volumes on a disk, since it may contain multiple logical
drives.

File System Metadata. The servicing structures of a file system, which contain information about allocating files
and directories, security information etc, are named the file system metadata. It is invisible for users and
regular applications because its accidental modification usually makes a partition unusable.

Hard Disk Geometry. Traditionally, the usable space of a hard disk is logically divided into cylinders, cylinders
are divided info tracks (or heads), and fracks are divided into sectors.

The triad of values {[Sectors-per-Track], [Tracks-per-Cylinder], [Amount-of-Cylinders]} is usually named the Hard
Disk Geometry or C/H/S geometry.

Tracks and cylinders are enumerated from "0", while sectors are enumerated from "1". These disk parameters
play an essential role in the DOS Partitioning scheme.

Modern hardware uses an advanced scheme for the linear addressing of sectors, which assumes that all on-
disk sectors are continuously enumerated from “0". To allow backward compatibility with older standards,
modern hard disks can additionally emulate the C/H/S geometry.

Hidden Partition. The concept of a "hidden" partition was introduced in the IBM OS/2 Boot Manager. By
default, an operating system does not mount a hidden partition, thus preventing access to its contents.

A method of hiding a partition consists in changing the partition ID value saved in the Partition Table. This is
achieved by XOR-ing the partition ID with a 0x10 hexadecimal value.
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Master File Table (MFT) is a relational database that consists of rows of file records and columns of file
attributes. It contains at least one entry for every file on an NTFS volume, including the MFT itself. MFT is similar to
a FAT table in a FAT file system.

MBR & 1st frack of the hard disk is the 0th sector of the disk. MBR (Master Boot Record) contains important
information about the disk layout:

- The used partitioning scheme;

- The starting records of the Partition Table;

- The standard booftstrap code (or the initial code of boot managers, disk overlay software or boot viruses).
Generally, the Oth sector is used for similar purposes in all existing partitioning schemes.

The MBR capacity is not sufficient to contain sophisticated boot programs. That's why the on-boot software is
allowed to use the entire 0th frack of the disk. For example, boot managing utilities such as LILO, GRUB and
Paragon Boot Manager are located in the 0th track.

Partition ID (or File system ID) is a file system identfifier that is placed in the partition. It is used to quickly detect
partitions of supported types. A number of operating systems completely rely on it to distinguish supported
partitions.

Partition ID is saved in appropriate entries of the Partition Table and takes only 1 byte of space.

Partition Label (or Volume Label) is a small textual field (up to 11 characters) that is located in the partition's
booft sector. This value is used for nofification purposes only. It is detectable by any partitioning tool including
the DOS FDISK ufility.

Modern operating systems save it within a file system, e.g. as a special hidden file. Thus it is able to contain a
relatively large amount of text in multiple languages.

Partitioning Scheme is a set of rules, constraints and format of the on-disk structures to keep information on
partitions located on a hard disk.

There are known several partitioning schemes. The most popular of them is the so-called DOS partitioning
scheme. It was infroduced by IBM and Microsoft to use multiple partitions in the disk subsystems on IBM PC
compatible computers.

Another popular partitioning scheme is the so-called Logical Disks Model (LDM) that originates from the UNIX
mainframe systems. Veritas Executive accommodates a simplified version of LDM to the Windows 2000
operating system.

Windows 2000 and XP support two quite different partitioning schemes: the old DOS partitioning scheme and
the new Dynamic Disk Management (DDM). The problem is that earlier versions of Windows do not support
DDM. In addition, most hard disk utilities do not support it as well.

Recovery Media is a CD/DVD disc, a USB flash card or even a floppy disk from which you can booft for
maintenance or recovery purposes.

Root Directory is the top-level directory of a formatted logical drive to include other files and directories. In
modern file systems (Ext2/Ext3, NTFS and even FAT32) it does not differ from other directories. This is not the case
for old FAT12 and FAT16 file system:s.
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Serial Number. In the DOS partitioning scheme, every hard disk and every partition has a 32-bit serial number
represented by an 8-figure hexadecimal value. It is stored in the MBR and its value is assigned when the MBR
sector is initialized by Microsoft standard disk managing tools, such as Windows Disk Administrator and the
FDISK utility.

In fact, a hard disk's serial number is not important for most operating systems and software. It is known that
Windows NT, 2000 and XP store its value in the database of assigned drive letters.

A partition's serial number is stored in its boot sector (in FAT16, FAT32 and NFTS file systems). Its value is assigned
when the partition is formatted. It does not play an important role for most operating systems and software as
well.
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