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Product Concept

General Info

Drive Backup 10 Server is positioned as the company’s top-level disaster recovery and system
migration solution for physical and virtual Windows® environments. Aimed at small and mid-
sized companies, it combines all of Paragon's latest patented technologies and expertise to
deliver:

v Comprehensive protection for a company’s intellectual property
v All facilities fo meet strict Recovery Time Objectives
v Significant capital cost savings

v Enhanced IT productivity

Optional Components

Used alone, the product is an efficient tool for protecting stand-alone servers and workstations.
But most of its potential is uncovered when it's boosted with the exclusive optional add-ons:

v' Paragon Infrastructure Package to help IT administrators effectively manage complex IT
environments consisting of multiple, non-collocated servers and workstations, that comes
with:

- Paragon Remote Management (PRM™) 2.0 - is a special solution for centralized
administration and maintenance of computer parks. It enables to remotely assign
various tasks to a single computer (or groups of computers), and to verify that
particular tasks have been a success.

- Paragon Infrastructure Module includes Paragon PXE Server (DHCP and TFTP servers)
to remotely boot a PXE compatible computer with no operating system installed, and
handy tools to build a custom WINPE 2.1 or Linux based bootable image to configure
the network and mount network shares, set a program script execution, as well as
add any required files. This image then can be recorded to a CD/DVD/Blu-ray disc to
make client machines boot directly or remotely through the PXE capabilities and
carry out operations completely in the unattended mode.

v Exchange Granular Recovery - is a plug-in for Microsoft Outlook 2003/2007 that enables
to get fransparent access to backup mail databases of MS Exchange Server 2007
through the standard facilities of MS Outlook for easy and fast data recovery at a
granular level.

Moreover Paragon Software offers several Technician Licenses for Drive Backup 10 Server. The
Technician License is a valuable cost-effective software option for system administrators,
technicians, and IT consultants who maintain small, mid-sized, or large corporate environments.
It allows the use of Paragon software on desktops, workstations and servers regardless of the
network size or architecture.
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Primary Audience
The product’s target company is a small or mid-sized business, so its target market:

v

v

IT personnel maintaining this type of business

IT Experts

Key Differentiators
The key differentiators of the product are:

Optionally available

v

v

v

Infrastructure Package for a centralized administration and maintenance of computer
parks; optimization of IT infrastructure dealing with complex environments.

Exchange Granular Recovery for easy and fast data recovery at a granular level from MS
Exchange EDB files.

Technician License for technical service providers supporting diverse clients; IT
professionals managing small groups of co-located servers within a company, or large
distributed groups of servers in multiple locations.

Directly available

v

Support for the latest operating systems from Microsoft (including Windows 7 and
Windows Server 2008 R2).

Complete infrastructure for establishing a self-acting data protection system that is fully
compliant with the set-and-forget backup policy.

Virtualization (P2V) for the system migration, protection, and evaluation. The product
supports major virtual machines (MS Virtual PC, MS Virtual Server, MS Hyper-V, VMware
Workstation, VMware Fusion, and VMware ESX Server), and helps to recover the startup
ability after unsuccessful virtualization with a 3rd party tool.

No hardware dependency with the next generation of Paragon Adaptive Restore™; this
technology guarantees a Win2K+ system will boot on different computer hardware (P2P)
by automatically injecting the required drivers and other actions crucial for this type of
migration.

Differential and incremental backups, and exclusive file complements allows different
data time-stamps with no duplication, and minimizes backup storage requirements.

An advanced system of filters automates the process of building up backup contents by
excluding irrelevant data.

Restore at a granular level minimizes downtime if there's no need to restore an entire
image; you choose only the files you want.

Comprehensive recovery environments based on DOS, Linux, and WInPE 2.1 are
available on CD/DVD/Blu-ray, thumb drives, or Backup Capsule to quickly get the system
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back on track when it fails to boot. They also can help to retrieve valuable information
from damaged hard disks.

v' Support of all the latest hardware, including all SCSI, IDE and SATA RAID controllers, Blu-
ray drives, USB 1.x/2.0 and IEEE 1394 (FireWire) devices, PC card storages, and many
more...

v Support for GPT (GUID Partition Table) disks

v' Support for Apple Boot Camp configurations

Supported Platforms
Virtual Operating Systems File Systems Hard Drives and Removable
Machines Media
) Windows 7 (32/64-bit) NTFS (v1.2, Parallel ATA (IDE) HDD
MS Virtual PC v3.0,v3.1)
Windows Vista (32/64-bit) FAT16 Serial ATA (SATA) HDD
MS Virtual
Server
Windows XP Professional FAT32 External SATA (eSATA) HDD
MS Hyper-V (32/64-bit)
Windows XP Home Linux Ext2FS SCSIHDD
VMware
Workstation
. Windows 2000 Professional SP4  Linux Ext3FS All levels of SCSI, IDE and
VMware Fusion SATA RAID controllers
Windows Server 2000 Family Linux Ext4FS RAID support (hardware and
YMware ESX SP4 software)
Server
Windows Server 2003 Family Linux Swap CD-R/RW
Windows Server 2003 x64 Apple HFS+ DVD-R/RW
Edition
Windows Small Business Server  Other file DVD+R/RW
2003 Family systems (in the
sector-by-
sector mode)
Windows Small Business Server DVD+/-R (DL)
2008 Family
Windows Storage Server 2003 BD-R
Windows Server 2008 Family BD-RE
29 /AA Rit)
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(32/64 Bit)

Windows Server 2008 R2 USB 1.x/2.0 and IEEE 1394
(FireWire) devices

PC card storage devices

Evaluation Approach

Taking into account that Drive Backup 10 Server is a complex solution, which can be boosted
with several optional add-ons, we'll consider the product from two angles — with and without
them, thus additionally showing up benefits of each particular add-on.
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Getting Started

Recommended Target Environment

Drive Backup 10 Server can operate smoothly on different computer configurations. Below you
can find the product minimal system requirements:

v' CPU: Intel Pentium or compatible, 300 MHz or higher processor
v RAM: At least 128 MB (256 MB or greater recommended)

v Disk space: 120 Mb

v Internet Explorer 5.0 or higher

Installation

The setup utility has the standard user interface and set of installation steps. There are only
several minor points we'd like you to focus on:

v You need to accept Paragon License Agreement. Otherwise you won't be able to
proceed with the installation.

End User License Agreement ﬂ
between

PARAGON Technologie GmbH,
Systemprogrammierung
Heinrich-von-Stephan-5Str. 5 ¢, 79100 Freiburg,
Germany,

. |

' I accept the terms in the license agreement

" I do not accept the terms in the license agreement

v You need to restart the system once the installation procedure is completed to activate

a system driver that will enable to process locked partitions/hard disks online (highly
recommended).

L

' The system restart is recommended to complete the
'-.\ /.-' product configuration, but not obligatory. Click Yes to
— restart now or Mo to skip it.

Yes Mo |

First Start

To start the program under Windows, please click the Windows Start button and then select:

All Programs > Paragon Drive Backup™ 10 Server Edition > Paragon Drive Backup™.

Copyright® 1994-2009 Paragon Software Group. All rights reserved.
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The first component that will be displayed is called the Launcher. In general it enables to run
wizards and utilities, to specify program settings, to visualize the operating environment and the
hard disk configuration, to launch the help system or to go to the program’s home page.

":-3 Welcome to Paragon Drive Backup™ 10 Server Edition!

=1olx]

@ Back up Disk or Partition

€0 Back Up Fies

G scheduie Baclymaiadi
B scheduie Fie |
0B Restore

@ Drive Backup™ Help

Qﬁ About Drive Backup™

s
= Script Manual

- Intemal Hard Disk Drive
- 160 GB

[

(

Y
&1

Disk Map

Create an image of the entire disk
Back up all the data this hard disk contains. All the partitions on this disk will be ad

Explorer Bar
Restore an image of the entire disk

Waming: This operation will delete all the data on this hard disk. All the partitions il be replaced with
ones from the image you have chosen. You may also be asked to restart your computer during this
operation.

Copy the entire hard disk

Create a copy of the entire hard disk

All the partitions on this disk will be copied on the specified target disk.

Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

Lecal Disk (C:)
19.5GB NTFS

Disk Map

I {(Unallocated)
1404 GB

FAT1E [ Linwx Bxt2 [ Linw B3 [ Linw Bdd ¥ R

c [ -

L'i:l Mo changes.

Note! To know more on the subject, please consult the product’s help system.
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Building Recovery Media

Recovery Media Builder can help you accomplish the following operations:

v Prepare the Linux/DOS recovery environment (included in the installation package) on

external media (CD, DVD, or flash memory) to boot and run utilities under Linux or PTS
DOS, and that way to get access to a hard disk for maintenance or recovery purposes
(strongly recommended);

Prepare a custom Linux/DOS recovery environment by adding additional data to the
standard image;

Prepare a bootable recovery environment from any ISO image, including the product’s
WInPE 2.1 image (strongly recommended);

v' Create from the master CD the Linux/DOS or WIinPE recovery environment on a CD/DVD

disc, or flash memory.

Below you can find how to build the product’s WInPE 2.1 based recovery environment on a
thumb drive:

1.

Plug in a thumb drive of at least 250 MBs in size. Please note all data on that drive will be
deleted.

In the Main Menu: select Tools > Recovery Media Builder...
On the welcome page, click Next.
Select the Flash Memory option.

i* Hash Memory

Select this option to create the recovery environment on a flash memory media. Thus you will get all
recovery features available in the program on a compact, reliable, and fast device (recommended).

~ CD/DVD

Select this option to create the recovery environment on a COYDVD. Thus you will also get a bootable
CD or DVD with all recovery features available in the program (indispensable in case your computer
does not support booting from USE drives).

Select the User specified CD/DVD image (.iso file) option, then browse for an ISO image
of the WInPE 2.1 recovery environment or manually type in a full path fo it. By selecting
the Typical option you can build the Linux/DOS recovery environment, which we highly
recommend you to do as well.

i Typical

Use the standard Recovery Media image supplied with the program.
f+ User specified CD/DVD image (.iso file)

Use CD/DVD image from specific location.

IC:J-’UserszdministlatorfDesktopfwinpeZD_DB'I 0_Server-earam iso Browse |
= Copy from a CD/DVD

Choose a source CD/DVD drive.

| NECVMWarVMware IDE CDR10 =l
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Note! You can get an ISO image of the WInPE 2.1 recovery environment through the
company's web service.

6. Select the required thumb drive from the list of flash memory devices available in the
system at the moment (if several).

Available drives:

Supported Formats

7. You will have to confirm the operation.

WARNMIMG: As a result of this operation ALL DATA on the flash memory media will be ERASED.
Click "0OK if you agree or 'Cancel if you do not.

Cancel

Copyright® 1994-2009 Paragon Software Group. All rights reserved.
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Functionality Overview

Drive Backup 10 Server is very rich in functionality, even if considering new features only. So
we'll just mention about all new features and then consider in details the most interesting and
beneficial to the user.

New Features

Drive Backup 10 Server tends to succeed the market niches of Drive Backup ¢ Server and Drive
Backup 9 Enterprise Server, so these are the products we will compare it with.

m

PRM 2.0 A special solution for a centralized administration and maintenance of computer systems
—_ (available with Infrastructure Package only)

Includes Paragon PXE Server and tools to build customized boot images to boost efficiency

I Infrastructure Module in managing complex IT environments (available with Infrastructure Package only)

UETP Exchange Granular A plug-in for Microsoft Outlook 2003/2007 that enables to get transparent access to backup

Recovery mail databases of MS Exchange Server 2007 through the standard facilities of MS Outlook
for easy and fast data recovery at a granular level

Support for Windows 7 and Accomplish any operation under Windows 7 and Windows Server 2008 R2
Windows Server 2008 R2

Migrate a Win2K+ physical system to a different hardware platform (P2P) with the next

i . .
P2P Adjust OS generation of Paragon Adaptive Restore™

P2V Copy Migrate a Win2K+ physical system to a virtual environment

Restore a Win2K+ physical system that was backed up with a Paragon disaster recovery

E2V Restore tool to a virtual environment

P2V Adjust OS Recover the startup ability after unsuccessful virtualization with a 3rd party tool

Support for major virtual MS Virtual PC, MS Virtual Server, MS Hyper-V, VMware Workstation, VMware Fusion, and
machines VMware ESX Server

Smart Driver Injector Make the process of adding new drivers for P2V and P2P operations smooth and easy

Back up exactly what you need, with the best backup technique automatically

E i . .
Smart Backup Wizard chosen according to the type of data you wish to protect

Backup to an FTP server Provides a new level of system and data protection with immediate offsite backup

Easily extract files and folders from a backup image through the Restore Wizard without the

Selective Restore .
need to restore an entire image

Copyright© 1994-2009 Paragon Software Group. All rights reserved.



Scheduling for the File
backup

Boot Corrector for WinPE

The latest Linux kernel

WiInPE 2.1 recovery
environment

mMore flexibility for
online data processing
techniques

EEEPBetter support for 64-

bit platforms

mAdvanced system of
filters

mBetter support for
GUID Partition Table (GPT)

mBetter support for
Apple Boot Camp

mBetter support for
Linux ExtFS

Points of Interest

12

Set up a timetable for any file-based backup operation, thus providing a new level of
flexibility

Fix most system boot problems not only in the Linux and PTS DOS bootable recovery
environments, but WinPE 2.1 as well

Enjoy support of a wider range of hardware configurations, including the brand-new Intel
ICH10 chipset

Enjoy support of a wider range of hardware configurations with the option to add drivers for
specific hardware on-the-fly

An easier configuration for both Paragon Hot Processing and Microsoft Volume Shadow
Copy Service (MS VSS)

Your computer will automatically be rebooted to one of three special boot-up modes to
complete operations which cannot be accomplished under 64-bit Windows

Automate the process of building up contents of future backup images by excluding
irrelevant data such as movies, music, etc.

Back up and restore not only single GPT volumes but entire disks, including the option of
resize during the restore operation

Not only back up and restore this kind of configuration, but copy single volumes or entire
disks with resize

From Ext2FS to the new Ext4FS

Automatic Regular System Imaging

For stand-alone systems

Preamble

One of the servers under your responsibility runs MS Windows Server 2008 with several enterprise
level applications like MS Exchange, MS SQL, etc. You don't worry about these applications, for
they are regularly backed up by some specialized tools. What you do worry about is the OS -
you know pretty well that if a disaster strikes, re-installation of Windows, its updates, and all
software will be an extremely time-consuming operation involving huge downtime, which your

company cannot afford.

Copyright© 1994-2009 Paragon Software Group. All rights reserved.
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Cyclic Backup Wizard is your choice. It helps you establish a self-acting data protection system
that is fully compliant with the set-and-forget backup policy. So whenever Windows fails, you'll
be able to get it back on track in minutes, thus conftributing to the business continuity.

Workflow
To let Cyclic Backup Wizard protect a Win2K+ system on a regular basis completely in the
automatic mode, please do the following:

1. Select in the Main Menu: Wizards > Backup Utilities > Cyclic Backup...
2. On the welcome page, click Next.
3. Mark a checkbox opposite a system partition.

(Click the check box next to any hard disk drive or partition you want to back up

Name | Type File £
1~ I My Compter Wy Computer
E| |V_ D Basic Hard Disk 0 (WMware, YMware Virtual S SCSI Disk Dev) Intemal Hard Disk Drive
&+ £ First Hard Disk Track First Track
- I_ @Master Boot Record MER
Primary NTF.
| Y Primary NTF.
T &5 50L (G) Primary NTF.
4] | i

The size of objects to back up: 19.5 GB
Estimated archive size 6.4 GB

[~ Change backup settings
Mote: This option is recommended for advanced users only.

Note! The current version of the program enables to make a cyclic backup of only one partition
at atime.

4. Select a mounted/un-mounted partition, the backup capsule, a network share, or an FTP
server to place backup images to. We're for network to stand a better chance of
success in case of a hard disk failure, so we need to additionally map it.

There are several ways the Wizard can store your data. Please select how would you like to save the
archive:
{+ : Save data to local/network drives. !

i~ Savedatato FTP Iocations.l’%

Select the option to save your data locally on a mounted partition {(with drive letter assigned) or
on a netwark share. To store your data on the netwark, you will need a mapped network drive or
a mounted directory on the server. You will be prompted to choose an exact location for your
backup image later in the wizard.

Note! The number of available options depends on the system configuration.

Copyright® 1994-2009 Paragon Software Group. All rights reserved.
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Select a folder where archive should be placed and specify archive name. Archive name will be used as a
sub-folder where backup data files will be stored.
o K ﬁ

Remote location mapping

Archive location: IZ:farc_DZ 205110710078/

Name

E..

Anetwork share - I\\ser\terZ\Pool\Backup Heposﬂorﬂ _I

Map to drive letter : IY: VI

[~ Make permanent connection

¥ Connect as user QK I Cancel

— Anchive details

cora e e ]

i

Archive name: arc_021209110710078
Estimated archive size: 3.1GB

Space available on backup destination: 3159 GB

Select a folder where archive should be placed and specify archive name. Archive name wil be used as a
sub-folder where backup data files will be stored.

Archive location: IZ:farc_DZ 205110710078/

o X 2

Name

-1 My Computer

- D System (C:)

- E RecoveryMedia (E:)
- [5] MS Exchange (F)
[5] ms saL G)

|Size |Date |

IR B B=clup Repository (\\server?
- ] Network

5. Edit the archive name if necessary.

Archive details

Archive name: Iarc_ﬂ212ﬂ91 10710078
Estimated archive size: 31GB

Space available on backup destination: 3159 GB

Note! Please take into account values of the parameters Estimated archive size and Space

available on backup destination - if the archive size exceeds the available space, another
drive needs to be selected.

6. Add comments to the backup describing its contents.

Please enter a short comment to describe the archive

é
™y IND comment

7. Set atimetable.

Copyright® 1994-2009 Paragon Software Group. All rights reserved.
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Please specify how and when would you like to perform the task:

|—t§"

[~ Shutdown system after backup
[¥ Generate unique names for scheduled backups
Run the task on:
|12/02/2009 & a [1200AM
Every
1 3 dayls)

[~ Do not nun the task after:

Specify user name and password.

Note! To run the task in the log-off mode, please specify administering login info by following the
appropriate link in the left lower corner of the page.

8. Choose the required operation mode.

There are several types of the cyclic backup the Wizard can perform. Please choose the one you would like to
camy out:

—Cyclic Backup Type
{~ Basic type

Every image made during the operation will be created as a complete base image.
+ [Differential type

very first image will be made as a complete base image, all the others will be differentizted from it. A
differential backup only contains changes in the partition’s contents with respect to a complete image.

e Base type. Every image created during the operation will be made as a full archive.

o Differential type. Every first image will be made as a full (base) archive and all the
others will be differentiated from it. This operation requires much less space, thus
considerably saving your system resources (recommended).

By setting the Maximum disk space to store images and the Maximum number of images
to store parameters you may define when the operation will be cycled. That means that
on exceeding these two parameters the oldest archives will be automatically overwritten
(if choosing the Differential type only differentials will be overwritten).

Mandmum disk space to store images: |1 DDDDDH: ME.

Maximumn number of images to store: |1 -

Select the option to make the first backup image as a complete base archive and all the next only
differentiated from it. This method will let you considerably save your system resources. On
exceeding the Maximum disk space fo store images parameter or/and the Madmum number of
bhackup images fo sfore parameter, the oldest differential images will be automatically
overwritten.

» -
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9. Review all parameters of the operation and modify them if necessary. Complete the
wizard.

Please overview the backup options. You can retum to the comesponding page and change the options by

clicking on the title hyperinks.
Obiects to archive =
Object(s) selected: 1
Size of object(s) to backup: 19.5GB (20,974,431,744 Bytes)
Estimated archive size: 3.1GB (3,383,352 768 Bytes)
Archive settings
Compression level: Mormal compression
Image split size: 3.9GB (4.194,304,000 Bytes)
Hot backup technology: Microsoft Volume Shadow Copy Service
Password protection: Archive is not protected with password
Backup mode: Only data and logical structure —
Ancilliary system files: Do nat back up ancilliary system files (ike page
file, hibemate file etc )
Archives in archive library: Do not back up archive files stored in archive
library
Check Archive Integrity: Archive integrity will be checked
Mames assignment Mames will be assigned automatically
Archive name and location
Armrhive name- arc 021208110710078 LI

The operation will run according to the set fimetable.
For complex environments

Preamble

Thanks to the optional PRM 2.0 included in Paragon Infrastructure Package, the cyclic backup
functionality can be used not only locally on a single machine, but be applied to protect all
servers and workstations of your company over the network from one single location.

Workflow
To use the cyclic backup functionality to protect computers over the net with PRM, please do
the following:

Note! We won't go into details on the whole operation procedure here, for there are step-by-
step guides on the subject in documentation that comes with PRM.

1. Get PRMready to use.

2. Connect the required client machines directly from the PRM Console.

Copyright® 1994-2009 Paragon Software Group. All rights reserved.
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{® Remote Management Console™ cd

Browsze for available clients

Thiz dialog allows pou to browse for available computers in your network, to assign installation zoripte

Pleaze check one or more computers

Computer Client wergion | Comment

B COMPANY
|T L CLENTOM Accounting Dept.
“M Bl cuEnToZ Accounting Dept.
LW O CLENTDZ Accaunting Dept.
- El CLENTO4 Agccounting Dept.
= = Azcounting Dept.
“M B sRvoz Accaunting Dept.

—&dministrater credentials

Marne: ICnmpan}ﬂdmin

Password: Immmmxx

—Inztallation parameters

MSlfile:  [DFRM_samsi

MST file: [ D:\PRM.mst

Brozwe. ..

Schedule on: | 031220093 at | 20:44:20 3

QK | Cancel |

Note! All installation steps will be automatically logged to PRM Storage as a separate file for
each PRM Client. Thus in case of a failure, you can find out the reasons and tackle the problem.

3. Group them all together.

Copyright® 1994-2009 Paragon Software Group. All rights reserved.
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{# Remote Management Console™ 2l

:i ? Create new group
Pleaze specify aroup hame, description and computers that make up the group.

Hame and Description:

MHanne: I.-’-‘«ccounting

Dezcription: I
Clients in the group:

Available clients:

MHane I Description I MHane I Description
4SRvD2 LHCLIENTO
LACLIENTO2
LHCLIENTO3
Add > | LHCLIENTO4
mE SR
< Remove |

Create I LCancel |

4. Assign a task to the created group by using the most suitable task template. In our case
it's Cyclic Backup of SysPart in Diff Type to Net.

{# Remote Management Console™ 2 x|

@ Create a new tazk rom tazk template
Pleaze specify tazk name and scheduling

Properties and Scheduling I Server overload contral

Task properties
Taszk template: I CuclicB ackup of SpePart in DNffT ppe to Het ;I

Il:_l,lclicBackup of SyzPart in DiffType to Net - 12/2/2009 20:59

Mame;

Il:_l,lclicBackup of gystem partition in DifferentialType to network,

Description:
Ionfig'\ScriptTempIates\Eyclic_S P_DT_Met.psl Browse. . |

Script File:

Scheduling

I Wiaekp vl

Run the tazk at:

| 21:00:09 3:

Ewemn

I‘I 3: week(s] on: v Monday [ FEriday

[~ Tuesday [~ Saturday
¥ wednesday [ Sunday
[~ Thursday

Start from;

| 12/03/2009 3:

Become obeolete after: [15 5

minLte(s]

Create I LCancel

Copyright® 1994-2009 Paragon Software Group. All rights reserved



19
Note! You can modify the operation script according to your needs with Windows Notepad.

The operation will run according to the set fimetable on all client machines that join the
created group. You can monitor the process through the PRM Console.

{® Remote Management Console™ ]

Task Client Wiew Tools Help

CEIFEEIE N ET

Clients and Groups Tasks on Accounting

ConpUtet iy IVersion IDescription I = (-} CyclicBack f SysPart in DiffT N 12/3/2009 20:59 [Aszigned
--gj.-’-\ll Clierts . CychcBackup of SysPart in DiffType to Net - 159 [fazigned)
B- -counting Dezcription:  CyclicBackup of system partition in DifferentialType to netwark

- ECLIENTOT (Drvline] 2.0 Schedule: &t 21:00:00 every Mon, Wed, Fri of every week, starting 12/3/2003
i ACLIENTOZ [Ording) 2.0 Carried out:  Mat pet

L CHCLIENTO3 (Driine) 2.0

é----lE‘iELIENTDfl [Ordine] 2.0 &% Change Task * Delete Tazk

LCHSRYON [Ording] 2.0

LJASAVOZ [Onding] 2.0 = Runs history

Mo history entries are available

@I Mew Group
D CuclicB ackup of HOD in BazicTwpe to BC ﬂ CyclicE ackup of SpePart in DiffType to BC ﬁ Eraze Backup Capsule ﬂ FullB acl
d CyclicBackup of HOD in BasicType to Met ﬂ CyclicE ackup of SpePart in DiffTepe to Met ﬁ FullB ackup of HOD to BC ﬂ tigratio

i @ CuclicB ackup of SpePart in BazicType to BC ﬂ DiffB ackup of SpePart to BC ﬁ FullB ackup of HOD to Met ﬂ Restore
% @ CyclicE ackup of SpsPart in BazicT ype o Net ﬁ DiffB ackup of SpsPart to Met é Fullg ackup of SyzPart to BC ﬁ Restare
=
[}

2 | |
L |@|\Nnt Eategorized/

A

Regular File Backup with Smart Backup

Preamble

It's not always reasonable to regularly back up entire workstations, for it involves additional
costs on the backup storage. Of course, this type of backup is relevant and should have been
done initially. But what really needs protection on a regular basis are employee’s documents.

Smart Backup Wizard helps back up exactly what is needed, and with the best backup
technique automatically chosen according to the type of protected data.

Workflow
To let Smart Backup Wizard help you regularly back up all employee’s documents to the
company's backup storage, please do the following:

1. Click the Smart Backup item of the Wizards menu.

2. On the welcome page, click Next.
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3. Click on the section you find answering to your task. In our case it’s all office documents
stored in the My Documents folder.

Disks or Partitions
Back up your hard disk or a separate partition

E-mail
Back up email messages, accounts and the address book of MS Outlook, Outlook Express, and
Windows Mail

M Media Fles
Back up your phaotos, videos, music and other media files located in the My Documents folder

Documents
Back up documents of all ma'Rr office formats located in the My Documents folder
a0

Other Fles and Folders
Select files and folders to back up

4. Depending on your choice you'll either need to specify more exactly the object of
operation and then choose location for the resulted backup (relevant for Disk or
Partitions or Other Files and Folders), or just choose location for the resulted backup (just
what we've gotin our case). You can also edit the archive name at this step if
necessary.

Look in: ||I| Backup Repostory (Vserver? pool) (£3) j o %@ nq_-fﬂ

Name | Date
-- |I| System ()

-- E RecovenrMedia (E:)

- [5] MS Exchange (F)

= [5] M5 SQL (G)

El B Backup Repository (Viserver'poal) (73]

Archive name: Iarc:_ﬂ?»'l?ﬂﬂ"lﬂ?ﬁﬂ?.?.ﬂ

5. Add comments to the backup describing its contents.

Flease enter a short comment to describe the archive

[
N

6. Select the appropriate option to schedule the backup and then set a fime table.
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Please select how to perform the backup:
= Back up now

{+ Schedule baﬁp

" Generate script

‘ Select the option to perform the backup operation later according to a schedule.

Please specify how and when would you like to perform the task:

[~ Shutdown system after backup
[+ Generate unique names for scheduled backups
Run the task on:

| 12/02/2009 3 & [1200AM

Every
[T = weekijon: F Monday [~ Frday
[~ Tuesday [~ Saturday
[~ Wednesday [~ Sunday
[~ Thursday

[~ Do not run the task after:

7. Review all parameters of the operation and modify them if necessary. Complete the
wizard.

The operation will run according to the set fimetable.

Regular Backup to FTP

Preamble
Many small companies are short of the IT budget, so they can’t afford to maintain their own
backup server. The only way out for them is to use online datacenters.

Drive Backup 10 Server offers all the necessary tools to help this kind of customers out. So IT
personnel can take an image of the required machine, put that image on a drive and move
that drive to the datacenter and then just update that image by creating differentials over FTP.
Of course, it does take some time, but for some customers it's the only option to guarantee
protection for their intellectual property.

Workflow
To make differential updates to a full backup image stored on an FTP server, please do the
following:

1. Selectin the Main Menu: Wizards > Advanced > Differential Backup...
2. On the welcome page, click Next.

3. Specify the required full (base) archive. In our case it's the image moved to an online
datacenter, so we need to set up the required FTP server and browse it for our image.
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¥ pifferential Backup Wizard

Browse for Archive
Please select a base anchive for differential backup.

Lookin: |[Z] System (C3) j @ KA
[5] system () -
Name | (5)CD Drive (D) PARAGON | Size | Da

& [ES| [F RecoveryMedi (E)
®-(2C) [F] MS Bechangs (F)
=EIR Fus saL @

" % m El Backup Repository (\serverZ\pool) (£
B 2] Network places

= Network

Switch to

[iEE E Online Datacgg -
Lock in: |Q Online Datacenter j w K
Address:  [ftp://200.0.1.198/Backup Storage/ %
MName: IOnIine Datacenter
Login: Itestuser
Password: I [~ Remember password
Port; |21 [~ Use Active Mode
Look in: Ig Orline Datacenter j ol 5K

Address: Iﬂp:ffZDD.DJJBBf"Ead{up Storage/arc_021209130238109/arc_021209130238109.PEF E>
8 Show FTP options

Name |Sze |Date |;|
B- larc_021209130238109

arc_021209130238109_0000p 000 LI

— Archive File Details

Mame: Basic Hard Disk 0 (Unknown Model)
Comment: [Mo comment is available]

Type: Intemal Hard Disk Drive
Total size: 160 GB
File: ackup Storage/arc_021209130238109/arc_0212059130238109.PEF

4. The Archive Content page displays detailed information on the archive’s contents. In
addition, there is the possibility to modify backup settings.
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Archive Content
Name Type | File system |Size | Used |
B- |"’_ [5] Basic Hard Disk 0 (Unknown Model) Irtemal Hard Disk Drive 160 GB
| = System (C) Primary 5 19.5 GB
r' ﬁ MS Bxchange (F2) Primary NTFS h3IGE B73ME
|_ ﬁ MS 5QL (G:) Primary NTFS 874GB 834 MB
—Archive Details
Name: System (C:)
Volume label: System
File system: NTFS Total size:  19.5GE
Used space: 7.9GB Free space: 11.6GB

[~ Change backup settings

5. Select where you want to place future differentials. In our case it's the same online
datacenter.

There are several ways the Wizard can store your data. Plese select how would you like to save the
archive:

™ | Save data to local/network drives. |

{* Save datato F%Iocaﬁons.

= Bum the data to CD or DVD.

Select the option to save your data to FTP servers. You will be prompted to choose an exact
location for your backup image later in the wizard. Please assure, that your firewall or other
security tool allows FTF access via selected port.

Select a folder where the archive should be placed and specify the archive name. Archive name wil be used
as a sub<folder where the backup data files will be stored.

Archive location: Iﬂp:fﬁ?ﬂﬂ.ﬂl.w&x’BackupStmagef = E:)

¥ Show FTP options

Size | Date

6. Edit the archive name if necessary.

Archive details

Archive name: |diff_031209185556125

Estimated archive size: 6.3 GB

7. Add comments to the backup describing its contents.

Flease enter a short comment to describe the archive
é

%
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8. Select the appropriate option to schedule the backup and then set a time table.

Please select how to perform the backup:
= Back up now

{+ Schedule baﬁp
" Generate script

‘ Select the option to perform the backup operation later according to a schedule.

Please specify how and when would you like to perform the task:

[~ Shutdown system after backup
[+ Generate unique names for scheduled backups
Run the task on:
[12/02/2008 & a [1200AM
Every
m weskig)on: |V Monday [~ Friday
[~ Tuesday [~ Saturday
[~ Wednesday [~ Sunday
[ Thursday

[~ Do not run the task after:

8. Review all parameters of the operation and modify them if necessary. Complete the
wizard.

The operation will run according to the set fimetable.
Data Restore at a Granular Level
Selective restore

Preamble

An employee has accidentally damaged an important document. Restoring the whole backup
because of one file is long and irritating — with Drive Backup 10 Server you can extract data
from backup images selectively, thus considerably saving your time and time of those
employees.

Workflow
To restore separate files and folders from a backup image, please do the following:

1. Start up the required machine from the WIinPE recovery media.

2. When done, read the agreement and then mark the appropriate checkbox to accept.
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uoense

Press Page Up and Page Down to scroll the text

End User License Agreement ﬂ

PARAGOM Technologie GmbH,
Systemprogrammierung
Heinrich-von-Stephan-5tr. 5 ¢, 75100 Freiburg, Germany,

and

You, as end user

If you accept the terms of the agreement, click the check box below

v I accept the terms in the License Agresment

éccept[ | Decline |

Note! If you do not agree with any conditions stated there, you won't be able to use the
program.

3. Once you accept the agreement, you will see the Universal Application Launcher. Select
Restore Wizard.

Paragon Universal Application Launcher

Run DB 10

Backup Wizard
Restc@.‘.‘izard
Ty P2P Adjust Wizard

File transfer wizard

e @FO

U

Boot Corrector

Configure Network

Load driveris)

Log Saver

Reboot

Shut Down

SO

4. On the welcome page, click Next.

5. Choose the required archive in the browser-like window. In our case it's stored on a
network share, so we need to additionally map it.
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Look in: IE System (C:) j ol ® i

Mame |Size |Date |
& [5] System (C:)

- [5] M3 Exchzngs (D)

5. [E] Ms saL (E)

MR raptenoikome 2
B o

Remate location mapping

Anetwork share I"-."-server2|‘-pnn|"-backu|3 storage _I

Map to drive letter IZ: vl

Files of type [~ Mzke pemanent connection ,I

— Archive F :
(%) Connect as user QK Cancel |
A

Look in: IE backup storage ["'serverZ'pool) (£7) j o % i

El
m

| Size | Date |;|

JCD Urive IF) FARAGON

T
1)

[5] Boot (%)
- E| backup storage (\eserverZ'pool) (Z)
it~ i Clinton's Backup /2009 6:09:55 AM
-- J Collin's Backup 2009 6:09:46 AM
-- , Copper’s Backup 2009 6:03.57 AM
El- |} Smith's Backup 2009 6:16:01 AM
Bl |} arc_071205141527453 2005 6:28:57 AM
: arc_ﬂ?12ﬂ914152?4!'%F‘EF 7/2009 6:28:57 AM E
Files of type: I.l‘fchivefiles LI

— Archive File Details

Mame: Basic Hard Disk 0 (Unknown Model)

Comment: Mo comment

Type: Intermal Hard Disk Drive

Total size: 160 GB

File: Z:/Smith's Backup/arc_071209141527453/arc_071205141527453 PBF

The Archive File Details section will display a short description of the selected image.

6. Specify what you need to extract from the backup by marking checkboxes next to the
required data items. At the right lower corner of the window you can see the resulted
amount of the selected data.
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Please select one of the object(s) to restore:

MNamea | Type File system | Size | Uzed |;|
- Appoad
-- I_ Application Data
-- I_ Contacts
-- I_ Cookies
-- I_ Desktop
S oomeris
: r[:\'f[ Downloads
-- I_ Favortes
-- I_ Links
- I_ Local Settings
-- I_ Music
-- I_ My Documents
- [ 5 NetHood
-- I_ Fictures
s [ 7 PrintHood Al
—Archive Details
Mame: System {C:)
Wolume label: System
File system: NTFS Total size: 195 GEB
|Jsed space:; 7.5GE Free space: 11.5GE

File by file restoring can take a long period of time.

To select where to restore the selected object(s), click Next Data size to restore: lsss than 7.9 GB

7. Specify the way the selected data will be restored. In our case we'd rather restore
contents of the backup to its original location with replacing existing files as well.

Restare files ta: I Original localtion vI

The files and fold|RemRs—,

. Specific folder R‘

When restoring filEsTrars EWIST oM your computer

& place where they were archived from.

~ Leave existing filzs

% Replace existing files

8. Review all parameters of the operation and modify them if necessary.

9. Confirm the operation by selecting the appropriate option.

,; The Wizard has not applied your changes yet. On this page, you can either accept or reconsider the changes.
1\

Please note that f you accept the chanages, the Wizard will physically perform all the neccessary operations and it will not be possible ta
undo the changes.

If you intemupt this process the data on the target disk will be lost and the disk may become to be unsable, urtil you create new partitions.

It may take some time to restore the archive. You may also be asked to restart your computer during this process.

‘Would you like to apply your changes 7
{* fy'es, apply the changes physically. |

= No, let me reconsider.

10.In the Progress window you can see in real-time a detailed report on all actions carried
out by the program.

11. After completing the operation close the wizard and then reboot the computer.

Note! This operation can also be accomplished under Windows.
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Granular data export from EDB files

Preamble

The selective restore functionality used together with the optional Exchange Granular Recovery
can significantly ease the job of an MS Exchange 2007 administrator in finding and restoring
email items (a single mailbox, folder, message, contacts item, note, etc.) from mail databases
(EDB files).

Workflow
Note! We won't go into details on the whole operation procedure here, for there are step-by-
step guides on the subject in the reviewer'’s guide for Exchange Granular Recovery.

To restore email items from Exchange mail databases, please do the following:

1. Extract the required EDB file and its logs (if necessary) to a separate folder with Restore
Wizard (please see the previous scenario).

2. Openitin MS Outlook 2003/2007 with the installed Exchange Granular Recovery.

v' Click on the Add an Exchange Database Archive icon found in the MS Outlook
toolbar.

Eile Edit View Go Tools Actions Help

B Mew ~ | gy (13 X | CaReply SlReplyto All (53 Forward \ M
Ei)[f &6 | @ Back @ | CH JEI 4 Li} Messages

3 —
Mail « || Inbox
Favorite Folders |_'.e:||'-:hInI--:-r Js] v| ¥
Mail Folders

LR o

Arranged By: Date Mewest on top |

EA" Mail Iems There are na items ta show in this

= ‘:’-’ﬁ Personal Folders view.
@ Deleted Items
Li#| Drafts

v' Browse for a folder containing the extracted EDB file and logs or set a full path to it
manually.

Exchange EDB file:

Browse... |

Pleaze place azsociated log files [*log) ta the zame folder.
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Look in; Backup Data j = I::F Ed-

Nam; Date madif... Type Size

Iailbox Database.edhb

o P

Recent Places

Degklop

:_T 1
Whyistabid

iL®

-

Computer
A
=

Mebwark,

Object name; |Mailbn:¢ Databaze.edb j Open |
Objects of type: |EDB file:z [~ edb) ﬂ Cance

Exchange EDE file:

D:\Backup D ataMailbox D atabase. edb| Browse...

Plzaze place aszociated log files [*.log] to the same folder.

Note! Processing a EDB file with logs is rather a time-consuming operation, as our program has
to play back all logs to open the mail database correctly, i.e. with all the latest changes
reflected. Anyway everything depends on the number of processed files and the system
performance.

v

If you've got to do with a private store, you can select a mailbox you want to work
with by marking a checkbox next to it. You're also free to select several mailboxes. If
working with a public store (a “Public Folders” database) — this option will be
unavailable.

b ailbioses:

1 Mailbi - Sdmimistrator #
b ailboon: - dlewey Slivitzhy

Mailbiox - Boriz Werkhowykh

] tailbo - Microsoft System Sttendant

Maﬁx - Mikhail Kurlyandtsey

] taiffiox - Pavel Belpavtsey

t ailbiox - B aj Ponomarenko

Mailbow - Spstembd ailbox{677C7EES-4934-4444-816C-E51 93FCCOE3CT

[wl Mailbox - Yladimir 5chapoy i
4] [} »

m

To complete the configuration. click Finigh,

Note! One MS Exchange message store may contain hundreds of mailboxes. The program
enables to select mailboxes to be shown in MS Outlook, so you can improve usability and cut
the system resources.

v
v

Click Finish fo complete the wizard.
As aresult you'll get a new mail folder called Paragon Mail Archive.
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& @ Personal Folders
= J Faragon Mail Archive (DoBaclkup Data'V
[ Mailbox - J(@xey Slivitsky
A [ Mailbax - Baris Verkhavykh
A [ Mailbax - Mikhail Kurlyandtsey
H [ Mailbox - Pavel Belyavtsey
H [ Mailbox - Raj Panamarenka
H [ Mailbax - SystemMailbox{577C75E5-44
H [ Mailbax - Viadimir Schapaow
L& Search Folders

Note! A EDB file can be opened in the read-only mode so you won't be able to save any
changes back to it.

3. Find the required email items with the built-in facilities of MS Outlook. The program
enables to use all search and preview capabilities of MS Outlook when working with EDB
files:

v Advanced Find (Ctrl+Shift+F);

: Eile Edit View Tools

Look for: [Messages v] In: | Paragon Mail Archive (CiiLsersiy
Messages | More Choices I Advanced | Fird o

Search for the word(s): || Stop

In: | subject Field only

[Twhere 1 am: the only person on the To line (

[=]
[=]

Time: | none |E| anykirne

v' Instant Search (Ctrl+E).

P adMNew ~ u‘é—‘h 3 P & Beply (=8 Reply to All (g Forward v —j Send/Receiv
(0 @Back @ @ F L 9 | By Messages M=
Mail « |[[d Mailbox - Boris Verlkh...

Favorite Folders
Mail Folders

|.'-e:||'-:h IMailbax - Boris Verkhaowkh 2 Vl ¥

|

Arranged By: Date MNewest an tap |

L] Al Mail Tte ms

4

There are na items to show in this view,
= @ Persanal Folders
=] =i Paragon Mail Archive (T8 Users' WVMVistad 4D
H [ Mailbox - Alexey Slivitsky
4 Mailbox - Boris Verkhaovykh
R ] r.daillnox[%.ﬂikhail Eurlyanctsey
H [ Mailbox - Raj Panamarenko
H 4 Mailbox - SystemMailbox{577C75E5-493
H 4 Mailbox - Viadimir Schapoy
L& Search Falders

4. Export them to any location, including a local PST file, or an MS Exchange mailbox, again
with the built-in facilities of MS Outlook. The program enables to export email items from

EDB files just the way it's done with ordinary MS Outlook mailboxes, so you can export
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data to the active MS Exchange Server, or a standard PST, or even a file of the desired
extension (HTM, MSG, TXT, etc.).

Note! To know more on the subject, please consult documentation that comes with MS
Outlook.

System Restore
Restore to different hardware (P2P)

Preamble

You've failed to find an exact replacement for the damaged RAID controller of one of your
Windows servers. It's a real tragedy, since you know pretty well that the Windows family
operating systems are notorious for their excessive sensibility to hardware, especially when it
turns to replacement of such a crucial device as HDD conftroller or motherboard — actually
Windows will most likely fail to boot as a result of this operation. Don't give up — Drive Backup 10
Server comes with the next generation of the Paragon Adaptive Restore™ technology that
guarantees a Win2K+ system will boot on a different hardware platform (P2P).

Workflow
But before you start, please make sure the following conditions are met:

v' You've got drivers for the new hardware ready to use, not zipped or in .exe files.
v' The OS is unrolled on the new computer, not in a backup image.

To recover bootability after changing hardware on a Win2K+ system, please do the following:
1. Start up the required machine from the WIinPE recovery media.

2. When done, read the agreement and then mark the appropriate checkbox to accept.

Press Page Up and Page Down to scroll the text

End User License Agreement i’
between
PARAGOM Technologie GmbH,
Systemprogrammisrung
Heinrich-von-Stephan-5tr. 5 ¢, 75100 Freiburg, Germany,
and
You, as end user
[ |

If you accept the terms of the agreement, click the check box below

¥ i accept the terms in the License Agreement |

ﬁccept[ | Decline |
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Note! If you do not agree with any conditions stated there, you won't be able to use the
program.

3. Once you accept the agreement, you will see the Universal Application Launcher.
Launch P2P Adjust OS Wizard.

Run DB 10
Backup Wizard
Restore Wizard

"o P2P Adjust Wizard
L

T ,,J'I File transfer wizard

OFO

¢ ]

Boot Corractor

26"

; f] Configure Network

Load driven(s)

4

il

@ Log Saver

Reboot

Shut Down

S5y

The WINPE 2.1 based recovery environment offers excellent hardware support. However
in case it doesn’'t have a driver for your disk controller, your hard disks will be unavailable.

Soury, the wizard cannol continues

The Wizard has faled to find any O5 that can be modiied. Piease note. the VWiean can
only work with Mecrosaft Windows 2000 and later

s % Depandng on your system configuration and hamfwane some disks can be unaveiabis for
1 ) the prgram

Anyway you've got the option to add specific drivers by clicking Add Drivers from the

main menu.
4. On the welcome page, click Next.

5. From the list of all found Windows based operating systems (if several) select one you

need to adjust to the new hardware. If you're wiling to adjust them all, just re-launch this

wizard for each.

Note! The wizard can only work with Microsoft Windows 2000 and later operating systems.
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6. Choose whether you're going to add drivers for the new hardware to the selected
operating system or not and the way it's to be done. Actually you've got three options:

v" Upload drivers automatically from the provided driver repository. Generally together
with new hardware you get its drivers for different operating systems on removable
media (mostly CD or DVD). By collecting all these drivers in one folder you can let the
wizard automatically pick and install only those required for your OS (recommended);

v' Upload drivers manually. If you know exactly what drivers your operating system is
lacking to successfully start up, you can manually provide them for the wizard.

v" Do not upload drivers. And finally you can just refuse providing 3 party drivers.

E> Upload drivers automatically from the provided driver repository {Recommended)
Select this option f you've got a folder with muttiple driver packages and wart all required drivers
for the new hardware to be ingtalled automatically. Flease note, only the necessary drivers will be
inserted to the selected OS5, I

Lo

E> Upload drivers manually
Select this option f you know exactly what drivers are required to make the selected OS5 bootable
on the new hardware.

E> Do not upload drivers
Select this option f you don't want to insert 3rd party drivers to the selected 0S.

We prefer the wizard to decide what drivers are to be installed.

7. Browse for a folder with drivers for the new hardware or type in a full path to it manually.
In our case it's located on a network share, so we need to additionally map it.

Look in: I [Z] System iC3) j o % F
@ Address: IC
Digk Drives
Name | Date

- [5] System (C2)
I;;B - [5] M3 Exchange (D)

TS <. Map Network Drive 2| x|

Remate location mapping
Anetwork share - I"-."-ser\fer2"-p00|"-.Driver| Repositary _I

Map to drive letter IY: vl

[~ Mzke pemanent connection

¥ Connect as user oK Cancel

s
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Qﬁ Address: IY:.-"S Rv_4/

Diskc Dnves

=5

Metwork Places

Mame Date
- El System ()

- [E] WS Exchange (D)

-[E] ms saL (E)

(9} CD Drive {F:) PARAGON

[E Boot 34

El Driver Repasitory {vserverZ'pool) )
| Lacie

e T e [ ]

[ &-5-6-8-5

| SRV
| SRV_2
| SRV_3

- | =] backup storage (v ¥erver2 poal) (Z))

Please choose a folder that contains INF files:

YASRY_4Y Browse... |

8. Apply the changes by confirming the operation.

; . The Wizard has not applied your changes yet. On this page, you can either accept or reconsider the
£\ changes.

Please note, f you accept the changes, the Wizard will physically perform all operations, so you wont be able
to interrupt this process or undo the changes.

It may take some time to apply the changes. You may also be asked to restart your computer during this
process,

Would you like to apply your changes 7
{¥ : Yes, apply the changes physically. |

o, let me reconsider.

After the operation is completed the system will be bootable on the new hardware.

Bare-metal recovery through PXE

Preamble

Thanks to the optional Infrastructure Module that includes Paragon PXE Server (DHCP and TFTP
servers), system administrators can significantly increase efficiency in managing complex IT
environments by creating special bootable images with the main program, pre-configured
network, mapped network shares, and operation scripts to start up certain client machines from
CD/DVD or through PXE even with a failed OS for maintenance or disaster recovery purposes.

Workflow

Note! We won't go into details on the whole operation procedure here, for there are step-by-
step guides on the subject in documentation that comes with Infrastructure Module.
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To show its benefits, let’s consider the following situation — Windows OS of a typical workstation
has been corrupted. You can significantly ease the recovery process, if you:

1. Make a standard backup for this type of workstations (please see the backup scenarios).

2. Prepare a customized PXE boot image with the main program, pre-configured network,
a mapped network share to the company’s backup server, and a restore script to
automate the operation.

Note! A PXE image can be prepared either with Boot Media Builder or the WIinPE customization
package.

f+ Create a new boot media configuration

(" Load an existing boot media configuration:

I Browse..

I Browse...

" Use a custom CD/DYD image

¥ Addfiles

¢ Connect to the network automatically after booting:

—Metwark Properties

MHetwork, adapter to use; ] =
&+ Obtain an IP address from a DHCR zerver
[~ ScanLAN adapters

" Specify an address

|IP address: I L
Subnet mask: I L
DMS: I L

{~ Connect to the network manually after booting

{~ Mo network support [only available if neither Multicast nor Unicast are enabled)

+ Mount a network backup storage:

I'\\server\backups Browze... |

Authentication

Usger Il:ompany.-’-‘«dmin

" Mount a backup storage manually after booting

" Do not mount a backup storage
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Set boot media menu items. Tou can create new item to esecute cugtom . pal script,

renu ltam Azzociated file dd
- b Momal mode
; Manual mode M Bemove

re-metal Recoveny i

Browsze...

tove p

ddu

iowe Dovarn
DOS Ernvironment

[w Set default iterm to start automatically after delay

IBare-metaIHecnvew LI Delay: 10 & zec

Note! Shadowed items of the menu are not allowed to customize.

¥ Save Boot Media Configuration for future use

d

|Acu:0unting_dept_recnvery_media{_cnnfig Browse

Note! By default, the wizard offers to save the current boot media configuration to avoid
double work next time you're going to create new media.

" Bum a CD/DYD on a specified drive:

Drive Supported Formats
_g,_NEEI L D+-Rw ND-34504 CO-R/RW DWD+R AR

™ tdrite an 150 image: II::'\BMBStnlagekemulator.isn Browse... |
' Create a FXE server .gz image: Il::.n"BMBStnlagea’.&ccounting_Dept.gz Browsze... |

3. Configure Paragon PXE Server. It can help you remotely boot a PXE compatible
computer with no operating system installed. This procedure implies that a networked
client PC is able to enter a network, acquire a network address from a DHCP server and
subsequently, download from a TFTP server a NBP (Network Bootstrap Program) to set
itself up, thus saving from the need of bootable media.
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DHCF Server | TFTP Server I

|P pool starting addres: |-| 92 165.0.20

Size of pool 100
bask |255.255.255.EI

Server status: started

Stop | Apply | Cloze |

Note! You can start/stop PXE Server by clicking the appropriate button. If you click Apply when
the service is active, it will lead to its restart with new parameters (if any).

Look in: | ) FE EH o E

File nane: IAccounting_D ept.cfg j Open

Files af hope: I CFG-files j Cancel /l
&

DHCP Server  TFTF Server |

P=E image Accounting_Dept.cfg j

Server statuz: started Advanced settings |

Stop | Apply | Cloze |

Note! Click Advanced Settings to modify additional parameters for TFTP or to monitor to
operation statistics.

When done, you just boot the required client machine through PXE and its system recovery will
be accomplish automatically.
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CLIENT MAC ADDR: B8 BC 29 D4 AB 5B GUID: 564D044C3-AABB-8F1D-AF93-64AC39D4ABSE
CLIENT IP: 192.168.8.28 MASK: 255.255.255.8 DHCP IP: 192.166.8.1

PXELINUX 3.11 Bx44521ff7 Copyright (C) 1994-2885 H. Peter Anvin
UNDI data segment at: ABAAC7FA

UNDI data segment size: 24D8

UNDI code segment at: ABA9ECCA

UNDI code segment size: BABD

PXE entry point found (we hopel) at 9ECC:B186

My IP address seems to be CHASBB14 192.168.8.28
ip=192.168.0.28:192.168.8.1:8.08.8.8:255.255.255.8
TFTP prefix: -

Trying to load: pxelinux.cfg-sB1-B8-Bc-29-d4-ab-5b
Trying to load: pxelinux.cfgsCBABBAE14

Trying to load: pxelinux.cfg-sCBABBA1

Trying to load: pxelinux.cfg-CHBAGAEA

Trying to load: pxelinux.cfg-CHBAGH

Trying to load: pxelinux.cfg-CHBAB

Trying to load: pxelinux.cfg-CHA

Trying to load: pxelinux.cfg-CH

Trying to load: pxelinux.cfg~C

Trying to load: pxelinux.cfgs/default

Loading bzImage

Loading Accounting_Dept.g=z

Note! Client computers must be PXE compatible in order to use PXE Server.
System Virtualization (P2V)

Preamble

You're a chief system administrator working for a mid-sized company. You've got a task to offer
and implement a reliable disaster recovery plan. The most efficient disaster recovery plan is
now closely associated with the system virtualization. By creating virtual clones of existing
workstations and servers, you can provide for better business continuity, as in this case you
don't need to wait for replacement of any failed hardware, you can just launch a virtual clone
of the required system on any available computer.

Workflow
Drive Backup 10 Server offers two options how you can migrate a physical Win2K+ system to a
virtual environment:

v" Online migration without rebooting OS and interrupting its work;

v' Migration from a previously created backup image made with a Paragon disaster
recovery tool (we pick this one as the most suitable for our task).

Note! We won't go into details on the whole operation procedure here, for there are step-by-
step guides on the subject in the reviewer'’s guide for Virtualization Manager.

To migrate a physical system to a virtual environment from a backup image, please do the
following:

1. Select in the Main Menu: Wizards > Virtualization > P2V Restore...

2. On the welcome page, click Next.
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3. Browse for the required backup image. In our case it's stored on a network share, so we
need to additionally map it.

§ Map Network Drive e |
Remaote location mapping

Anetwork share I"-."-&erverZ"-pnnl"-.Backup Storage _I g
Map to drive letter : IY: vl

[~ Make pemmanent connection

¥ Connect as user OK I Cancel 009 6:03:57 AM

A P09 6:16:01 AM

Switch to Archive List View
B Archive File Details

Look in: IEl Backup Storage [\\server2'pool) () j w & i

Name | Size | Date |;|
- (2) CD Drive (D)
- [Z] MS Exchange (F)
- [5] MS SaL(G)
E- |I| Backup Storage (\\serverZ'pool) (Z)
& | Copper's Backup 12/4/2009 6:03:57 AM

=8 h's Backup 12/7/2009 6:16:01 AM

' 7453 12/7/2009 71753 AM = |
Switch to Archive List View
— Archive File Details

MName: Basic Hard Disk 0 {(Unknown Model)
Comment: Mo comment

Type: Intemal Hard Disk Drive

Total size: 160 GB

File: smith's Backup/arc_071209141527453/arc_071209141527453.PBF

The Archive File Details section will display a short description of the selected image.

4, Specify exactly what you need to virtualize, only the system partition or the entire hard

disk (in case you have to do with a hard disk backup). Our task implies virtualization of
the entire system.

Archive Content
Name | Type File system | Size | Used |
B |I| Basic Hard Disk 0 (Unknown Model)  Intemal Hard Disk Drive 160 GB
o 8 System (C) Primary NTFS 195GE  79GB
- B M5 Exchange (D7) Primary NTFS 53GE 87.3MB
- @§MS 50L (E) Primary NTFS B74GE 834 MB
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Note! When having to do with a hard disk backup, it's pretty enough to select the system
partition only to make Windows start up in a virtual environment. However that doesn’t
guarantee all applications will work, as they can be installed on the other partitions of the disk.

5. Choose a virtualization software vendor and a number of additional parameters.

Select your virtualization software:
™ VMware Workstation / VMware Fusion
{* VMware ESX Server

™ Microsoft Virtual PC

™ Microsoft Vitual Server

s Microsoft Hyper-V
i153,841 ME 3: [~ Predllocate all disk space

Note! Not all vendors may be available to choose. If the capacity of the selected object
exceeds the maximum capacity for a certain virtual disk, its vendor will be shadowed.

6. Depending on what you've chosen on the previous page, you will need to set a number
of additional parameters. In our case it is:

v Size of the virtual disk. By default the program offers to create a virtual disk exactly
the size of the selected object, which you can resize however.

v Resize partitions proportionally. If you upsize the resulted virtual disk, you can make
the program proportionally change the size of partitions keeping their relative order
intact.

v' Adjust OS to virtual hardware to make sure the operating system will be bootable
after the operation.

Please preview the resulting layout of the virtual disk before you proceed :

Basic Hard Disk 1 (Microsoft Hyper-V image) - Virtual Image

It_)) It_))LocaiDisk['] It_))LocdDisk[']
19.. 53GE NTFS

87.4GB NTFS

Available options

Current size is |153.B-41 ME 3:
19568 — | 2040 GB

[~ Resize partitions proportionalty
¥ Adjust OS to virtual hardware

Note! The maximum limit you can downsize the virtual disk is the capacity of its first partition.
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7. Set afile name for the resulted virtual disk and its location. Besides you can also provide
a path to the integration package of your virtualization software.

Look in: I ElEackup Storage (VserverZ'pool) (£7) j o % i

@ Name | Size | Date
&[] System ()

LA Lves - [E] MS Exchange (F)
i [E] Ms saL )

[;E =8 El Backup Storage [\VserverZ'poal) (22)

. Smith’s Virtual Environment 127872009 5:22:03 AM

Metwork Places -- | Copper’s Backup 12/4/2009 6:03:57 AM
& | Smith’s Backup 12/8/2009 5:21:55 AM

File name: ISm'rth's vdisk

Files of type: I Microsoft Hyper-V/ |

Save I Cancel |

File name for the virtual disk:

Z-/Smith’s Virtual Environment/Smith’s wdisk vhd| Browse... |

The virtual disk will take about 8.1 GB.

Help me ta find an appropriate place for the disk

Note! It's strongly recommended to provide a path to VM Tools/Additions ISO image if you
fransfer Windows XP to a VMware SCSI disk, otherwise the system won't boot after the
operation.

8. Complete the wizard and then apply the changes by confirming the operation.

XA 5 &

Disk View |5dmjedrm | Archives | Help |

Basic Hard Disk 0 (VMware, VMware Virtual 5 S

Type: Intemal Hard Disk D
Total Size: 160 GE
Sectors per track: 63
Heads: 255
Cylinders: 20886
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Overall progress: Restore partition or disk progress:

Sub-operation progress:

Time elapsed: 00:08:20 Time remaining: 01-:06:16

o Create virtual drive
E:) Restore partition or disk
Adjust 05 to boot on virtual hardware

is! IOpercltion statistics |

(i) Restore Disk 1from file: Z:/Smith’s Backup/arc_{
(i) Opening archive arc_071209141527453_0000p |
(i) Restore Primary partition 0 (disk 1) from file: Z:/5m
(i) Data writing...

I 2

As a result of this operation we've got a virtual disk containing the required physical system,
which can be connected to a virtual machine at any time. The system has been virtualized.

Known issues

1.

You need to close the program to unlock the virtual disk. Otherwise you won't be able to
connect it to a virtual machine.

You should install infegration services (e.g. VMware Tools) on the virtual system yourself.
We only guarantee its smooth startup.

At the startup, a virtual machine (e.g. VMware Workstation) might notify you that the
used virtual disks are of old format and require update. You can update your disks, since
this procedure involves change of a version only, nothing else. This is done on purpose
not to lose compatibility with the older versions of VMware.

After transferring Microsoft Vista and later versions to a virtual disk, you will need to re-
activate license of the system. It's normal behavior as these systems keep tracking any
change of hardware. Re-activation is legally justified in this case, as you transfer your
system to another PC.

If you prefer to create a SCSI HDD when converting to a virtual disk of VMware
Workstation or VMware ESX Server, we pick a driver for the HDD conftroller just the way
VMware does, i.e. according to the found OS:

v Windows 2000/Windows XP — Buslogic;
V' Windows 2003 (all editions including WinXP xé4) and later versions — LS| Logic.

Thus if you will then connect the created virtual disk to a virtual machine with another
type of the adapter, the system won't start up. Please use our P2P Adjust Wizard to install
the required driver.
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6. If you convert a partition/hard disk with Windows XP to a SCSI virtual disk of VMware
Workstation or VMware ESX, it's required to add the VMware SCSI driver from outside,
since Windows XP doesn’t have it. To do that we fry to find an installed version of
VMware Workstation on your computer to extract the necessary driver. If failed to find,
we will ask you to provide a path to the VMware Tools ISO image.

7. We can smoothly convert a hard disk with several operating systems. But according to
Issue 4, when converting to a SCSI virtual disk of VMware Workstation or VMware ESX
Server, for different versions of OS, different controller drivers will be installed. VMware
however cannot emulate different hardware for each operating system of one virtual
machine. To tackle this issue, please use our P2P Adjust Wizard to install the LSI Logic
driver under Windows 2000/Windows XP, then select the LSI SCSI controller for your virtual
machine.

Note! For more information please consult the reviewer's guide for Virtualization Manager.

Conclusion

With Drive Backup 10 Server Paragon Software offers a small or mid-sized company all cutting
edge technologies in disaster recovery and system migration of stand-alone physical and
virtual Windows® environments. Moreover when boosted with the available add-ons and the
Technician License, this solution becomes even more attractive for mid-sized companies with
complex IT environments consisting of multiple, non-collocated servers and workstations.

Drive Backup 10 Server includes every facility to establish comprehensive protection for a
company's intellectual property, meet strict Recovery Time Objectives, cut capital costs, and
increase IT productivity. It can boast exclusive functionality and high flexibility. And it’s really
affordable.
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