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Introduction

Paragon Rescue Kit™ 10.0 is an integrated set of powerful tools that is specially designed to tackle most of the problems
you might face while using PC. Its primary objective is to provide all the necessary facilities to get the system back on
track when it fails to boot or at least to retrieve valuable data from the failed hard disk. But that is not all the product
can be used for. With Rescue Kit 10 you can easily recover an accidentally deleted partition, clean user passwords for
Windows NT/2000/XP/Vista/2003/7/2008, securely utilize an outdated hard disk, etc.

In this manual you will find the answers to many of the technical questions, which might arise while using the program.

Our company is constantly releasing new versions and updates to its software, that's why
images shown in this manual may be different from what you see on your screen.

What's New in Rescue Kit™ 10
e Next generation Adaptive Restore™ (P2P Adjust OS) to successfully migrate a Win2K+ physical system to a

different hardware platform (P2P) by allowing automatic injection of all required drivers and the other actions
crucial for a migration of this kind.

e Boot Corrector for WinPE to fix most of the system boot problems not only with the Linux and PTS DOS
bootable recovery environments, but WinPE 3.0 as well.

e The latest Linux kernel to enjoy support of a wider range of hardware configurations, including the brand new
Intel ICH9 chipset.

e WinPE 3.0 based bootable recovery environment to enjoy support of a wider range of hardware configurations
with the option to add drivers for specific hardware on-the-fly.

e Better support for 64-bit platforms to reboot your computer to one of the three special modes (Windows
native, Linux, or DOS) to automatically complete operations, which cannot be accomplished under 64-bit
Windows.

e Better support for GUID Partition Table (GPT) to back up and restore not only single GPT volumes but entire
disks, including the option of resize during the restore operation.

e Better support for the Apple Boot Camp Configuration with the option not only to back up and restore this kind
of configurations, but to copy single volumes or entire disks with resize.

e Better support for Linux ExtFS starting from Ext2FS up to the brand new Ext4FS.

Product Components
In order to cope with different tasks, the product contains several components:



Linux/DOS based recovery environment is a multi-platform bootable media that enables to run utilities under

Linux or PTS DOS, and that way to get access to your hard disk for maintenance or recovery purposes. Both
platforms have their strong sides, for instance Linux can boast support of FireWire (i.e. IEEE1394) or USB
devices. It enables to burn CD/DVD disks. However there can be some difficulties with detecting new hardware.
DOS in its turn has no problems of that kind but is limited in features. The Linux/DOS recovery environment
requires no installation and can be of great help when the system fails to boot. Besides it offers a Windows XP
like environment.

WinPE based recovery environment. Especially for keen followers of Windows, our product also offers a WinPE
3.0 based bootable media. Unlike the Linux/DOS recovery environment it can boast an excellent hardware
support and the same interface as the Windows version can. However its system requirements are much
tougher.

Features Overview
This chapter dwells upon key benefits and technical highlights of the product.

Key Features
Let us list some of the key features:

A handy Launcher to easily find and run the required tasks.

Support of all present day technigues to store backup images:

- Backup to local mounted/unmounted (without drive letter assigned) partitions;

- Backup to an external mounted storage to provide for a higher level of data protection and system
independence;

- Backup to a special secured place on the hard disk called the Backup Capsule that has an independent system
layout (e.g. a separate partition) and will stay operable should the active file system be damaged. To avoid an
accidental removing or unauthorized access of the backup data, this partition is hidden and thus cannot be
mounted in the operating system;

- Backup to external media (CD/DVD) to guarantee a high level of data protection as long as the backup media is
kept secure;

- Backup to a network drive to stand a better chance of success in case of a hard disk failure;

Sector backup to save not only all on-disk information but also the system service structures. It is ideal for
making a backup image of an entire hard disk or system partitions to guarantee the operating system’s working
capability.

Restore an entire disk, separate partitions or only files you need from the previously created backup image.

Adaptive Restore to successfully migrate a Win2K+ physical system to a different hardware platform (P2P) by
allowing automatic injection of all required drivers and the other actions crucial for a migration of this kind.

Undelete Partitions Wizard to recover an accidentally deleted partition.

Registry Editor to view and modify settings of any Windows System Registry in the offline mode, i.e. when your
operating system has not been started up. It is organized just the way Windows built-in editor is, so you can feel
comfortable with it.



A It is only available for the Linux/DOS recovery environment.

Password Cleaner to clean user passwords for Windows NT/2000/XP/Vista/7/2003/2008. With its help you can
easily change any user password, including Administrator's to a blank one, thus providing the possibility to
freely log in to your operating system. Even if your password has been encrypted with the Syskey utility, you can
still clean it up.

A It is only available for the Linux/DOS recovery environment.

Data wiping to successfully destroy all on-disk information including the standard bootstrap code and other
system service structures.

Free space clearing to destroy any remnants of deleted files/directories left on disk without affecting the used
data.

File Transfer Wizard to make such operations as transferring of files/directories or burning of them to CD/DVD
as easy and convenient as possible. Providing access to Paragon backups as regular folders, it may also help to
replace corrupted data from a previously created image in case of an operating system failure.

Recovery Media Builder to create a bootable recovery media based on Linux/DOS or WinPE 3.0 on a CD, DVD
disc, or flash memory, which can later be used to boot and recover your computer in case of an operating
system failure. Moreover, with its help you can save data from partitions of your hard disk directly to compact
discs or burn 1SO-images. The utility supports various formats of laser discs: CD-R/RW, DVD-R/RW, DVD+R/RW,
DVD-R, DVD+R double layer, Blu-ray and can handle multi-session burning.

Network Configuration Wizard to establish a network connection under Linux or WinPE either to save a backup

of a partition/hard disk or just several files on a network computer or retrieve a previously made backup from a
network computer for recovery purposes.

Boot Corrector to fix most of the system boot problems that can be a result of a human factor, program error or
a boot virus activity.

Supported Technologies
Along with using innovative technologies from outside, Paragon has developed a number of its own original
technologies that make its products unique and attractive for customers:

Paragon UFSD™ technology to browse partitions of any file system including hidden and unmounted, modify
and copy files and folders, etc.

Microsoft Dynamic Disk (simple, spanned, striped, mirrored, RAID-5) to offer more management flexibility
without the partition limitation of basic disks. Dynamic storage can be particularly beneficial for large-scale
businesses when dealing with many physical hard disks involving complex setup.

GUID Partition Table (GPT). It is the next generation of a hard disk partitioning scheme developed to lift
restrictions of the old MBR. GPT disks are now supported by Windows Vista/7, Server 2008, Mac OS X and Linux.

Supported File Systems

Full read/write access to FAT16/FAT32 partitions.



e Full read/write access to NTFS (Basic and all five types of Dynamic Disks) under Windows 95/98/ME, Linux and
PTS DOS. Compressed NTFS files are also supported.

e Full read/write access to Ext2FS/Ext3FS/Ext4FS partitions under all versions of Windows, DOS 5.0 and later.

e Limited read/write access to Apple HFS+ partitions.

Unfortunately, support of non-Roman characters for the HFS+ file system is unavailable at
the moment. The company is about to implement it in the nearest future.

Supported Media
e Support of both MBR and GPT hard disks (up to 1,5 TB tested)

IDE, SCSI and SATA hard disks

CD-R, CD-RW, DVD-R, DVD+R, DVD-RW, DVD+RW, DVD-R, DVD+R double layer and also Blu-ray discs

e FireWire (i.e. IEEE1394), USB 1.0, USB 2.0 hard disks

PC card storage devices (MBR and GPT flash memory, etc.)

Getting Started

In this chapter you will find all the information necessary to get the product ready to use.

Contacting Paragon Technology GmbH
If you have any questions about the company products, please do not hesitate to contact Paragon Technology GmbH.

Service Contact

Visit Paragon GmbH web site WWW.paragon-software.com

wWww.paragon-

Registration & updates web-service
software.com/support

Knowledge Base & Technical Support kb.paragon-software.com

Pre-sale information sales@paragon-software.com

System Requirements

Linux/DOS based recovery environment
To use the Linux/DOS recovery environment on your computer (it doesn’t matter what operating system is installed),
please make sure that it meets the following minimum system requirements:

e IBM AT compatible computer with i486 or higher CPU
e 256 MB of RAM

e SVGA-compatible monitor

e Mouse (recommended)

WInPE based recovery environment
To use the WinPE based recovery environment on your computer, (it doesn’t matter what operating system is installed),
please make sure that it meets the following minimum system requirements:



e Intel Pentium Il CPU or its equivalent, with 1000 MHz processor clock speed
e Atleast 512 MB of RAM

e SVGA-compatible monitor

e Mouse (recommended)

Additional requirements
There may be additional requirements if you want to use advanced features:

e Network card to send/retrieve data to/from a network computer
e Recordable CD/DVD drive to burn data to compact discs

e External USB hard drive to store backup data.

Booting from the Linux/DOS Recovery Media

The Linux/DOS recovery environment can be used to boot your computer into Linux or PTS DOS to get access to your
hard disk for maintenance or recovery purposes. It also has the PTS DOS safe mode, which may help in a number of non-
standard situations such as interfering hardware settings or serious problems on the hardware level. In this case, only
basic files and drivers (such as hard disk drivers, a monitor driver, and a keyboard driver) will be loaded.

Startup
To start working with the Linux/DOS recovery environment, please take the following steps:

1. Start up the computer from our Linux/DOS recovery media.

2. Launch a boot mode you need (Normal, Safe, Low-Graphics Safe) in the Boot menu.

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Click on the required operation to start. Hints on the selected at the moment item will help you make the right
choice.

4. Consult the help system by pressing ALT+F1 to know more on the subject.

Boot menu
The Boot menu contains the following commands:

=« Hormal Hode Hain recouvery
& Safe Hode enuironnent

& Low-Graphics Safe Mode

& Floppy disk

& Hard disk 8 MBR

& Find 05es on your hard disks

¢ Normal Mode. Boot into the Linux normal mode. This mode uses the full set of drivers (recommended);

e Safe Mode. Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux normal mode if it
fails to work properly;

e Low-Graphics Safe Mode. Boot into the PTS DOS safe mode. In this case, only the minimal set of drivers will be
included, like hard disk, monitor, and keyboard drivers. This mode has simple graphics and a simple menu;



e Floppy Disk. Reboot the computer from a system floppy disk;
e Hard Disk 0. Boot from the primary hard disk;

e Find OS(s) on your hard disks. The program will scan hard disks of your computer to find any bootable operating
system.

To move within the menu, please use the arrow keys of the computer keyboard.

While working with the recovery environment you might experience some inconvenience
caused by possible video artifacts. It is just a result of changing video modes and in no way
will affect the program functionality. If this is the case, please wait a bit and everything will
be OK.

Normal Mode
When the Normal mode is selected, the Linux launch menu appears:

A

"= ) You can copy an entire hard disk or its
-] Postmonem Backup Wizard partitions o new kocations. You can also save
them as image files for later resioration.
Simple Restore Wizard Please select the drive, its partitan if .
";-H necessary, and then activate the Harnd Disk' or

Parition’ pull-down menu and select the
[ﬁ Wipe Wizard operation needed.
|

J?{) File Transfer Wizard

|

ié Boot Comector

‘ﬁ:.
=
Regisiry Editor

Password Cleaner

/& Metwork Configurator
(e ]
@ Log Saver

" Eject CDOVDVD

Undelete Pamtian

e Hard Disk Manager (enables to copy and back up separate partitions or entire hard disks, carry out partitioning
operations, etc.);

e Simple Restore Wizard (allows restoring hard disks and partitions);
e Wipe Wizard (enables to destroy all on-disk information or only remnants of deleted files/directories);

e File Transfer Wizard (allows coping files/folders to another disk or a partition as well as recording them to
CD/DVD);

e Boot Corrector (helps to correct the Windows System Registry without Windows being loaded);

e Undelete Partition (enables to recover an accidentally deleted partition);

e Registry Editor (helps to view and modify settings of any Windows System Registry in the offline mode);
e Password Cleaner (allows cleaning user passwords for Windows NT/2000/XP/Vista/7/2003/2008);

o Network Configurator (enables to establish a network connection under Linux);



If you are going to use network resources, first launch the Network Configuration Wizard to
establish a network connection.

e Log Saver (helps to collect and send the necessary log files to the Technical Support);
e Eject CD/DVD;
e Reboot the computer;
e Power off the computer.
To move within the menu, please use the arrow keys of the computer keyboard.

Safe Mode

When the Safe mode is selected, the PTS DOS launch menu appears. It has nearly the same functionality as for the
Normal mode except the Network Configurator and Log Saver commands. Besides due to certain limitations of the PTS
DOS environment, there is no possibility to burn CD/DVD discs.

Low Graphics Safe Mode
When the Low Graphics mode is selected, the PTS DOS launch menu appears. It has the same functionality and looks
similar to the Safe mode but graphically simpler.

-« PostMortem Backup Hizard Provides Backup for hard

# Simple Restore Hizard diskspartitions. All

& Hipe Hizard drives Cincluding HTFS) are
P§ File Transfer Hizard already mounted as c:, d:,

ﬁ Boot Corrector e:, etc. It is possible to

& Undelete Partitions eject your CDROH.

W Registry Editor
& Password Cleaner

Reboot the computer
P

Booting from the WinPE Recovery Media
The WinPE recovery environment can be a real alternative to the Linux/DOS recovery environment. Providing nearly the
same level of functionality it offers an excellent hardware support and the same interface as the Windows version does.

Startup
To start working with the WinPE recovery environment, please take the following steps:

1. Start up the computer from our WinPE recovery media.

2. Once it has been loaded, you will see the License Agreement. Read the agreement and then mark the
appropriate checkbox to accept. If you do not agree with any conditions stated there, you won’t be able to use
the program.
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3. Once you accept the agreement, you will see the Universal Application Launcher. In general it enables to run
components of the product, load drivers for undefined hardware or establish a network connection.

Paragnn Rescue Klt“' 10.0

%, Postmortem Backup and
Recovery

: / Wipe Hard Disk or Partition

@ Bool Managemenl

A Tools
o Support Contacls

Postmortem Backup and

Recovery
What would you like to do?

& Postmortem Backup
b Backup your syshem to rescus data sfter crash

# Postmortem Restore
Restors your syshem./'data from & posimaden backup mage

# Undelete Partition
Recover delsted partitions on a hard disk

‘ Transfer Files
Copy data from any fle system and bum & to CO/DVD.

4. Click on the required operation to start. Hints on the selected at the moment item will help you make the right

choice.

5. Consult the help system by pressing ALT+F1 to know more on the subject.

case it doesn’t have a driver for your disk controller, your hard disks will be unavailable.

f Our WinPE 3.0 based recovery environment offers excellent hardware support. However in

Please consult the Adding specific drivers scenario to know how to tackle this issue.




Basic Concepts
This chapter explains terms and ideas that show how the program works. To understand these helps to obtain a general
notion of the operation performance and makes it easier for the user to operate the program.

System and Data Protection

The data protection issue is a growing cause of worrying for more and more people today. Indeed, it is hardly to find a
person who will be particularly happy when all precious information on the hard disk is irreversible lost as a result of its
malfunction. So how this tragedy can be prevented?

Full Sector Backups

A full sector-based backup image includes all contents of a partition or a hard disk at the moment of its creation. If you
roll back your system to the initial state on a regular basis, that’s exactly what you’re looking for. But if you want to have
multiple backup archives of the same partition reflecting certain time stamps, unchanged data will inevitable be
duplicated in all archives and take additional space on backup media.

Backup Storage
Our program supports all present day techniques of storing backup images. Let’s take a closer look at them all to
understand what kind of storage is able to provide better security:

e You can place a backup image to a local mounted or unmounted (without drive letter assigned) partition.
Despite the fact that it is the most convenient way, try not to use it. You can delete your backup just by accident
or lose it as a result of a hardware malfunction, or a virus attack;

e You can place a backup image to an external mounted storage to provide for a higher level of data protection
and system independence;

e You can place a backup image to a special secured place on the hard disk called the Backup Capsule that has an
independent system layout (e.g. a separate partition) and will stay operable should the active file system be
damaged. To avoid an accidental removing or unauthorized access of the backup data, this partition is hidden
and thus cannot be mounted in the operating system. However it won’t help you in case of a hardware
malfunction;

e You can place a backup image to external media (CD/DVD) to guarantee a high level of data protection as long
as the backup media is kept secure;

e You can place a backup image to a network drive to stand a better chance of success in case of a hard disk
failure. Moreover, by storing it on a special-purpose server you may be pretty sure nothing will happen to it;

Adaptive Restore

Windows family operating systems are notorious for their excessive sensibility to hardware, especially when it turns to
replacement of such a crucial device as HDD controller or motherboard — actually Windows will most likely fail to boot
as a result of this operation.

With our technology (available in the P2P Adjust OS Wizard) you can make your Windows bootable on some other
computer by allowing automatic injection of all required drivers and the other actions crucial for a migration of this
kind. Actually, this operation for Windows 2000/XP/Server 2003 and Windows Vista/7/Server 2008 differs a bit, so does
the wizard’s work algorithm.

Adaptive Restore for Windows 2000/XP/Server 2003
It actually implies three operations:

e Providing the ability to change the Windows kernel settings to the most suitable for your new configuration.
The program will automatically add all available Windows HAL and kernels to the boot menu (the boot.ini file)



to choose the required platform in case your system fails to boot (Uniprocessor, Multiprocessor, or Old legacy
PC without ACPI). You can later remove them from the menu either under Windows or with Boot Corrector.

A If you’ve got a 64-bit operating system, no options will be added to the boot menu.

e Automatic replacement of the boot critical drivers (HDD controller, PS/2 and USB mouse and keyboard) to the
default Windows drivers to provide the maximum level of compatibility. Once your Windows starts up, it will
initiate reconfiguration of all Plug'n'Play devices, so we do recommend you to provide the latest drivers for your
motherboard and processor at this step, as it can considerably improve the overall performance of your system.

e The option to inject 3rd party drivers to guarantee your system will start up on the new hardware. Actually
you’ve got two options, either provide a path to your own driver repository (collection of all drivers to your
hardware devices located in one folder) for the program automatically pick and install only those drivers
required for your OS (recommended), or manually specify drivers critical for the guaranteed startup of your
system on the new hardware.

Adaptive Restore for Windows Vista/7/Server 2008

It is based on the fact that these operating systems do not delete their distributive driver repositories after the setup,
but simply make them inactive in the Windows Registry. So thanks to our technology these driver repositories can be
made available during the restore procedure to let Windows Vista/7 or 2008 Server automatically find and install any
lacking driver with no action from your side required, what is very convenient.

Anyway, not all drivers can be found in the built-in driver repositories, especially when you’ve got to do with specific
SCSI or Serial ATA controllers. For situations of this kind you’ve got the option to inject any 3™ party driver, either by
providing a path to your own driver repository (collection of all drivers to your hardware devices located in one folder)
for the program automatically pick and install only those drivers required for your OS (recommended), or manually
specifying drivers critical for the guaranteed startup of your system on the new hardware.

Adaptive Restore Application
Let’s consider a number of situations when the Adaptive Restore feature can help you out:

e If you need to upgrade to newer hardware while keeping all your programs and settings intact;
e If you need to replace failed hardware and cannot find an exact match for your original system specifications.

Known Issues
1. After transferring Microsoft Vista and later versions to different hardware, you will need to re-activate license of
the system. It's normal behavior as these systems keep tracking any change of hardware. Re-activation is legally
justified in this case, as you transfer your system to another PC.

2. If you've installed several operating systems on one partition, we can only add drivers to the latest version of
0OS. Microsoft highly recommends that you install an operating system on a separate partition.

3. Please note drivers are not cached during selection. That’s why if you select a driver to add to the system, but
it’s already unavailable during the operation, the program will end the operation with an error.

Data Sanitization

Data security is a two-sided problem. It is to be made clear, that providing confidentiality implies not only information to
be stored properly, but also be destroyed according to certain rules. The first step to protecting yourself is to know
exactly which security precautions work and which do not.

Many people believe the misconception that repartitioning a disk will result in complete destruction of its contents.
Actually that is not quite so. Repartitioning the drive only alters references to partitions in the Partition Table, leaving all
file data intact. In fact, there are a number of programs available to successfully recover previously deleted partitions.



Formatting a drive also does not guarantee data destruction. Formatting procedure implies modification of the Master
File Table (MFT) that keeps track of where file contents are stored on the disk and verification of each sector for
consistency. Even a low-level format does not actually erase the file contents for good, since they can still be
resurrected from their deleted state with minimal effort by using the popular today Magnetic Force Microscopy
technology.

The only way to make sure that all the data has been erased from a hard drive is to overwrite all on-disk sectors with
random patterns of ones and zeros. Although this sounds complex, there is an easy way to do this.

The process of deliberately, irreversibly removing or destroying the data stored on a memory device (magnetic disks,
flash memory drives, etc.) is generally known as Data Sanitization. A device that has been sanitized has no usable
residual data and even advanced forensic tools should not ever be able to recover it, thus providing maximum level of
security.

Data Backup and Rescue
In this chapter you will find all the information necessary to establish a reliable data protection system.

Postmortem Backup

By going through steps of the wizard, you configure all the necessary settings to launch the backup operation. To
minimize the possibility of making any mistake, the wizard provides auxiliary information on every single option.
Moreover you can get an in-depth description to any setting, control, or field of the wizard just by clicking the hint
button and then the object you need.

Startup
e Click the Postmortem Backup button.

Setup
The wizard offers the following steps to accomplish the backup operation:

e The object to back up. You can back up either an entire disk or separate partitions of the disk (primary,
extended or logical). In case of backing up an entire disk, you’ve got the possibility to include into the image
such disk elements as the Master Boot Record (MBR) and the first track of the hard disk. This can be very helpful
for serious disk recovery procedures.
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e Backup destination. The wizard allows saving backup archives to local or network drives or burning them to
CD/DVDs. You need to select a destination, taking the estimated archive size and available space on the backup
destination into account.

Them ame saveral ways tha Wizard can siom your data. Please salact how would you lice fo save the
archive

(7 | Save data 1o local/netwark dives. |

" Bum the data 1o CD or DVD

e Name and location of the resulted image. Provide a file name for the new image and its exact location. The
program automatically offers an easy to understand name containing the date and the time of the archive
creation, which can anyway be modified.
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The program automatically calculates size of the future archive and informs the user about
space available on the selected destination.

e Archive Comment. You can add some additional description to the archive that will later help to distinguish it
from the others.
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In addition, there is the possibility to make further detailed settings (although the default values will do in most cases).

To activate the advance mode, you need to mark the appropriate option on the second page of the wizard. When it is
marked, the next page enables to define:

e Whether the archive integrity will be controlled.

program are 100 percent flawless. Nevertheless if you decided not to control the archive

: Checking archive integrity enables to guarantee that all backup images created with the
integrity, the backup operation would take about 3-5% less time.

e Whether image file names will be set automatically in complex archives.
e Compression level for the backup image (including the No compression variant).

e Whether the archive will be split (if yes, you can set the maximum size for the archive files).

Splitting images enables to tackle issues caused by a file size limitation of some file
systems.

e Whether the archive will be protected by password.

e Whether the selected disk (or the selected partition) will be copied in the sector-to-sector mode (including
unused sectors as well).

e Whether the OS auxiliary files (pagefile.sys, hyberfil.sys) will be included in the backup image.

e Whether the operation will be performed without rebooting the system. The program needs to reboot the
system in order to have exclusive access to processing data. In a Windows environment this is difficult to



achieve because even when all the other applications are closed, the system service programs are still running.
However, there is a way to avoid rebooting. The mode of processing the backup operation without rebooting is
named Hot Processing. You can also define specific parameters for the Hot Processing mode.

e The data to be automatically excluded from the resulted backup.

Result
After the backup operation is completed you receive an image of the selected disk (or the selected partition). This image
is placed into the specified destination, its features defined by the wizard.

Postmortem Restore

Startup
e Click the Postmortem Restore button.

Setup
The wizard offers the following steps to accomplish the restore operation:

e A backup image to be restored. The Browse for Archive page enables to find a backup image you need.

You can find the required image in the browser-like window. The section below (i.e. Archive File Details) will also
display a short description of the selected image.
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Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders or map
network drives by clicking the appropriate buttons.

Sector Backup Restore

e Data to restore. An item of the selected archive to be restored. The program allows you to restore not only an
entire archive, but also separate items of the archive. It is very convenient in case of restoring separate
partitions from the entire disk archive.
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A place to restore. Selecting the destination, please note - all contents on the disk selected for restoring
purposes will be deleted during the operation.

Flaaze select a place you would ke bo reztore the archive to. Mobe that if pou selact an exsting hard digk o
pattition, itz content will b= delated and replaced with the one from the archive.

Basic Hard Disk 1 [FUJITSU MPF3T02AT] A

@) (6] W)
E8GEFATI2 1.

Bagic Hard Disk 2 [Maxztor WY 250P0]

) [K:) i) [Unallocated)
117.1 GB MTFS 1ESGE

W

To help you get a clear-cut picture of the operation outcome, the program allows inspecting the resulted disk
layout.

Restoring Partition:

e Size of the restored volume and free space before and after it on the disk.

Logcal Disk. Restore Ophons

Fieaze specify the size of the restored pardition: 25333 = 15 ME - 119365 MB
Pleaze specify zize of iee space before the partton: |0 = 0OMB - 119350 MB:
Plaasze specily se of iee space afler the partiore | 94032 5| O MB - 119350 MB

e Drive letter assignment after restore. The pull-down list contains vacant drive letters that can be associated

with the restored partition.

Azzign the following dive letter. | G hdt

Restoring Hard Disk:

e Copy data and resize partitions proportionally. If this option is activated, the program proportionally changes
the size of partitions keeping their relative order intact. The option can be useful when restoring to a larger hard
disk.

[ )

Perform surface test. Define whether the surface test will be accomplished during the operation or not.
“four hard digk after e changes:

Baziz Hard Disk 2 [Maxtor T 250F0)

I ‘ I l I ‘ It_glLJrrullm:ntch
224268

Haed Disk Restome Options

[){Copy dats and iesize pantilions proporionally |

Ir thiz mode, the wWizaid changss the size of paitkions in the same propoition, with keeping inkact thei
ielative arder. Thes cpbion can be uselul in iesttng an image of haed disk 1o & laiger one.

[T Pestorm surface test

St thiz option f you want the \Wizard to perform the sarface test on the taiget hard dek. In thes case, §
the program finds bad and wnrelizble zectors it will mark them as unusable ones.



All contents on the disk selected for restoring purposes will be deleted during the
operation.

Result
The wizard will restore the archived data, and make it available to use in the operating system.

To make a Win2K+ operating system bootable on different hardware, please additionally
complete the P2P Adjust OS Wizard.

Undeleting Partitions
When simply deleting a partition (without additional wiping) disk management software only removes references to it in
the Partition Table, thus leaving the possibility to recover it later.

The program enables to find and recover these partitions. A restored partition will be fully functional, as long as other
partitions were not created, moved or exceeded the disk space occupied by that partition. That is why the program
offers this function only for blocks of free space.

The operation can be accomplished with the Undelete Partition Wizard.

Startup
e Click the Undelete Partition button.

Setup
The wizard offers the following steps to accomplish the undelete partition operation:

e Free blocks to scan for lost partitions. Choose a free block from a tree-like list of available hard disks.

Chck th chiack bex neot to arry hard disk: drive o free block you wand 1o examine

Hame Tvoe Size
=1~ Bl My Computar Iy Computer
=¥ [E] Basic Hard Disk 1 (Unknown Model) intemal Hard Disk Dive 0GB
L r‘? £ (Unallocated) Fres soace 359GE
The summary size of fragment(s) lo analyze & 39.9 GH ]

e Search method. By default, the wizard selects the fastest search method for your operating system. In most
cases that will do to find any accidentally deleted partition. However if you're under Windows XP for instance
(the Conventional Search option is selected), but the deleted partition you're looking for has been created with
the Disk Management utility under Vista, the wizard won't be able to find this partition, unless you manually
select the appropriate option (Quick Search for Partitions Created by Vista or Later OS). Moreover if the wizard
still fails to find the partition you need, you can select the Thorough Search option to scan every single sector in
the specified search area to get the most accurate results.

Choose how lo look for the deleted partitions:
" Chack ssarch for partifions. creabed by Vista or later 05

v | Conventional search |
" Tharsugh search
¥ Show file systems search oplions



To know more on the available search methods, please use the context sensitive hint
system.

e File system filter. By default, the wizard will search for all known file systems. However, by clicking on the
appropriate option on the second page of the wizard, you can specify only those file systems you need.

% Hide file systems search options
[ | Al kenown fle sfﬂ
[# FAT and FAT32 file systems
[¥ NTFS fis gystem
™ Lo fis systems (B2, B3 and Bad)
[T 05/2 HPFS file system
™ Oxher funksted) fis systam

e A partition to undelete (if several). By default, the program searches records of any deleted partition ever
existed on the selected block of free space. So you can get several partitions to choose from.

Search delsted paritions from sector: [x00000040 to sector Do[2HT
< mm

Tha following paritions have besn found

Fim systam Typ= Capacity Usad Space % Usad
@HTFE Prrnary 315Ge B5.& MB o
|‘. Stop u&m]

Most likely the required partition will be found first. If so, you may abort the search operation by pressing the

Stop search button.

Result
After the operation is completed you receive a fully functional partition.

Wipe Tasks
In this chapter you will find all the information necessary to wipe a hard disk/partition of any file system or only destroy
any remnants of deleted files/directories left on disk without affecting the used data, thus providing high level of

security.
The operation can be accomplished with the Wipe Wizard or corresponding dialogs.
Wizard Startup

e Click the Wipe Hard Disk or Partition button.

Wizard Setup
The wizard offers the following steps to accomplish the operation:

e The hard disk/partition to wipe. Select a hard disk/partition the data of which you want to destroy.



Please choose an object for wiping. It can be a whole hared disk. a single partition or a block of unallocated space. 'fou
can set bo wipe all data on the pashtion o only unoccupssd space on # [see the next step)

Basic Hard Disk 0 [Maxtor MY 250P0)

l ) Local Disk [F:]
2337 GB NTFS

Basic Hard Disk 1 [ST3160815A5)

) ... I@Apnli:aﬁunm:l . .E;Dhlﬁtr.ﬂlE:l
135 (MM 634cENTFS €5 GB NTFS

e Wipe mode. This section enables to switch between two options:

(@) [Wipe out o the data|
Choose this oplion f you wanl 1o deslroy complately all the data on the sslacled objacl
() Claa [wips] free space

Choose this apticen i pou want 1o destroy the baces of dats that may have bean leil after sn codmnan delele
cparakion

- Wipe out all data. Select the option to irreversibly destroy all on-disk data of the selected object.

- Clear (wipe) free space. Select the option to destroy any remnants of deleted files/directories left on disk
without affecting the used data.

Q The Clear Free Space operation is available only for Logical and Primary partitions of known
file systems.

e Wipe method. Here you can select a specific data erasure algorithm or create a customized method by marking
the appropriate option.

- In case you preferred to use a specific algorithm, the next page of the wizard enables to get detailed
information on the selected algorithm, choose whether to carry out residual data verification or not specifying
the percentage of sectors to check and estimate the time required to accomplish the operation.

- In case you preferred to create a customized algorithm, the next page of the wizard enables to define up to 4
wiping patterns, number of passes for each wiping pattern and for the group of patterns. The Mask spinner
control allows you to set a two-figure hexadecimal character value ("00" by default). The available range is from
"00" to "FF". You can also choose whether to carry out residual data verification or not specifying the
percentage of sectors to check.

Wipe paramedieds

Mazk: 00| “ | Paztoount |1 -
] Mask: (00 Pass count: |1

Magk: (00 Pass count: |1

IMask: | Pass count: |1

Pass count lor the group of pattens: 1 -

[] Wy vape iezuits

e Revise your changes. This page informs on all the actions to be made in the wizard in a bright, graphical form.



Your hard disk bafors the changes
Basic Hard Disk 0 (VMware, VMware Vitlual 5 SC51 Disk Dev)

(7

I Local Disk (C:)
Your hiard disk after the changes
Basic Hard Disk O (VMware, VMware Virtual 5 5051 Disk Dev)

I @) (Unallocated)

Wizard Result

demam]

After the operation is completed you can see a well informative summary page, providing structurally divided in-depth

information on all the actions made in the wizard.

The program also enables to store the resulted report. To do that, just press the Save button and choose the exact

location in the opened dialog.

To make sure that all on-disk data is irreversibly destroyed call the Disk Viewer dialog by clicking the appropriate tab and

see it for yourself.

Repel | [Disk Viewer|

Sector 1 of 857445

O=z0000
Dx0010
Ox0020 |
0x0030
Ox0040
0=0050
Dx0060
O=x0070
Dx0020
00090
0x00AD
D=00B0
Ox00CH
Dx00D0
0x00ED |
0=00ED
D=0100
Ox0110
0120
(x0130
£

| =gl - &
gErm 1@
d molx o—
@ glge Hwo)
ol o
v gi~rdodrods. Senpd@iol sl ool
»

w5 M

S =1

- Emglrpiree
dArddds o = =

ool o g
ol- = gl el

uaHyx- -
Egl— g
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Flease select secion numbar. |1

To continua, click Mext

Transfer Files

File Transfer Wizard is designed to make such operations as copying of separate files/directories or burning of them to

CD/DVD as easy and convenient as possible. It may be of particular use in case of a system malfunction, caused either by

a virus attack or files corruption, in order to get the system back on track again. Besides it provides access to Paragon

backups as regular folders to browse through their contents or copy required files.

Startup

e Click the Transfer Files button.

Setup

The wizard offers the following steps to accomplish the transfer operation:

Place to look for files/directories. Select a source disk from the pull-down list in the left pane of the page. The

program enables to process both mounted and unmounted (without drive letter assigned) partitions. Besides it

is possible to map a network drive.



Source

Lockin: | [E] Local Disk (D:) w XK §
T
[5] Local Disk [E))
%) CD Drive (]
[5] Local Disk [3:)
B)CD Diive (H)
[5] Local Disk 1)
%) CD Drive 1)
[7] Local Disk [K:)
) Physicsl partitions

w [Holabel]. Disk 1, partition 4 [P
TR

Mame

1
[

LA

+ # B R EF R F

e Object(s) of operation. Choose files/directories you want to copy and place them to Clipboard by pressing the
Add button. To delete a file/directory from the Clipboard, select it in the Clipboard pane and press the Remove
button. You can also create a new folder, rename or irreversibly delete existing files/directories of the left pane
by pressing the appropriate buttons.

Clipboard Source

Hame Souce Path Lookir: | [5] Local Disk (D) ¥
AKFP ipg D AAE PP pg
|Projectz  D:/Projactsf [ Narre
=[] Local Disk (D]
123
~ABBYY Lingvo 10 Multiingual Dichonary
VSR
| Cpgven
-
RECYTLER
RoboHELP Dffica
Spstem Voheme Informatian
VMW are
adid.zip
AKPP.pg

T
T
i

B EEEHESEE

A Files/directories deleted from the Clipboard remain intact on source disks.

e Destination to store the object(s). The File Transfer Wizard allows copying data to local or network drives or
burning them to CD/DVDs. Choose the way the data will be stored.

e Revision of changes. The Transfer Summary page provides structurally divided information on all the actions
made in the wizard. Check the changes and come back to any step of the wizard (if necessary) by following the
required hyperlink.

Flaaze reviews the Wansler oplions, ''ou can retn bo the coresponding page and changs the aplions by

DObsects to iansfer

Object[z] selected: 1

Total data size: 4.1 MB [4 321 436 Bytes)
Te li

Destination path: C:/Progiam Fles

Space avalable on destinabion: 1.7 GE (1 855 575 872 Bytes)

Result
After the operation is completed the required data will be placed into the specified destination.

Typical Scenarios
This chapter lists a number of the most frequently used scenarios that may be accomplished with the program. You can
find here useful recommendations and descriptions of operations.



Backup Scenarios

Backing up a hard disk or partition to external media (CD/DVD)
To back up an entire hard disk or a separate partition and then burn the resulted image to CD/DVD, please do the
following:

Launcher
1. Click the Postmortem Backup button.
2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe What to back up page, mark the appropriate option opposite a hard disk’s name or a partition’s name
depending on the chosen task.

N arme Tyvpe File system | Size Used
= I My Compuiter My Computer
= [ [E] Basic Hard Disk O [Maston 7v250P0) Basic Hard Disk Dirive 2337GE
=[] #% First Haed Disk Track Fiest Track 0 Biptes
[J & Master Boct Recoed MBR 0 Bytez
[ @Local Disk F) Frirnaty MTFS 2337GB 154706
= (8] [5] Basic Hard Disk: 1 [ST3B0B1545)  Basic Haed Disk Dirive 149 GB
=[] % First Hard Disk Track Fiest Track 0 Byles
[ & Master Boot Receed MER 0 Bytes
& Prinaty MTFS 195GB 136G
F EMEID:I Primary NTFS E34GE  BG
[ @t Db St ) Prienay MTFS BEGE 167G

*|

<
s % The size of objects to back up- 195 GB
1) Estimated archive size 10.4 GB

You’ve got the option to modify the default backup settings by marking the appropriate
checkbox on this page.

4. On the Backup Destination page, select the Burn the data to CD or DVD option.

5. Select a recordable device on the list of available CD/DVD devices and edit the archive name, if necessary.

Salect a recoeder bo burn archive mages to.

Hame Diec lypes
a2 Ophare DVD FW AD-T1704 CO-R/AW: DVD-R/AW: DVD-RAM: DVD+RAW
2 CD Burner Emulabos CO-R/MAW
e DVD Buireed Ervdalon DVD+R/RW
Archies delal
Archive name BFZE0508 [Me rmore than B symibaols and only in English)

Estmabed acheve sizec .8 GB

Please take into account the Estimated archive size value. It can give you a hint about the
number of CD/DVD discs required for the operation.

6. Add comments to your backup describing its contents.



Flease enter & shor comment 1o desenbe the archive

o
?\' o cofmment

7. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

Backing up a hard disk or partition to a network drive
To back up an entire hard disk or a separate partition and then place the resulted image to a network share, please do
the following:

Launcher
1. Click the Postmortem Backup button.
2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe What to back up page, mark the appropriate option opposite a hard disk’s name or a partition’s name
depending on the chosen task.

Narme Type File system | Size Used
=1 ] My Computer Iy Computer
= [ [E] Basic Hard Disk O Madcs 7Y250P0) Basic Hard Disk Drive 2337 GB
= ] % First Haed Disk Track Fiest Track 0 Bytes
[ & Master Boot Record MBR 0 Bytes
[ @8iLocal Disk [F) Frirnasy MTFS 2337GB 15476
= 8] [5] Basic Hard Disk 1 [STIIG0815AS)  Basic: Haed Disk Drive 149GB
=[] 5 First Hard Disk Track Fiest Track 0 Bytes
[ 5 Maser Boot Recwd MEBR 0 Bydez
EWHM; NTFS 19568 136G
[ @ 4pphicates (D) Frirnay MTFS E34GE GG

[ @ 0ther Studf [E:) Prirnaty MTFS BEGE 167G
* |

<
« % The size of objects to back up- 195 GB
1) Estimated archive size 10.4 GB

You’ve got the option to modify the default backup settings by marking the appropriate
checkbox on this page.

4. On the Backup Destination page, select the Save data to local/network drives option.
5. Map a network disk to place your backup image to:
- Call the Map Network Drive dialog by clicking the appropriate button;

Select a folder whese the archive should be placed and specily the archive name. The anchive name will be
uzed a3 a sub-folder where backup data files vl be stored.

Auchive location: |C:/arc_260609140822779/ o X %
(PN W Map Metwork Drive E"S ate
= &

& Remote location mappeg
" A netvecirk share - 9
: Map to dive letter: BRI
= ] Make pamanent connection
P —

T Do ST

- Click the standard browse button [...] to browse for the required network share or manually enter a path to
it;



- Define a letter from the pull-down list of available drive letters;

- Mark the checkbox to make this connection permanent. Otherwise it will only be available for the current
Windows session;

- Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

6. Edit the archive name if necessary.

Archive deatails
Aachrve name:; arc_ SeUA0ET 5600046
Eslimated archive size: 6.8 GB

Space avalabls on backup destinstionc  11.1 GB

available on backup destination - if the archive size exceeds the available space, another

: Please take into account values of the parameters Estimated archive size and Space
network drive needs to be selected.

7. Add comments to your backup describing its contents.

Please ented & sho comment to desenbe Lhe aichive

No comment

8. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

Recovery Scenarios

Fixing MBR after a boot virus attack
Let’s assume that the MBR (Master Boot Record) of your hard disk has been corrupted as a result of a boot virus attack,
thus your system fails to boot.

To fix the MBR of your hard disk, please do the following:
1. Start up the computer from our Linux/DOS recovery media.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

-+ Hormal Hode Main recovery
& Safe Mode environment

& Low-Graphics Safle Mode

& Floppy disk

& Hard disk 8 MER

& Find 05es on your hard dizks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.




3. Inthe Linux launch menu select Boot Corrector. You can find it in PTS DOS as well.

* |You can copy an entire hard disk or its
Postmonem Backup Wizard partitions ¥ new locations. You can also save
them as image files for laier restoration.
Simple Restore Wizard Please select the drive, its partition if

necessany, and then activate the "Hard Disk' o
‘Panition’ pull-down menu and select the
Wipe Wzard operation needed.

1l

File Transfer Wizard
Boot Corector
Undelete Panition
Registry Editor
Password Cleaner
Metwork Configurator

Log Saver

P BRESIFPE IR

Eject CD/DVD

-
i
L4

4. On the Wizard's Welcome page, select the Correct the Master Boot Record (MBR) option.

Please choode the operation

() Search for Windows installations o cormect
(%) Correctihe Master Boot Record (MBR)

() Correct the partition baot recard

(2 Modify paniion parametsrs

() Correct boot parameaters (boot.ini, BCD)

To begin, click Next.

5. On the next page choose the required hard disk from the pull-down list (if several) and then select the Update
the MBR executable code option.

Please choase the hard disk o corect boo problems.:

Flease point out the operation o perform:

) iew the MBR
(& Updae the MER execinable code

) Reorder primary panitions (change skots)

6. Confirm the operation.

i ' Updaie the MBR execuiable code of the Basic Disk 0 (40.0 Gbi?

[ Yes [ ™ |
-

7. After the operation is completed click the Report button to see a well informative summary page. The program
also enables to store the resulted report. To do that, just press the Save button and choose the exact location in
the opened dialog.



- Reporting

i You have successlully completed boot carmection, To view the repan
on the aperations pedormed, click Report

Report

Report

Paragon Bool Carmeciar's Repan
Crperations performed:

Operation £1; Correct the Master Boot Record
Hard disk targeted: Basic Disk 0

Staws: Successiul

Crabe and Time: 2009 Jan 14 Wed 14:01:09

8. Click the Finish button to close Boot Corrector.
9. Reboot the computer.

Fixing Windows startup ability
Let’s assume that due to an unknown reason your Windows fails to complete the startup procedure. At first everything
seems quite OK, you can see the standard startup messages on the screen, but at some moment it hangs up.

To fix your Windows startup ability, please do the following:
1. Start up the computer from our Linux/DOS recovery media.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

Main recouvery
& Safe Hode enuvironnent

& Low-Graphics Sale HMode

& Floppy disk

& Hard disk 8 HBER

& Find D3es on your hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select Boot Corrector. You can find it in PTS DOS as well.



You can copy anentire hard disk or its

Postmonem Backup Wizard partitions ¥ new locations. You can also save
them as image files for later restoration.
Simple Restore Wizard Please select the drive, its partition if

necessary, and then attivate the Hard Disk' o
Partition’ pull-down menu and select the
Wipe Wizard operation needed.

File Transfer Wizard
Boot Corector
Undelete Panition
Regisiry Editor
Password Cleaner
Metwork Configurator

Log Saver

P PG DR

Eject CD/DVD

4. On the Wizard's Welcome page, select the Search for Windows installations to correct option.

Please choose the operation:

(&) search for Windows installatisns w correct
) Correct the Master Boot Record (MBR)

() Comect the panition baot record

) Modify partition parameters

(Z} Correct boot parameters (bootini, BCD)

To begin, click Hext.

5. On the next page choose the required Windows installation from the list of found installations (if several), then
select the Edit the Boot.ini file option. If you’re not sure which installation you need, please use the Properties
button to get more info on the selected item.

Correct Windows installations

Program has searched for v alid Windows installatians an your
computer, The resuhs of the search you can see below, Status 5 refers
10 A system partition (you can edit the Boot ini file), B - a boot panition
{you can correct the Sysiem Registry).

N |Partition |status |Sysemmor  [Type
1  Disk0, Partition 0 S4B WINDOWS Winxp

Far the highlighted Windows installation, please

paint out the o peration o pedorm:
) Correct drive leBers in the System Registry

(=) Edit the Boat.ini file

) Correct the partition boot record

Adjust 05 o boeot on new hardware

To cantinue, click Next

6. Examine the file — maybe that’s where the problem is. If it contains a mistake, correct it by using the appropriate
buttons.



Edit the Boot.ini file on Hard Disk 0, Partition 0

[boat ko ader]

Tareeaut=10

default=muhi(0kdis kiOidisk(Dipantitien( IWINDOWS

[operating systems)

mwlti (00 isk (0)rdisk(D)p anition( JWINDOWS = "Paragon VMWare Windows XP Partition 01° fasdeiect 1

[ coww | | Insen ] | Add | [ Delere |

I Edin ] l Insert the sample || Add the sample ]

7. If the Boot.ini file does not contain any mistake, please return to the Correct Windows Installations page to
correct drive letters in the Windows System Registry.

Correct Windows installations

Program has searched for valid Windows installations on your
computer. The results of the search you can see below, Status S refers
16 & SySIEm panition (you ¢ an edit the Baot.ini file), B - a boot panition
(you can correct the System Registryl.

|[N |Parinion |Status |System root r‘l".lp-e
1  Disk 0, Partition 0 S+B  WINDOWS WinxpP

For the highlighted Windows installation, please
point out the operation to perfarm:
&) Correctdrive leners in the System Registry
() Edit the Bootini file
)} Comect the pariition boot record
Adjust OS5 w0 boot on new hardware

To comtinue, click Next,

8. On the next page choose a hard disk from the pull-down list (if several), then the required partition. If you're not
sure which installation you need, please use the Properties button to get more info on the selected item.

Pamitiens List Letters Map

Below you can choose a hard disk drive and see all panitions on it Information about drive letiers
assigned 1o these panitions |5 taken fram the Sysiem Ragisry of the Windews installation selected,

[Basic Disk 0 »| 400 Gb, VMware Virtual IDE Hard Drive
I[N |Type |active  |File Systiem  [volume label |Size |Drrve lemers |
0 Primary ¥es  NTFS WinXP 10Gh =
1 Primary Mo NTFS Application 9. 8Gh E
?  Primary No BackupCapsul [No label 100 Gb zNones
3 Primary Mo Free 17.2Ghb <MNone>

9. Click the Edit Letters button to correct an existing drive letter or assign a new one in the Windows System
Registry.



Partitians List

Drive letters it. Information about drive letiers

the Windows installation selected.

Letters
Basic Disk 0 Dirive
N [Type EXE)S |Drive leners
0 Primary el nce 13 <Mone>
1 Primary 133 E
& Primary Add Gh <MNone>
3 Primary — Gb <MNones
Recommended o try - C:. If used,
youcan release itin Letiers Map.

Close

== :

10. Once you’ve assigned the appropriate drive letter, close the dialog, then click the Apply button.

11. Confirm the operation.

ﬂ Apply the changes?

——

[ v J[ » |

12. After the operation is completed click the Report button to see a well informative summary page. The program
also enables to store the resulted report. To do that, just press the Save button and choose the exact location in
the opened dialog.

:." Reporting

Report

Paragon Boaot Corrector’s Repont
Operations perdormed

Operation £1: Change drive leters

Partition tangeted: Hard disk 0, Panition 0
Info: System Root folder is =" fnputer, If
Status” Successiul hnd make
Date and Timea: 2009 jan 14 Wed 16:14:16

Save Close

d Togo w the beginning, click hare

13. Click the Finish button to close Boot Corrector.
14. Reboot the computer.

Restoring a system partition from external media (CD/DVD)

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files. But
you’ve got a backup of your system partition on a bootable DVD disc. That’s just enough to easily get your system back
on track again.

To restore your system partition from a backup image located on CD/DVD when the current OS is down, please do the
following:

1. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the



option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

Main recouvery
& Safe Mode environsent
& Low-Graphics Sale HMode

& Floppy disk

& Hard disk 8 MER

& Find 0Ses on your hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

2. Inthe PTS DOS launch menu select the Simple Restore Wizard. You can find the same wizard in Linux as well.

Ii You can copy anentire hard disk or its
Posimonem Backup Wizard partitions o new locations. You can also save
them as image files for laler restoration.

% Simple Restore Wizard Flease select the drive, its partition if

necessany, and then activate the ‘Hard Disk' or

- ‘Partition’ pull-down menu and select the
l—j Wipe Wizard aperation needed.

.-,:EP File Transfer Wizard
-

@ Boaot Carrectar

= Undelete Panition

@ Regisiry Editor

l:;} Password Cleaner

E Reboot the computer

3. Onthe Wizard's Welcome page, click the Next button.

4. Onthe What to Restore page, you can see a list of available images (if several). Most likely the required archive
will be there too. If not, click the standard browse button [...] to find it. When you find your image, double click
on it to proceed.

~ Select Image 1
]I'"-:Zl i rosmu_lhile /B P2 80508 PBF |E|

Youcan sekect image from list below (on Double click):

* |Created on |Archive name
@ 2008 May 27 14:5255 anc_27050814520967 1 PEF

= 2008 May 28080354 BP2ZB0S0EBPRF

5. On the Image Properties page, make sure that you select the correct image by viewing the provided information
about the archive.



~ Pamition preview

HTFS WinXP ‘

Archive details 2
Type Image of the panion

Archive mame I /BP280S08 PEBF

Created 2008 May 28 Wed 08:03.54

File sysiem: NTFS

Drrve lether: o

Volume label Winxp

Size (capacity 30Gh (3.216.052.224 b

Used space 1.8Gh (50%&)

Free space 1.2Gb (39%)

Seciors/Clusier. 1 i

6. On the next page specify a hard disk, then one of its partitions to restore the image to (if several in your

computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Basic Disk 0 -40.0Gb

i - | —

[Basic Disk 0 | sizeaooch
[N [volume [Type [Fite System [Size [volume label  [Active  [Hidden | |
LI Primary NTFS 30Gh WinXpP Yag Mo
1 ¢ Primary NTFS 9.8Gh Applic ation Ma MNa
: Primary BackupCapsule 100 Gh [Mo label] MNa Yes
I % Primary Free 17.2Gb Mo Mo

All contents on the partition selected for restoring purposes will be deleted during the
operation.

7. On the Partition Start and Size page you can change size of the partition and its location if necessary.

- Panition preview -

New size: (1859 - 30671 Mb

Mb

Free space before: (0 - 1208 Mb

3 -
o—

Free space aher. (0 - 1208 Mb

ey

B, Mb

8. On the Restore Summary page you can see your hard disk layout before and after the operation. Click the Next
button to initiate the restore process.

Your panitions belore operations

e | —

Your partitions afer operations:

e | —




9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list: Suboperation progress

1: Restore parition or disk
Operation progress

TITITIT

Time elapsed:  00:01:10 Time to finish D006 36

Copied so far; 2900 Mb  Read so far 366.0 Mb (5.7 Mb/'s)

To copy 1.5 Gb  Write 5o far 366.0 Mb (52,3 Mby/s)
Overall progress

TITIIT !

Resiere Primarny panition 0 (disk 0) from file: 2 /BP280508 PBF
Data writing...

10. After completing the operation close the wizard, and then reboot the computer.

This operation can also be accomplished with the WinPE recovery environment.

A To make a Win2K+ operating system bootable on different hardware, please additionally
complete the P2P Adjust OS Wizard.

Restoring a system partition from a network drive
Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files. But

you’ve got a backup of your hard disk on a remote backup server. That’s just enough to easily get your system back on

track again.
To restore your system partition from a backup image located on a network drive, please do the following:
1. Start up the computer from our WinPE recovery media.

2. Once it has been loaded, read the agreement and then mark the appropriate checkbox to accept.

Pres: Page Up mnd Page Down 1o scroll the tea

End Uiser License Agresment 3

You, &Y &nd user

I ¥ou ACCEDT the tarms of the Agreemént, ClicK the check boo below

¥ P aScept the terma in the License Agresment |

]
th

[

Decline I

A If you do not agree with any conditions stated there, you won’t be able to use the program.

3. Once you accept the agreement, you will see the Universal Application Launcher. Select Postmortem Restore.

4. On the Restore Wizard's Welcome page, click the Next button.



5. On the Browse for Archive page you need to specify the required backup image. So you should take the
following steps to do that:

e Select Network as a backup destination;

Look in @:‘d‘:;‘:"ﬂ-’. :_J =y '}'\‘(I =

i Diskc Deves
Hams ] WP i | Sipa | Date
n | [T — 2.
=] ~oohcabion (L
CD Dive (E) PARAGON

[E] Bot (¢
B Backup Capsules

B Backup Capeule on Hard Disk 0
LIl Mestwork placas

e Map a network disk where your archives are placed:

- Call the Map Network Drive dialog by clicking the appropriate button;

Look in Il_-—ﬂ'-er.':c-'?. ;I o W .T%

Plama Size | Date
Vol g TR

i rop hetworkomee 2%
A network shars :I _!
Mag to drive keltar “vl
I~ Make pammanent connection

¥) Cornact as user | oK | Cancal

&

- Click the standard browse button [...] to browse for the required network share or manually enter a path
toit;

- Define a letter from the pull-down list of available drive letters;

- Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

A You can also map a network disk with Network Configurator.

e Choose the required archive in the browser-like window. The Archive File Details section displays a short
description of the selected image.



Flama Size Ciate :!

T[] MOTRCEIT 1L,

#1- (2} CD Derve (E:) PARAGON

- [5] Boct (X

=} =] Mat Backup Storage [\\server\usn'eochanga) ()
1 2E0502103150968

are 5282008 223721 AM
Z16KE 572872008 23724 AM
1GB 5/28/20 3TN0 AM

171KB 52872008 23707 aM E

flams Basic Hard Disk 0 (Unknown Medel)

Comment: Backup of My Hard Diskc

Typa: Basic Hard Disk Dirive

Total size: 40GB

Fis: 2o 280508103150968 arc_280508103150568 PBF

6. The What to Restore page displays detailed information about the contents of the archive. Select the required
item to restore. In our case it is the first partition of the disk.

Plaasa salact one of the chyect {s) to resiom:
Hama

Typa Fie system | Sire | Usad
=} [5] Basic Hard Disic O [Unionown Modal) Basic Hard Disk; Drive I 0GB
I Primary NTFS 25GE 18GB
L [BLocal Disk | Primary HTES §7GE 2518 MB
| Mame: Local Disk: (%)

Volume label: WinXP

Fla mystem:  NTFS Totalsize: 25GB

Usad spaca; 180GE Frem spaca: 1.1GB

On the Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if several in

your computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Pleass sslact & placs you would s (o restors the acchive (o, Nobe that F you select an existing hard disk or
parttion, s condent will be deleted and replaced with the one from the archive,

E:L:Ip: |1..I.I.l'.| Dls-k ﬂ ['h"];l'll.ru Vit ul |nF Hard hlriﬂe]
|. %)) Applicati__ l’ ) Backup C._. || [l @) (Unallocated)
57 GB NTES 35G8 !|_ 17.2GA
Total size: 2.9 GB
Lsed: 1,8 G8
Fres: 1.1G8

All contents on the partition selected for restoring purposes will be deleted during the
operation.

8. On the Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change size
of the partition and its location if necessary as well as assign a particular drive letter.



Your hand disk afierihe changes:

Hasic Hard Disk D (WVMware Vinual IDE Hard Drave)

. | . @) Aophcat -|_ @) Backup C__ | I @) (Unallocated)
| | ST GENTF | 19 GH | frfrdc;
[ Logical Disk Rastors Optons:

Fiease spaciy the sie of the restored parition 3067 3: 1845 ME - 3067 MB
Pisase speciy sze of free space before the padtition: |1 E 0 ME - 1217 MB
Pisase spacify sizs of fres spacs sfierthe partition: | H. 0 MB - 1217 MB

Asmgn the foloving drve letter |{RI vI
9. On the next page of the wizard confirm the operation by selecting the appropriate option.
=Would you ke to apply your changss 7

Fl‘fu.m'!hu d'unpn%m'n:alrl

" No, let ma reconmicer

10. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Restorng from archive
m

Time elapsed:  00:00:17
Time remaineng: 00:03:45

Opearations datads

1) Rastomn Primany pacition [ sk 0) from file: Z-/are_ 280508 102150560 /are_ 280503103 150963 _ 00000000

&) Diata wiiting

4] |»]

[T Shuddown systen on compists

Mark the checkbox at the bottom of the window to automatically switch off the computer on the successful
accomplishment of the restore operation.

11. After completing the operation close the wizard, and then reboot the computer.

This operation can also be accomplished with the Linux/DOS recovery environment.

A To make a Win2K+ operating system bootable on different hardware, please additionally
complete the P2P Adjust OS Wizard.

Restoring a system partition from a local drive
Let’s assume that your operating system gives trouble after having installed brand new software. But you’ve got a
backup of the system partition on a local disk. That’s just enough to easily roll it back to the point when run smoothly.

To restore your system partition from a backup image located on a local disk, please do the following:

Launcher



1. Click the Postmortem.
2. Onthe Restore Wizard's Welcome page, click the Next button.

3. Onthe Browse for Archive page, specify the required archive:

Look inc | [5] Application [E:]

Hame

= ima=

¥ PARAGOM [T
= [5] Apphcation [E:)
| Backup Images
| e 2805081 3462753

=y

s

arc_2805081 34627531 PAF

arc_260503134627531 pim
Swilch b Auchive List View

W

o K ¥

Se | Dale

5/28/2003 4:4706 PM
52072002 4:43:29 PM
1GE 5/28/2008 44330PM |
173 KB 572872008 443 23PM » |

Agctive File Dedads
M arme Local Disk [*]
LCesmniment Backup af My System Partition
Volume label WP
Fie spstem:  NTFS Tolalsize: 29GB
Used space: 1.8 GE Free space: 1.1 GB
Fie: doup Images/aec 2305081 ME2THI1 /arc_2B05091 34627531 PEF

4. Onthe Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if several in
your computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we

actually need.

Fleaze select a place you would ke bo restore the archive to. Mole that if you select an existing hard desk or
patition, itz content will be deleted and replaced with the one fiom the anchine.

Bazic Hard Digk 0 [VMware Virtual IDE Hard Dnve]

l ; . ) Applicati... @) Backup C... l @) WUnallocated)
| 97 GB NTFS 99 GE 17.2GB

Tobal size; 2.9 G

Used: 1.8 6B

Fres: 1.1 GB

JAN

operation.

All contents on the partition selected for restoring purposes will be deleted during the

5. Onthe Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change size
of the partition and its location if necessary as well as assign a particular drive letter.

Your hard disk alter the changes:

Basic Hard Digk 0 [VMware Villual IDE Hard Daove)

I I %)) Applicati...
57 EE NTFS

Logeeal Disk Restors Dphons
Flaaze specily the size of the restored partition:

& IS

Plaaze spacily te of fles space before the partior: |0

Flzaze specily toe of tee space after the parbhon:

Sczoagn the lolowing dive keiter: | C

W

6. Complete the wizard.

fin i) Backup €.,

) [Unaflocated)

3067 | 1886 MB - 2067 ME
“| OME - 1180 MB
= OME-1780MB

17.2G8

0



This operation can also be accomplished with the Linux/DOS or WinPE recovery

2 environments.

To make a Win2K+ operating system bootable on different hardware, please additionally
complete the P2P Adjust OS Wizard.

Copying of data from the corrupted system disk to another hard disk
To retrieve valuable information from your hard disk and copy it to another hard disk when the system fails to boot,
please do the following:

1. Connect the second hard disk to the computer.
2. Start up the computer from our Linux/DOS recovery media.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

F-2 Hormal Hode Main recovery
& Safe Hode enironnent

& Low-Graphics Safe Mode

& Floppy disk

& Hard disk 8 MER

& Find 05es on your hard dizks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

4. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.

FN

Iy : You can copy an entire hard disk or its
éﬂ Posimonem Backup Wizard partitions o new locations. You can also save
them as image files for later resioration.
Simple Restore Wizard Please select the drive, its partition if .
% me ' necessary, and then activate the ‘Hard Disk' or

- Partition’ pull-down menu and select the
I—j Wipe Wizard operation needed.

—.JED File Transfer Wizard

-
@ Boot Corector

ﬁrg Undebete Parition
=]

@. Regisiry Editor
Password Cleaner
Metwork Configurator
Log Saver

Eject CDYDVD

®
2
e

5. On the Wizard's Welcome page, click the Next button.

6. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.



Source

(NTFS, D on Disk ) (WinxXP W

g My computér
| (Root din)
W My Computer (My computer)
W' fmint (Mounted resources)
i minydisk (Local disks)
E W media (Removable disks)
& IDE CO/OVD (NECVMWa Viware IDE CDR1
A CA (NTFS, Dar Disk 00 (WinXP
“* DY (NTFS, 1on @isk 00 (Application)
“e* B\ (BackupCapsule, 2.on Disk 0) (UFSD di

|

7. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Souwrce
] /mnydiskdalDocuments and Setin |user ~|
1 imrdiskhd alDocuments and Setin . -
') Application Data
() Cookies
i) Deskiop
@ ) E-Mail Database
@ ) Favarites
') Local Settings
L My Documents
) NetHood
i) PriniHood
< B O Recent v
Tolal data size: na [ cax | [ Rename(F6) | [ Delew(Fa

Click the Calc button to estimate the resulted data size.

8. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.

Please select how would you like o save the data:

(% Save data to any local drives or a network share

Choose this optian if you want o save your data o kacal
maunted or physical panition, © USE or FireWare external
drives and o a mounted network share, You will be prompted o
choose a loC ation you wani 1o save the archive o,

) Burn data to CIYDVD

Choose this optian il you want the Wizand 1 burn the data w
CDor DVD. You will be prompied 10 choose a CD or DVD RW
drive.

9. On the Select Destination Path page, select a hard disk to copy the data to by pressing the standard browse
button [...].

Select path

G [=

Space avallable on destination: 8.6 Gb

Tatal data size. nfa

10. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.



Operations list: Suboperation progress

.
T T T T T ITITIT, |

1: Transher user data
Operation progress

I?1"”“IFH'.H-Il"““‘-ll“'l“-ll“"lHlHPHHJHLHH‘H'HIJHEHHLIFHH—HJ
Time elapsed:  00:00:03 Time 1o finish 00:00-00

Copied so far 17.0 Mb

Cwerall progress

Transkering “mntdiskhdal Documents and Settings/UserE-Mail Database” i "matdiskhda2/E-Mail Data
Translering "/matdisk/hdal/Documents and Settings/UserMy Documents”™ 1o "fmnidiskhd a2/ My Document
Al operatons have been finished

12. After the operation is completed, close the wizard by pressing the appropriate button.

13. Turn off the computer.

A This operation can also be accomplished with the WinPE recovery environment.

Burning of data from the corrupted system disk to CD/DVD
To retrieve valuable information from your hard disk and burn it to CD/DVD when the system fails to boot, please do the

following:
1. Start up the computer from our Linux/DOS recovery media.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment, since it’s the only mode that
enables to burn CD/DVD discs.

F-2 Hormal Hode Main recovery
& Safe Hode ensironnent

& Low-Graphics Safe Mode

& Floppy disk

& Hard disk 8 MER

& Find 05es on your hard dizks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.



You can copy anentire hard disk or its

Postmonem Backup Wizard partitions ¥ new locations. You can also save
them as image files for later restoration.
Simple Restore Wizard Please select the drive, its partition if

necessary, and then attivate the Hard Disk' o
Partition’ pull-down menu and select the
Wipe Wizard operation needed.

File Transfer Wizard
Boot Corrector
Undebete Pantition
Regisiry Editor
Password Cleaner
Metwork Configurator

Log Saver

ByredFS o

“ Eject CO/DVD

T

4. On the Wizard's Welcome page, click the Next button.

5. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.

Source

(NTFS, D on Disk 0) (WinXF w

i My computer
w# / (Roordin
w My Computer (My computer)
S fmint (Mounted resources)
W rminydisk (Local disks)
ﬂ W jmedia (Removable disks)
<z IDE CO/OVD (NECYMWa VMware IDE CDR1
B T (NTFS, Dor: Dizk 00 (WinXP
% DY, (NTFS, 1on 2isk 0) (Application)
“e* EY (BackupCapsule, 2.on Disk 0) (UFSD dig

|~

6. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Source
™7 jmnidisk/hdalDocuments and Settin [user ~]
£ imrdisk/mdalDocumems and Settin =% ~
') Applicatson Dala
) Cookies
) Deskiop
@ ) E-Mail Database
@ ) Favarites
) Local Settings
) My Documents
=3 Nettood
3 PrintHood
< ¥ ) Recent 3
Total data size: nja [ cax | [ Rename(F® | [ Delew (F@

Click the Calc button to estimate the resulted data size.

7. On the Select Destination Type, choose the way the data will be stored. Select the Burn data to CD/DVD item.



Please salect how would you like 1o save the data

) Save data ta any local drives or a network share

Chaase this optien if you want 1o save your data o local
maunted or physical parition, o USB or FireWare external
drives and to a mounted netwark share. You will be prompied w0
choose a koo athon you wani 1o save the archive 1o

%) Burn data 1o CHDVD

Chaase this optien if you want the Wiz ard o bumn the data to
CDor DVD. You will be prompied to choose a CD or DVD RW
drive.

8. On the Choose a Recorder page, select a recorder from the list of available devices and then set a volume label
by entering it in the appropriate field.

Sekect a recorder o burn data o

| [Vendar [Product [Tvpe ]|
Optianc OVD AW AD-T1704 CD-R; CD-AW, DVD-R) |
Volume label |I~1-.I Datg I

9. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

10. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list: Suboperation progress

1: Transfer user data L |

Operation progress
A et <

Ir:'FlHlllﬁl III'FIHH.I_
Time elapsed.  00:00:07 Time 1o finish 0:00:16

Copied so far 5.0 Mb
Tocopy. 12.0 Mb

Owerall progress

T
CLELTIT T ]

Creating compilation image

Used burner: DVD RWAD-71704 Vendor: Opiiarc
SEL5i0n opening

Data burning...

11. After the operation is completed, close the wizard by pressing the appropriate button.

12. Turn off the computer.

A This operation can also be accomplished with the WinPE recovery environment.

Copying of data from a backup to the corrupted system partition
The system fails to boot since some files are damaged. If you have a backup of the system partition, you can recopy
these files to make the system be operable again:

1. Start up the computer from our Linux/DOS recovery media.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware



incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

Main recouvery
& Safe Hode enuvironnent
& Low-Graphics Sale HMode

& Floppy disk

& Hard disk 8 HER

& Find D3es on your hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.

.

I You can copy an entire hard disk or its
Pastmonem Backup Wizard partitions wo new lcations. You can also save
them as image files for later resioration.
Simple Restore Wizard Please select the drive, its partition i .
‘E P necessary, and then activate the Hard Disk'or

e Partition’ pull-down menu and select the
l/ﬂ Wipe Wzard operation needed.

,—,—’ED File Transfer Wizard

s
@ Boot Corrector

=  Undelate Pamition

=
=

I@. Registry Editor

Q‘} Password Cleaner

: ﬁ Metwork Configurator

@ Log Saver

A& Ejeet COOVD

4. On the Wizard's Welcome page, click the Next button.
5. Select a disk where the system backup is stored from the pull-down list in the right pane of the page.

Source

arc_2A0508134627531 o

£3 ..
i) DIFF 1285651384 7 10000000
e apc_2BOSO81 7531.PBF
= arc_280508134637531.pim

6. Double click on the required backup to open.



Source

[image (arc_zms0g134627531 PE |
& e
' | Ducum%ls and Settings

I Program Files

) RECYCLER

) Sysem Volume Information
I WINDOWS

= cliles sv.igz

I AUTOEXEC BAT

= NTDETECT.COM

g oot ini

g nIHr ~

7. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Source
] MINDOWS/sysiem (mnydiskhdaz/g [wanpows v]

) provisioning
O pis
=0 repair

) security
@ ] srchasst
L] S

) sysem32
I twain_32
= owg
= 001947 _1mp
< > = Ar)PF

Total data size: 904 Kb

Click the Calc button to estimate the resulted data size.

8. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.

Please select how would you like o save the data:

(%) save data to any local drives or a network share
Choose this optian if you want 1o $ave your data o kacal
maunted or physical panition, 1 USB or FireWare external
drives and to a mounted network share, You will be prompted o
choose a location you wanit 1o save the archive o,

) Burn data to COYDVD

Choose this optian if you want the Wizand © burn the data o
CDor DVD. You will be prompled 1 cheose a CD ar DVD RW
drive.

9. On the Select Destination Path page, select your system disk to copy the data to by pressing the standard
browse button [...].



Select path

ootin;  [panoow: 3 (&)

=

e Eeseis—
2 INtServicePackUninsially

) AppFPaih

) Config D

) Connecton Wizard
) Cursors
1 Debug
) Downkaded Program Fikes
) Driver Cache
i EHome -
R FE [ Newioider (F7) |
File name: T....:.I--.- hd al WINDOWS -| [ Sekect |
File rype: 1 1 fi 1 | | Cancel

Help < Back gy Cancel

10. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list: Suboperaition progress
l, Trm!ﬁr I.Illl'dlll- !llll EREESEREERAENANRENE RN NN NN NENEEE AN l'l.lll‘ll
Operation progress
T T O T T T T T T T
Time elapsed:  00:00:04 Time 1o finish 00:00-00
Copied sofar 0.9 Mb
COwerall progress

II'II HAEERER RN RN RN RSN l.l'll.-.l

Transbering " MWINDOWS sy stem”™ o "/mnydisk/hdal WINDOWSsystem” - lem 1of 1
Al operations have been finished

12. After the operation is completed, close the wizard by pressing the appropriate button.

13. Turn off the computer.

A This operation can also be accomplished with the WinPE recovery environment.

Restoring separate files and folders from a backup

The program provides a very convenient option to access backup archives and restore only data you need (the so called
selective restore functionality). This operation can be accomplished either with the Restore Wizard, File Transfer Wizard
or Volume Explorer.

File Transfer Wizard

To restore separate files and folders from a backup image with the File Transfer Wizard, please do the following:
Launcher
1. Click the Transfer Files button.

2. Find the archive files and open it by double click.



3. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Chpboard Source
Name Source Path [5] Apphestion (E-) v b 8 ¥
E Mail [ atabase /E/E Mai Databaze/ [E./Ba. )
Name -
= [ e 0406081 81705140
o = £ ALOO0000000000000000
IE;L = sichooe pli
» = B/
= E
G B E-MadDotabase |
# = My Documents
Lask_fis pht

* ac ZA0S0E1 34627531

| 4

Total data size: 3.7 MB

4. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.

5. On the Select Destination Path page, specify the exact place to copy the data to.

Flease selact the destination path whene 1o save the data fom chpboand
Lookir | [5]Apokcation(E) »| & ¢ ¥

Address: [E-/E-Mai Database/

_Nal'nt

&[5 C)

= [5] Apphcation [E:)
¥ [ Backup Images

N Ml Database -

& ] My Documsnts

Total data s 1T HB
Space syalsble on destnabior: 8.5 GB

6. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

Please overview the ansiern oplions. r'ou can retum Lo the conesponding page and change

hypedinks.
Dibpacts lo iarder
Object[z] selected: 1
Total data size: 3.7 ME 3930546 Bytes)
1 s
Destmation path: E:/E-Mal Databaze/

Space avalable on destination: 85 GE (9202 720 768 Bytes)

7. After the operation is completed, close the wizard by pressing the appropriate button.

Making system bootable on different hardware (P2P Adjust OS)

Let’s assume you had to migrate to a new hardware platform. You just connected your system hard disk to the brand
new PC and tried to start up the operating system - you do know for sure now that this operation had been doomed to
failure from the very beginning. With our program you can easily tackle this naughty problem.

But before you start, please make sure the following conditions are met:

e You’'ve got drivers for the new hardware ready to use, not zipped or in .exe files.

e Your OSis unrolled on the new computer, not in a backup image.



To recover bootability after migrating your physical system to different hardware, please do the following:
1. Start up the computer from our WinPE media.

2. Once it has been loaded, read the agreement and then mark the appropriate checkbox to accept.

A If you do not agree with any conditions stated there, you won’t be able to use the program.

3. Once you accept the agreement, you will see the Universal Application Launcher. Launch P2P Adjust OS Wizard.

Our WinPE 3.0 based environment offers excellent hardware support. However in case it
doesn’t have a driver for your disk controller, your hard disks will be unavailable. Please
consult the Adding specific drivers scenario to know how to tackle this issue.

Soury, the wizard cannol continues
The Wizard has fafed to find amy 05 that can be modfied. Plaass note, the Wieand can

T

orly work with Microsolt Windows 2000 and later

¢ e % Dapendng on your system corfiguration and hamdwans some diskos can be unayvaiabis for

'-‘J_/I the pragram

4. On the Wizard's Welcome page, click the Next button.

5. From the list of all found Windows based operating systems (if several) select one you need to adjust to your
new hardware. If you’re willing to adjust them all, just re-launch this wizard for each.

05 Volume Labed Capacty
E.'."::.'.:- 2000 Local Dkek (L) [MNolabel] 1.3GH
=W Local Diske (D7) [Molshel] 43GE

A The wizard can only work with Microsoft Windows 2000 and later operating systems.

6. Choose whether you’re going to add drivers for the new hardware to the selected operating system or not and
the way it’s to be done. Actually you’'ve got three options:

e Upload drivers automatically from the provided driver repository. Generally together with new hardware
you get its drivers for different operating systems on removable media (mostly CD or DVD). By collecting all
these drivers in one folder you can let the wizard automatically pick and install only those required for your
0OS (recommended);

e Upload drivers manually. If you know exactly what drivers your operating system is lacking to successfully
start up, you can manually provide them for the wizard.

e Do not upload drivers. And finally you can just refuse providing 3" party drivers.



: =
:--,' Upload drivers automatically from the provided driver reposilory

Salmct this option § you've got a folder with mukiple driver packagas and want all requirsd drivers
for tha new hardwers (2 ba nstaliad adomatically, Fiaase nole, only the nacesaasy divers wil be |
nsaded (o the selscied 05 |

o Upload drivers manually
Select this option # you know axactly what drvers ame requined to makos the sslected 05 bootable
on tha new hardwan.

£ Do not uplead drivers
Salect this option § you donl want fo insert 3rd pasty deivers (o the selactad 05,

We prefer the wizard to decide what drivers are to be installed.
7. Browse for a folder with drivers for the new hardware or type in a full path to it manually.

Plaass chooss a folder that containg INF fiss

|-"f crograms \Paragon Softwane'program’\ Test_Drvers Browese.. |

8. Apply the changes by confirming the operation.

; The Wizard has not appbed your changes yel. On this page, you can ether sccept o reconsider the
/& changes.

[Please note. f you accept the changes. the Wizard wil physically perdform sl operations, $0 you wont be sble
to intermupt this process or undo the changes
|k may taka same tima to apply the changes . You may also be asked to matart your computer during thes
process
1~ Would you ke to apply your changes 7

% [es, aonly the changes physically, |

 No et rﬁw

After the operation is completed your system will be bootable on the new hardware.

Cleaning User Passwords for Windows
Let’s assume that after a busy business trip you’ve come home and realized that you’ve completely forgotten your
Windows user password. That's no great tragedy any more.

To clean a user password of the required Windows installation, please do the following:
1. Insert Paragon Linux/DOS Recovery CD (the BIOS must be enabled to boot the system from the CD/DVD device).
2. Restart the computer.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

e Mormal Mode The PC boot ing
& Safe Mode will be proceeded in
& Lou-Graphics Safe Mode 88 seconds

& Floppy disk
& Hard dizsk B MER
& Find 05es on your hard disks




.A By default the Normal Mode will be automatically initiated after a 10 second idle period.

4. |n the Linux launch menu select Password Cleaner. You can find the same wizard in PTS DOS as well.

* You can copy an entire hard disk or its
Postmonem Backup Wizard partitions W new bcations. You can also save
them as image files for laier restoration.
Simple Restore Wizard Please select the drive, its partition if

necessany, and then activate the "Hard Disk' o
‘Panition’ pull-down menu and select the
Wipe Wzard operation needed.

File Transfer Wizard
Boot Corector
Undelete Panition
Registry Editor
Password Cleaner
Metwork Configurator

Log Saver

PP P DIRGHE

Eject CDYDVD

.
i
L4

5. On the Wizard's Welcome page, click the Next button.

6. On the next page choose the required Windows installation from the list of found installations (if several). If
you’re not sure which installation you need, please use the Properties button to get more info on the selected
item.

Valid Windows installations

The program has found the fallewing Windows installatians valid for
this program. (You can see only Windows NT/2000,/XP/2003/Vista
versions, the others are not listed even if they exist). Please sebect
the one you want o work with.

[N [Parition |Sysiem ot [Type
1 Disk0, Panition 0 WINDOWS Winxp

Properties ]

To continue, clck Mext

7. On the next page you can see a list of all users of the selected Windows installation. Select the user, which
password you'd like to make blank, then click the Clean button to accomplish the operation. Or just click the
Clean All button to clean all user passwords at once.



Clean passwords

You cam see the list of users in your sysiem. Please select the usar
whose password you would like 1 clean and press ihe "'Clean’
bution, You can also clean passwords of all users atonce if you
press the "Clean AIl' bution

[User |Passwerd stats ||
Administrator <Original=
Guest <Originals
HelpAssistant <BLANK=
SUPPORT _3BE945a0 <0Original=
User <BLANK>
Clean All

To continue, click Next

8. After the operation is completed, close the wizard by pressing the appropriate button.
9. Ejectthe CD.

10. Reboot the computer.

Hard Disk Utilization

To irreversibly destroy all on-disk information without any possibility to recover and that way providing the maximum
level of security, please do the following:

Launch the Wipe Wizard:

e Click the Wipe Hard Disk or Partition button.

Phease chooe an obyect fof wiping, I can be & whobs hard disk, 5 sngle partition o a block of unallocated space. You
can el bo vape ol dala on the pafition of only unoccupied space on it [see the nest step]

Bazic Hard Disk 0 [Maxtor FY250P0)

‘ 4 Local Disk (F:) A
2317 GB NTFS

Baszic Hard Disk 1 [ST3160815A5)

. &) Applications [D:)

195 634 GB NTFS BE GB NTFS

1. Onthe Wipe Mode page, select the wipe out all the data to irreversible destroy all on-disk information.

@ {Wipe out of the data)
Chioose this oplion i pou want to deshioy complately all the data on fhe selaclad obeel
() Clear (wipe] iree space

Choose thes opbon ¥ wou want b deshioy the fraces of data that may have been ledt alter an oidinary debshe
opet ation

2. Onthe Wipe Method page select a specific data erasure algorithm or choose to create a customized one.

3. The next page of the wizard enables to get detailed information on the selected algorithm, choose whether to
carry out residual data verification or not specifying the percentage of sectors to check and estimate the time
required to accomplish the operation.

4. Review all parameters of the operation and modify them if necessary.



foux hand disk befoes the change::

Basic Hard Disk 0 [Maxtor S 250P0)

) Local Dizk [F:]
23327 GB NTFS

Wiour hatd disk after the changes

Basic Hard Disk 0 [Maxtor $Y 250P0]

) Local Disk [7]

2337 GB Not formatted

5. Complete the wizard and then apply the pending changes.

Extra Scenarios for WinPE

Adding specific drivers
Our WinPE 3.0 based recovery environment offers excellent hardware support. Anyway you’ve got the option to add
drivers for specific hardware with a handy dialog.

To add drivers for specific hardware, please do the following:
1. Once you accept the agreement, you will see the Universal Application Launcher. Click Load Drivers.

2. Inthe opened dialog browse for an .INF file of the required driver package located on a floppy disk, local disk,
CD/DVD or a network share. Then click the Open button to initiate the operation
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A To know how to map a network share, please consult the Configuring network scenario.

3. You will be notified on the successful accomplishment of the operation. Click Yes to load another driver or No to
close the dialog.



Driver “z-/adjustos/drivers/intel-ich/driver/iashci inf” has
been loaded successhully. Would you like to load another
driver{s)?

Our WinPE 3.0 recovery environment is 32-based, thus you need to use 32-bit drivers for
injection.

Configuring network

If your local network has a DHCP server, a network connection will be automatically configured once our WinPE
recovery environment has been started up. Otherwise you will need to do it manually with a handy dialog by providing
an IP address, a network mask, default gateway, etc. Besides with its help you can easily map network shares.

To manually set up a network connection and map a network share, please do the following:
1. Once you accept the agreement, you will see the Universal Application Launcher. Click Configure Network.

2. Inthe opened dialog provide an IP address, a network mask, default gateway, etc. for your network device.

Ethemet acapter; | Irded(F) PRO/ 1000 MT Matwork Connaction _v_l

|P address

(" Obtain an P addmess automaticaly. Flenew Release |

7 Uss the folowing IP sddress
IP Adcirmss : [2000 1 202
Siboet Maskc - 255 255 2400

Difauk Gateway: [200.0 1 1 rdm’mdl
Losdimmbe | Ssvetofie | ok | sy | cece |

3. Click the Network drivers tab to map a network share.

Drive | Metwork path Map Netwosk Deve |

i &aryar oa

4. Click Map Network Drive and provide all the necessary information to map a network share in the opened

dialog:
~Fiemcte location mapping :
Anstwork share - || =)
Map to drive letter ; | =
I~ | Make permanent cornaction
(¥} Connect asuser OK Cancal |

e Click the standard browse button [...] to browse for the required network share or manually enter a path to
it;



e Define a letter from the pull-down list of available drive letters;

e Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

By clicking Disconnect Drive... you can delete an existing network share if necessary.

5. Click the Network identification tab to change a network name of your computer (generated automatically) and
a workgroup name.

Nesbwoel idenbfication _'J(

Computer Name

!
Workgroup [workGROUP
|

Primary DNS suffoc :

6. By default, the wizard saves all network settings in the netconf.ini file located on the WinPE RAM drive, thus it
will only be available until you restart the computer. However, you can just once configure your network device
and then save this file to some other destination, for instance a local drive, and this way avoid constant re-
configuration, just by providing a path to it. So Click Save to file to save the netconfig.ini file to the required
destination.

Saving log files

The program enables to simplify the procedure of sending support requests to the Paragon Support Team. In case of
having difficulties with handling the program, you, with the help of this very function, can address the company support
engineers and provide them with all the information they need such as the disk layout, performed operations, etc. in
order to tackle the encountered problem. Information of that kind is stored in log files.

To prepare a log files package, please do the following:
1. Once you accept the agreement, you will see the Universal Application Launcher. Click Log Saver.

2. Inthe opened dialog browse for the required location of the log files package or manually provide a full path to
it. Click Collect to initiate the operation.

Path to the tamgst zip file

2/ Logs DS0T10_1325.0p Brovvse I

Log files do not contain any confidential information on the operating system settings or
the user documents.

Troubleshooter

Here you can find answers to the most frequently asked questions that might arise while using the program.
1. |trytorun an operation, but the program claims my partition is in use and suggests restarting the computer.

There are a number of operations that cannot be performed while your partition is in use (or locked in other
words). Please agree to reboot your machine to make the program accomplish the operation in a special boot-
up mode.



2.

| run an operation and restart the machine as required, but it just boots back into Windows without
accomplishing the operation.

Please run 'chkdsk /f' for the partition in question.
| cannot create a new partition on the disk.
There can be a number of reasons for that:

e The program cannot create a new partition on a dynamic disk, but only on a hard disk that uses the DOS
partitioning scheme.

e According to the rules of the DOS partitioning scheme, the following combinations of partitions cannot
be created:

- Two Extended Partitions on one hard disk;
- Five or more Primary partitions on one hard disk;
- If there is an Extended Partition on the disk, only three Primary partitions are allowed.

e The program allows creating new partitions only within blocks of un-partitioned space. It cannot convert
a free space on an existing partition to a new partition.

| cannot do anything with my USB flash drive. | get a crossed circle sign when trying to select any area on it.

Some USB flash drives don't have the MBR (Master Boot Record), that’s the cause of your problem. To fix the
issue please use the Update MBR function of our program or 'fixmbr' of the Windows installation disc to write a
standard code to your flash drive.

When trying to back up my system the program asks to restart the computer.
Most likely the Hot Processing mode is disabled. Please make it active in the program settings.

When running a backup operation with the Paragon Hot Processing mode enabled, | get an error: error code
0x1200e "Internal error during Hot Backup"

Most likely your hard disk contains bad blocks. Please fix the issue with your HDD manufacturer's tool.
You can find a name of the tool you need here: http://kb.paragon-software.com

When trying to back up to a network share, | get the following error: "i/o error" or "can't open/create file"
Please check whether you’ve got a permission to write to the selected destination or not.

When trying to restore a backup archive, | get the following error: "Can't restore to current selection" or
"Archive does not fit"

Most likely you’re trying to restore a backup of the whole hard disk to a partition or vice versa.



